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PART I 

SECTION 12. DRUGS 


PURCHASE OF DRUGS AS EVIDENCE 


SACTIONAL INVESTIGATIONS 


(1) The SAC or, in SAC*s absence, the ASAC, may personally 
approve the purchase of dxrug evidence up to $5,000 if the purchase does not 
exceed the initial $5,000 case fund authority. Within 30 days of approving 
such an expenditure, SACs will submit an airtel to FBIHQ advising by case 
title the amount of funds approved, the type and amount of drugs purchased, 
and any statistical accomplishments attained. The purchase of drug evidence 
with Bureau funds exceeding $5,000 will require prior FBIHQ authorization and 
the personal approval of the SAC or, in the absence of the SAC, the ASAC. 

[(See MIOG, Part II, 10-14.1.6.)] 

(2) Transactional (purchase of drug evidence, buy /bust) and 
interdiction cases necessitate the use of substantial manpower, involve 
significant financial expenditures, and require highly specialized storage 
facilities. As a result, this authority will be tightly restricted by FBIHQ 
to the following situations: 


riorities 


These exceptions must be specifically set forth to FBIHQ and the responsible 
SAC should consider all other investigativ e approaches prior to determining 
the viability of the transactional method. 


12 - 8.1 


Fronting of Funds for Drug Purchases 


As a matter of general policy, Government funds should not be 
"fronted" (advanced on the promise of a subsequent delivery of drugs) . When 
this technique is deemed necessary, prior FBIHQ authority must be obtained. 

In requesting authority, an appropriate communication should be submitted to 
FBIHQ detailing the circumstances, plans for minimizing the risk of loss and 
justification for the use of this technique. 

12-9 REVERSE UNDERCOVER OPERATIONS (RUO^ 

An RUO involves an undercover approach in which the UCA or 
informant poses as the drug seller rather than the drug buyer. This technique 
contains numerous hazards including physical danger to the UCA, or informant, 
and the potential situation for allowing drugs to enter traffic. This 
technique should be utilized only against significant traffickers and requires 
prior F3IHQ authority. 





SECTION 44. CIVIL RIGHTS 


Item 1 - Title: Provide the full case title to include n^e of 

subiect(sl victim(s), and complainant. In "Color of Law" cases, fuHy 
identify ke rank/position of the subject and agency including city and state. 
If the victim is deceased, write "deceased" behind victim s n^e and in 

Jir^ntheHs th. cUssificati.n and of tic. of orljin should be 

listed. The following is an example: 


CAPTAIN JOHN DOE, 

HUNT POLICE DEPARTMENT, 
HUNT, NEW JERSEY: 

MICHAEL SMITH (DECEASED) 
MARY SMITH - COMPLAINANT; 
CIVIL RIGHTS 
00: NEWARK 


VICTIM: 


Ensure any previous communications are referenced. 

Item 2 - Office of Origin File Number: Self-explanatory. 

Item 3 - Auxiliary Office File Number: To be co^leted when an 
auxiliary office initiates the case and submits the initial FD-610. 

Item 4 - Initial/Supplemental Submission: Self-explanatory. 

Item 5 - Matter Type: Check appropriate block(s) to best describe 

the type of case initiated. The type of matter is self-explanatop' 
been «t forth in such a manner as to best describe separate civil 
.“progri prlcrltl.s. This fcnsac Is also used to dascrib. civil rights 
cases submitted to the DOJ . 

Item 6 - Date of Incident: Self-explanatory. If the 

alleged violation is unknown or ongoing (harassment, failure to take action, 
etc.), use the latest incident date. 

Item 7 - Date of Complaint: This is the date that the complaint 

is received in the field office/resident agency. 

Item 8 - Synopsis of Case: The sjmopsis should prov^e a concise 

summary of the allegation(s) . Do not use such phrases as See LHM 
"Details set forth." 

Item 9 - Significant Case: Instructions are on the reverse of the 

FD-610 If ke case is^f such a nature that FBIHQ should expedite handling 
of this case the "yes" block should be checked. Significant cases are those 
receiving extensive^media attention, involving a prominent 

media attention, or involving an FBI emp^yee as the subject or 
Jictim Significant cases are also those wherein FBI investigation has 
determined the allegations to be seriov^ and substantial thus ^“ranting a 
full investigation. When prosecution becomes imminent, raiHQ should be 

db" d dupplen«nt.l fn-dlO would ““6 

case "siwificant." If there is a question as to ^ether a case is 
"significant," contact the CRU, FBIHQ, to resolve the issue. 

f A "Remarks/Administrative" Section is provided at bottom of 

( the FD-610 and should be utilized to advise FBIHQ of unusual or administrat 
( matters. 
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►4-1 


STATUTES 


The Civil Rights statutes covered under Section 44 of this manual 
are as follows: 

(1) Title 18. § 241, USC. Conspiracy Against Rights 

(2) Title 18, § 242, USC, Deprivation of Rights Under Color of 


Law 


or Color 


(3) Title 18, § 243, USC, Exclusion of Jurors on Account of Race 


(4) Title 18, § 244, USC, Discrimination Against a Person Wearing 
Uniform of Armed Forces 

(5) Title 18, § 245, USC, Federally Protected Activities 

(6) Title 18, § 246, USC, Deprivation of Relief Benefits 

(7) Title 18, § 247, USC, Damage to Religious Property; 

Obstruction of Persons in the Free Exercise of Religious Beliefs. 


(8) Title 42,. § 1973i, USC, Voting Rights Act of 1965 

(9) Title 42, § 1973dd, USC, Overseas Citizens Voting Rights Act 


The Givil Rights Program consists of the following classifica- 
tions: 44 Civil Rights; 50 Involuntary Servitude and Slavery; 173 Civil 

Rights Act of 1964; 177 Discrimination in Housing; 189 Equal Credit Oppor- 
tunity Act; 204 Federal Revenue Sharing; 214 Civil. Rights of Institutionalized 
Persons Act. 


44-1.1 Title 18. U.S. Code. Section 241 - Conspiracy Aga inst Riehts 

This statute makes its unlawful for two or more persons to 
conspire to injure, oppress, threaten, or intimidate any [inhabitant of any 
State, Territory or District) in the free exercise or enjoyment of any right or 
privilege secured to him/her by the Constitution or the laws of the United 
States, or because of his/her having exercised the same. It further makes it 
unlawful for two or more persons to go in disguise on the highway or on the 
premises of another with the intent to prevent or hinder his/her free exercise 
or enjoyment of any rights so secured. Among the rights secured from 
interference by private individuals over the years by the courts which have 
described them as basic substantive ri^ts of Federal citizenship are the 
following: 

(1) The rights enumerated under the Homestead laws 

(2) The right to vote in a Federal election 

(3) The right of a voter in Federal elections to have his/her 

ballot fairly counted 

(4) The right to be free from violence while in Federal custody 

(5) The right to assemble and petition the Federal Government 

(6) The right to testify in Federal courts 


181 

2/16/89 


MIOG 


PART I 




SECTION 44. CIVIL RIGHTS 


(7) The ri^t to inform a Federal officer of a violation of 

Federal law — ■ 

(8) The right to furnish military supplies to the Federal 
Government for defense purposes 

(9) The ri^t to enforce a decree of a Federal court by contempt 

proceedings 

(10) The right of a Federal officer not to be interfered with in 
the performance of his/her duties 

(11) The right to be free to perform a duty imposed by the Federal 
Constitution 

(12) The right to travel freely from one state to another 

In addition to the above rights, the United States Supreme Court in United 
States V Price. 383 US 787 (1966), held that where state participation was^ 
involved in the conspiracy, Section 241 covers those rights secured under the 
14th Amendment to the U.S. Constitution, which include protection againsc 
st^tellc^i^rdepriving any person of life, liberty, and property without due 
process of law. 


44-1.2 


Title 18. U. 
Color of Law 


Code. Section 242 - Depr ivation of Rights Under 




I 


(l -This statute makes it a crime for any person acting under color of 
law, statute, ordinance, regulation, or custom to willfully 
to be deprived from any inhabitant those rights, privileges or 
secured or protected by the Constitution and laws of the United States^^^Til^ 
nSSthlrj^ohibits a person acting under color of law, statute 
Tiillati^'5? ^om to willfully subject or cause to be 

ir.habitant to different punishments, pains, or beine an 

prescribed for punishment of citizens on account of such i^abi . pa nt being an 
al<in ir V?Lson of his/her color or his/her race. (The Department of 
Justice (MJ) has advised that case law defines as a person whose 

TTiprp rransitox*v or momentary presence within the United States, its 
poILsnon“o?cSrUories"eichet legally or illegally ie suHicienc to bripg 
that person within the jurisdiction of this section. 

lav" include acts not only done by Federal, state, or local officials within 
the boISds or limits of their lawful authority (law, statute ordimnce. 
regulation, or custom), but also acts done without ^ 

their lawful authority; provided that, in order for mlawful acts of ^ ^ 
official to be done imder "color of any law," the unlawful acts mi^t be done 

while such official is purporting or ^^SciSn? lith 

his/her official duties. A private citizen, who is a willful participant witn 

Federal, state or local officials in the coimiission of color of law 
violations, may also be charged with violation of Title 18, USC, § 242.] 

44 . 1.3 1ft U.S. Code. Section 243 • Exclusion of Jurors on AccpimT 

of Race or Color 

This statute holds that no citizen possessing all other 
qualifications which ate or may ba prescribed by law any 

service as erand or petit jurors in any court of the United States, 

^ate on account of race, color or previous condition ^ 

also a crime for any officer or other person charged with any duty the 
selection or summoning of jurors to exclude or fail to summon any citizen fo 

such cause. 
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44 . 1.4 Title 18. U-S. Codft Section 244 • Discriminat ion Against Persons 

Uearing Unifonn of Armed Forces 

This statute makes it a crime for anyone being a proprietor, 
manager, or employee of a theater or other public place of entertainment or 
amusement in the District of Columbia, or in any Territory, or Possession of 
the United States to cause any person wearing the uniform of any of the armed 
forces of the United States to be discriminated against because of that 
uniform. 

44 - 1.5 Title 18. U.S. Code. Section 245 - Fe derally Protected Activities 

(1) Prohibits willful injury, intimidation, or interference, or 
attempt to do so, by force or threat of force of any person or class of 
persons because of their activity as: 

(a) A voter, or person qualifying to vote, a candidate cam- 
paigning for elective office, a poll watcher, or an election official in any 
primary, special, or general election which includes all local, state and 
Federal elections; 

(b) A participant in, or a person enjoying, any benefit, 
service, privilege, program, facility, or activity provided or administered by 
the United States; 


(c) An applicant for Federal employment or an employee of 
the Federal Government; 

(d) A juror or prospective juror in a Federal court; or 

(e) Participant in, or a person enjoying the benefits of, 
any program or activity receiving Federal financial assistance. 

(2) Prohibits willful injury, intimidation, or interference or 
attempt to do so, by force or threat of force of any person because of race, 
color, religion, or national origin and because of his/her activity as: 

(a) A student or applicant for admission to any public 
school or public college; 

(b) A participant in, or a person enjoying, any benefit, 
ser\'ice, privilege, program, facility, or activity provided or administered by 
a state or local government; 

(c) An applicant for private or state emplo^ent or a 
private or state employee ; a member or applicant for membership in any labor 
organization or hiring hall; or an applicant for employment through sny 
employment agency, labor organization or hiring hall, 

(d) A juror or prospective juror in a state court; 

(e) A traveler or user of any facility of interstate 
commerce or common carrier; or 

(f) A patron of any public accommodation including hotels, 
motels, restaurants , lunchrooms, bars, gas stations, theaters, aren^, ^use- 
ment parks, or any other establishment which serves the public and which is 
principally engaged in selling food or beverages for consumption on the 
premises. 
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(3) Prohibits interference by force or threat of force •against 
any person because he/she is or has been, or in order to intimidate such 
person or any other person or class of persons from participating or affording 
others the opportunity or protection to so participate, or lawfully aiding or 
encouraging other persons to participate in any of the benefits or activities 
listed in items (1) and (2), above without discrimination as to race, color, 
religion, or national origin. 

(4) Section 245 is applicable to any person or class of person 
whether or not they acted under color of law. Section 245 specifically 
provides that no prosecution of any offense described therein shall be under- 
taken except upon written certification of the Attorney General that 
prosecution by the United States is in the public interest and necessar^^ to 
secure substantial justice. 

(5) It is noted that Section 245 applies when force and/or 
violence is utilized within the context of the above statute. When a 
violation of Section 245 occurs, criminal penalties attach. Those portions of 
the above -described statute applying to items (1) (b) and (c) and (2) (a), 

(b) , (c), (e), and (f) are investigated as a violation of the Civil Rights Act 
of 1964, classification 173, when allegations are of a nonviolent and/or 
discriminatory nature. Violations of statutes which apply under the 173 
classification carry civil rather than criminal penalties. (See Section 173 
of this manual for appropriate instructions.) 

44-1.6 Title 18. U.S. Code. Section 246 - Deprivation of Relief Benefits 

Section 246 provides that no person shall directly or indirectly 
deprive, attempt to deprive, or threaten to deprive any person of any 
employment, position, work, compensation, or any other benefit provided for or 
made possible in whole or in part by any Act of Congress appropriating funds 
for work relief or relief purposes, on account of political affiliation, race, 
color, sex, religion, or national origin. 

[ 44-1.7 [ Title 18. U.S. Code. Section 247 - Damage to Religious Property: 

[ Obstruction of Persons in the Free Exercise of Religious Beliefs 

[ (1) The statute proscribes two distinct types of conduct: 

[ Subsection (a)(1) prohibits intentional damage to, or attempts to damage, 

[ religious real property; Subsection (a)(2) prohibits intentional obstruction. 

[ or attempted obstruction, by force or threat of force, of any person's free 
[ exercise of religious beliefs, without regard to damage to religious real 
[ property. 


[ ' (2) Both subsections establish as a jurisdictional prerequisite 

[ the requirement that, in committing the crime, the defendant either travel ,in 
[ interstate or foreign commerce or use a facility or instrumentality of foreign 
[ commerce. It is not sufficient that a facility or instrumentality of 
[ interstate or foreign commerce be used; such a facility must, in addition, be 
[ itself in interstate or foreign commerce. Subsection (a)(1) sets forth an 
[ additional jurisdictional prerequisite for a violation of that subsection^ 

[ only, namely, that the loss caused by the defacement, damage, or destruction 
[ exceed $10,000. 
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[ (3) It is important to observe that, on occasion, damage or 

( defacement of religious property resulting in a loss of less than $10,000 may 
[ not suffice to violate Subsection (a)(1) but nevertheless may violate 
( Subsection (a)(2) (e.g., a synagogue spray-painted with anti-Semitic threats, 

[ not simply slurs or epithets, apparently directed at a particular person oi 
[ group in order to intimidate them in the exercise of their religion) . ] 

{i66-l,8] Title 62. U.S. Code. Section 1973i - Voting Rights Act of 196_5 

Section 1973i provides that no person acting under color of law, 
shall fail or refuse to permit any person to vote who is entitled to vote, nor 
shall they willfully fail or refuse to give effect to such person's vote. 

This section also prohibits intimidation of or attempts to intimidate persons 
for voting or urging or aiding others to vote. Alleged violations of this 
statute having racial aspects are handled under the 66 classification. They 
are to be captioned, "Civil Rights - Voting Laws." Other alleged violations 
of Title 62, Section 1973 are handled under the 56 classification and are 
captioned "Election Laws." 

■:66-1.91 Title 62. U.S. Code. Section 1973dd - Overseas Ci tizens VotinE. 

Rights Act of 1975 

This Act applies to all Federal elections held on or after 
January 1, 1976. It provides rights for citizens residing overseas to 
register and vote in the state where they were last domiciled. The Act 
relates to any Federal election, provided the voter meets all qualifications 
for voting in the state in which he/she was last domiciled. 
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44-2 TIME UTILIZATION RECORDKEEPING (TURK) DESIGNATION IN 44,MATTERS 

44-2.1 44A Investigations 

Any allegation of a violation of Title 18, USC, §§ 241, 242, 243, 
244, 245 and 246 involving the use of force and/or violence is to be handled 
as a 44A matter. 

44-2.2 44B Investigations 

Any allegation of a violation of Title 18, USC, §§ 241, 242, 243, 
244, 245 and 246 which does not involve the use of force or violence is to be 
handled as a 44B matter. 

44-2.3 44C Investigations 

Any allegation of a violation of Title 42, USC, §§ 1973i or 1973dc 
is to be handled as a 44C matter. 

44-3 HANDLING OF CIVIL RIGHTS COMPLAINTS > INITIATION OF CIVIL RIGHTS 

INVESTIGATIONS 

■ ’44-3.11 Initiation of^Civil Rights llnvestigation 

J The following circumstances [represent examples of situations in 

' which a civil rights investigation should be initiated:] 

[ (1) Upon receipt of[a civil rights allegation from a complainant 

[ or victim not known to be unreliable.] 

(2) Upon receipt of a written request from the Civil Rights 

: Division (CRD), Department of Justice (DOJ), [which is transmitted via FBIHQ. 

The United States Attorney ] (USA) does not have the authority to advise a field 
[ office to discontinue investigation specifically requested by the[DOJ.] Any 
; questions regarding the deletion of any portion of a [DOJ ] request must be 
['promptly resolved with FBIHQ.] 

(3) Upon receipt of a[request from a USA.] If the field office 
believes the USA's request is not warranted and cannot resolve this with the 
US.A, [promptlv]advise the Civil Rights Unit[(CRU), Criminal Investigative 

; Division (CID) , ]FBIHQ. 

[ (4) Upon receipt of [specific] information[appearing in] the 

[ legitimate news media reporting [apparent violation(s) of civil rights 
; statutes.] 

[ (5) [Upon receipt of a civil rights complaint alleging a "Color of 

[ Law" violation (Title 18, USC, § 242) from any source not known to be 
[ unreliable. The FBI has investigative jurisdiction for any civil rights 
[ complaint against any Federal . state, or local law enforcement officials, 
f Upon receipt of a Civil Rights complaint involving allegations against 
[ personnel of a Federal law enforcement agency, obtain initial facts of the 
{ complaint from complainant, victim or other original source and advise FBIHQ. 

[ Conduct no further investigation unless specifically instructed to do so by 
[ FBIHQ. The complaint will then be discussed by FBIHQ with the CRD, DOJ, for a 
‘ determdnation as to whether the Department will request a criminal civil 
[ rights investigation by the FBI or whether the CRD, DOJ, will decline criminal . 
[ prosecution in favor of an administrative inquiry. Civil Rights allegations 
• against any Federal law enforcement agency official should be promptly brought 
[ to the attention of the CRU, FBIHQ. "Color of Law" can also apply to nonlaw 
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I enforcement offitUls «*o have 

mayor, '“'“'‘iriho'irruWa; loSw°5.°^ ordinanoe^^ 

I guard, etc., and who are xiKewise t»o «re therefore only a few of 

[ regulations or customs. Law ^ "Color of Law" is further defined 

( the "officials" who act under color of law. color oi i-aw 

{ in Section 44-1.2. 

t (6) Upon receipt of a complaint 

1 allesationa i|aina? FBI perlonnel. the followins procedures are to be 
[ followed; 

Responsibility <0^ ■ SjJrlp?iaie'Sld^n“'' 

Sr?K‘;ril'=^rritro^“n?MB?« oompoS^^ and advise the SRC 
: concerning the proper handling of the master, 
r If a civil rights complaint arises during an 

1 a^inistrative inJ Fy!'tSeVti£t 

[ ^^^Jtiois’^^®Tha/porfion°of the administrative inquiry may not resume until 
[ authorized by FBIHQ. 

/ \ rjpR TN^D and CRU, CID , wiXl coordinate the _ _ _ 
presentation of the f.cts’of 'f„»ll'6Jtio™ to 0^ ^ An^JtaiLf^nvestigS 

1 ?i'ni"L^f.nt:rtSU?«r a^g^ 

[ If CRD, DOJ requests a criminal “''jLLfi.atlon uhidh should be reported to 
[ SljQ°^rlL?t%“threx?rtinrprSvUions If this section of the manual unless 
[ advised to the contrary by FBIHQ. 

[ 44-3.2 .<;ppcial Circumst a nces in V?hlch Investigation May N ot Be Requi^ 

r The following circumstances, not all . inclusive . represent examples 

1 of situationf^ere inveltigation should not be initiated. 

r (1) Upon receipt of information involving ’ 

such as riotl marches, parades. persons. 

( confrontations between local If int?rultioL set forth in 

i immediately advise FBIHQ of the ? . -Civil Unrest." Furnish the Civil 

criteria are met. Savfbeln established and must be met prior to 

SrSSInTf"'Svt“”Sls"KL«^^ based on an inmate letter alleging 

brutality: 

, (a) The complainant is the victim or someone with first-hand 

I Icnowledge of the inc ident , 
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[ (b) The complainant indicates the kind of injuries sustained 

[ as well as whether the injuries required medical treatment; and 

( (c) Names of witnesses provided. 

[ These criteria do not include death cases and only apply to 

[ written complaints from inmates of Federal and state prisons. This policy 
[ does not apply to prison inmate letters from lesser facilities (i.e., city or 
[ county jails). If all of the above criteria are not satisfied, a letter 
[ should be directed to the writer requesting the necessa^ information. If the 
[ writer does not respond or the information furnished still does not meet the 
[ criteria, conduct no further investigation. The letter(s) should be indexed 
[ and filed in the field office 44-0 file, or a control file. 

[ (3) Each field office is also authorized to place letters in an 

[ appropriate "0" or control file if the writer is obviously mentally deranged 
[ and makes no legitimate civil rights complaint, or if the writer makes no 
[ specific civil rights complaint. Letters which contain a questionable or 
[ borderline civil rights complaint should continue to be resolved by sending a 
[ letter to the writer requesting additional specific information. If the 
[ information thereafter does not indicate a civil rights violation, there is no 
[ need to forward the letter(s) to FBIHQ; however, they must be properly indexed 
[ and filed in the field office. Letters which allege a pattern of violations, 

[ or which are submitted by a legitimate civil rights organization but do not 
[ contain sufficient predicate information, should be referred to FBIHQ.] 

44-4 INVESTIGATIVE PROCEDURE ■ 44A MATTERS - FORCE AND/OR VIOLENCE 

[ 44-4.1 [ Initial Investigation 1 

(1) Interview the victim(s) and/or complainant(s) for full 
details of allegation(s) . As a part of each interview, secure the identity 
[ of [subject(s) andjwitness(s) to the incident. [Have victim execute a medical 
[ release form (FD-465)]if injuries sustained were treated by a physician or if 
victim required hospitalization. Advise victim that information furnished may 
[ be used in court of law, [See Section 44-10.6(9) regarding the need for signed 
[ statements . ] 


(2) Observe, describe, and photograph, in color, any complaint- 
related injuries visible on body(s) of victim(s) at the time of inten-’iew. If 
victim's wounds are bandaged, determine whether the bandages can be removed 

so that the victim's wounds can be photographed. If the bandages can safely 
be removed, photograph the unbandaged wounds. If the bandages cannot be 
[ safely removed, photograph the bandaged wounds. [Photographs made available 
[ from other sources may be used if the authenticity of the photographs can be 
[ established and used for court purposes.] 

(3) At the outset of any Civil Ri^ts investigation involving a 
possible "Color of Law" violation (Title 18, USC, § 242), the responsible 
head or appropriate official of the agency or institution involved is to be 
notified of the initiation of the investigation. This includes all local, 
state and Federal agencies and institutions . Do not furnish the identity of 

[ the complainant tof this! off icial f or any person outside of the FBI or DO J . ] 

(4) Obtain copies of all police reports relevant to the incident 
[ under investigation[with the exception of Internal Affairs reports. Internal 
[ Affairs reports are only collected as part of a "Substantial Case" (see 

f Section 44-4.2(4)) and are not collected as part of the "Initial 
■ Investigation." A cover FD-302 should be prepared identifying the source of 
{ these records and date obtained. Ensure copies of records are readable. 
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Determine what criminal and judicial action has been taken or is contemplated 
by authorities against victim(s) and subject(s). Conduct appropriat^ criminal 
record checks for each victim and subject. ^ inqui^ with the state 

computerized law enforcement system is normally sufficient^ ^«rone?'s rllorz 
obtain a copy of the report of the autopsy if conducted, or coroner s report. 
Do not delay completion of investigation awaiting these reports but show in 
your report what steps have been taken to obtain relevant records. 

(5) Obtain copies of any medical records relating to treatment 

received by each victim for injuries allegedly sv^tained at . 

subject(s)^ Some hospitals and doctors may require a release 

by victim or a subpoena before making records available. If a subpoena is 
nLessary. obtain the name of the person for whom a 

should be issued. An FD-302 should be prepared identifying the , 

these records and date obtained. Ensure copies of these records are readable. 

(6) Conduct field office indices search and set out information 
regarding other civil rights allegation(s) made against each _si*^ct. Also, 
conduct an indices search regarding victim(s) and summarize information 
contained in field office file(s). 

At this point, a 44A case may be closed when, in the opinion of 
the SAC the investigation establishes that the totality of the circ^stances 
indicates that the case is not of a serious or substantial nature and 
therefore does not warrant further investigation. Fu^ish results ot 
investigation to FBIHQ for transmittal to the DO J . (See Section 44-5 for 
reporting guidelines.)] 


[[UU-U.2 Additional Investigation Required > Su bstantial Case 

[ If the case is determined to be serious and substantial in nature, 

[ conduct the following additional investigation: 

r (1) Inteirview each subject for full details of the incident. As 

a part of each interview, secure the identity of witnesses. Obtain a complete 
ph?“«rde;'rIptlon and ' background for ..ch aubjact during jn«rv«u or iron 
[ police records. (See Section 44-10.6(9) regarding the need for signed 
[ statements . ) 

(2) Interview all or a sufficient number of witnesses to fully 
develop the facts of the case. Identity of witnesses may be obtained from 
subiect(s) victim(s), or police reports. Obtain and document the names and 
addresses of all witnesses who were not interviewed during the 
As a part of the interview with each witness, obtain full name, address, 
wltphone numbed employment, race, sex. date of birth and social security 
number. Advise witnesses that information furnished may be used in a court o 
law. 

(3) Identify and interview all physicians and other medical and 
paramedical personnel who treated each victim for injuries allegedly 
It the hands^of subject(s), including the ambulance attendants who 
victim(s) to the hospital, the hospital admission clerks, orderlies, and t 

involved in the tr^tment of victim(s). In the 
doctors and other medical personnel also determine the following information. 
Sr^veSty S iiltim's injuries, whether victim's injuries could have been 
causL the^ay he/she or subject(s) claim, whether victim appeared intoxicated 
I (especially i? subject(s) claim the victim was), and whether victim was 
belligerent and/or unruly (especially if subject(s) claims 
( death cases, interview the pathologist or medical examiner who performed the 

( autopsy. 
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[ (4) Contact appropriate officials at the subject officer's agency 

[ to obtain pertinent records, i.e., Internal Affairs Report, personnel file, 

[ etc., and any other complaint(s) against subject. It should be noted that the 
[ Supreme Court has held that a statement given by a public employee under an 
[ express threat of dismissal for failure to answer cannot constitutionally be 
[ used against the employee in a subsequent criminal proceeding (Garrity v. 

[ New Jersey . 385 US 493 (1967)). Furthermore, subsequent case law has held 
[ that the fruits of these statements are likewise not admissible. Accordingly, 

[ do not review any of these compelled subject statements but instead forward 
[ them to FBIHQ in a sealed envelope marked "potential Garritv statements 

[ enclosed." Upon receipt, CRU, FBIHQ will transmit the Garritv material to the 

[ DOJ where the report will be reviewed and any compelled subject statements 
[ will be removed before the entire investigative report is reviewed by the case 
[ Attorney at CRD, DOJ. The cover communication should also note than an 

[ Internal Affairs Report is enclosed and it may contain Garritv statements. If 

[ the subject officer consents to make such statements available, that fact 
[ should be recorded on an FD-302 and it should also be noted in the 
[ administrative section of the report. 

[ (5) Where there are conflicts as to the facts, attempt to resolve 

[ same. For example, if there is a conflict in the sequence of events, inspect 
[ and copy records, such as police logs, tape-recorded radio transmissions , or 
[ hospital admission records, that would help resolve the conflict. 

[ (6) Describe the scene of the incident; where appropriate, 

[ supplement description with photographs or a diagram. 

[ (7) After completion of the investigation, advise the USA of the 

[ results and ask USA if further investigation is warranted. Regardless of the 
[ USA's answer, submit report of investigation completed. If USA requests 
[ further investigation, conduct whatever investigation USA requests as long as 
[ such requests are reasonable and pertinent to the case. If a problem arises 
[ with a request of this nature, handle pursuant to instructions set forth in 
( 44-3.1(3) of this manual. The results of this investigation should be 
[ furnished in an investigative report supplementing the initial report. When 
[ the USA states that the investigation is adequate, request the USA to furnish 
[ an opinion as to the prosecutive merit of the matter. Do not delay the 
[ submission of any report pending a prosecutive opinion by the USA. USA's 
[ prosecutive opinion can be furnished in a supplementary report.] 

[ 44-5 REPORTING fGUIDELINESl- 44A MATTERS 

[ 44-5.1 f Submissionlof FD-610 

[The FD-610 is to be submitted to FBIHQ within five workdays of 
the receipt of the complaint pursuant to instructions set forth under Section 
: 44-10.1. 

[ 44-5.2 Format of 44A Investigative Report 

(1) All investigative activity is to be reported utilizing the 
FD-263 cover page, the FD-204 synopsis page, FD-302s and investigative 
inserts. Do not use an LHM unless specifically authorized by FBIHQ. All 
investigative activity is to be completed and reported within 21 workdays of 
receipt of complaint. These cases are to be given prompt, preferred, and 
continuous attention and handled in an impartial manner by mature Agent(s). 
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i Table of Co„l^ics« ' 

1 RfgS'ti «p«rts“ffil bi organized ae follows: 

f ra") Complete the FD-263 and set forth the identity of the 

responsible head ^?\pp ^ rt^re ^tgStrfnvncSnUrrderSi'''^ 

1 rdSi:?Ir?Sv:\:L!S^ Ins^i^^^d^if^f Sirnolificabion is 

[ included. 

I (b) Costplece the FD-20t including a ^tall^ *n^not‘use‘‘*' 

1 ;rrls«'sLrS J?i«.SL‘rt'l^r*-V^'ta'iU set%o?th- in the synopsis. 


, <c) Predication paragraph is to follow as „ 

under "Details" of the report. The predication nsrst contain a brief statemen 
1 as to the basis for the case being opened. 

(d) Interview(s) of victim(s) is to be set forth on an 


I 

[ FD-302(s). 

r (e) Photographs of victim’s injuries not submitted to FBIHQ 

[ not photographed, are to be recorded on an FD-302. 

r (f) When necessary, a diagram of the scene where the 

[ incident occurred should be made a part of the report. 

r (g) Interview(s) of witness (s) is to be set forth on 

1 FI)-302(s) or investigative insert(s) . See also Section 44-10.6(9). 


I 


[ FD-302(s). 


(h) Interview(s) of subject(s) is to be set forth on 
See also Section 44-10.6(9). 


f (i) Police records of less than ten (10) pages he 

1 included as pages'll the «P-t. rc''be“J.;irS”oS«tni“g'tK 

1 |°:^rriL^ r^rs^rflot^LIrcofds^^in an FD-302 if they are not readable. 

(i) Medical records of less than ten (10) pages ^o be 

included as pages In the «P»Tt jt '"bf S^JL^S^coStllning th^ 

made enclosures to the report. An FD-302 is w be prepa Readable. 

cor^ntrol^^eS^cafrLSrds in an FD-302 if they are not readable. 


(k) 


Interviews of medical personnel are to be set forth on 


{ FD-302S. 

, (1) Prior arrest records of subject(s) and/or victim(s) are 

[ investigative insert. 
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(m) Results of the field office file review; USA's opinion; 
SAC'S authority to close the case; and list of subject(s) and victim(s) 

^ addresses are to be set forth on an investigative insert (s) which normally 
I appears at the end of the report. With respect to the notification list, the 
CRD, DOJ has established a procedure by which subject law enforcement agency 
officers, victims and complainants are notified by letter of the DOJ's 
decision to close Civil Rights cases after reviewing FBI reports. To assist 
^ the DOJ in notifying subject(s), victim(s), and complainant (s) , a list of the 
subject(s), victim(s), and complainant (s ) , along with addresses where they may 
be notified is to be clearly set forth on the last page of a report. If 
during the course of the investigation, the head or other appropriate official 
of the subject officer's department or agency specifically requests to be 
notified, that specific request should be noted in the details of your report 
on the last page. Clearly state that this official specifically desires 
departmental notification. Without this statement the DOJ will not advise the 
official. Set forth the name and title of the appropriate official and the 
address to which notification may be sent. 

[ (n) Three copies of each report and three copies of report 

[ enclosures are to be submitted to FBIHQ. One copy of report and enclosures is 
( to be forwarded to the USA.] 

44-6 INVESTIGATIVE PROCEDURE > 44B MATTERS > NONBRUTALITY 

(1) Interview complainant and/or victim(s) if readily available. 

[ Secure same information as set forth under [44-4. 1(1) ] during interview. 

(2) Where appropriate to round out the investigation, check 
police records, office indices, court records, institution records and any 
other records pertinent to the case. 

(3) Examples of nonbrutality allegations are as follows: 

(a) Unlawful arrest or detention 

(b) Unlawful search or seizure 

(c) Police harassment or abuse of power 

(d) Failure of any public official to take official action. 
This involves cases in which a public official, who is a witness to, or 
cognizant of, a deprivation of civil rights of an individual, such as an 
assault upon that individual, fails to take appropriate action to protect that 
individual's person or rights. 

(e) Deprivation of civil rights in connection with trial, 
conviction, or sentence. Includes allegations of improper extradition 
procedures . 

(f) Deprivations relating to or growing out of treatment of 
incarcerated persons or concerning administration of prisons or jails. 

(g) Alleged unlawful deprivation of property by purported 
action of any public agency. Involves cases relative to imposition of zoning 
restrictions on property, exercise of eminent domain without due process of 
law, and like situations. 
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44-7 


pF.PnRTING OF INVEST IGATION - 44B MATTg^ 


44-7.1 Submissi oTi of FD-610 

I The FD-610 U to be sub.lttedjto FMHQ withih «« 

the receipt of the complaint pursuant to instructions set forth in Sectio 

[ 44-10.1.] 

44-7.2 FnnnflC of 44B Invesr i pative Report 

(1) Any matter vhich contains extensive investigation is to be 
reported in ihe saai manner as a case I^tructions relating to 44A case 

[ reports are set forth under[44-5.2] (1) and (2). 

(2) All other investigation may be reported by LHM. . 

sust contain'a’comprehensive description of “'“t shSd 

FD-302S, investigative inserts, and recor^ taSrnSers over 10 

?agS?Tf1:;;SuSd^a“Lrirbr«d as^e^dosures to the 

f3) When an 1J^M is submitted in a 44B matter furnish FBIHQ with 
the orlginal‘ind copies of the IHM. Furnish local USA with one (1) 

copy of the LHM. 

44-8 TNVF.STTGATTVE PROC F -hURE - 44C MATTERS - VOTING lAWS 

Anv allegation of a violation of Title 42, USC, § 1973i ^ 

(Voting Rights Act of 1965) ^ 1973dd 

of 1975) involving the use of force or violence is 6 

same manner as a 44A case. 

(2'i Any allegation of a violation of Title 42, USC, § 1973i 
(Voting Rights Act of 1965) or § 1973dd <f'"“s Citizens Voting^Ri^^ 
of 1975) which does not involve the force or i 

investigated in the same manner as a 44B case. 

(3) Agents are not to be assigned to "police" elections or act as 

FBIHQ of the receipt of the request The board ot eiecti^ comn 
apprViote local Lu ^tldpaSd SrSnces at the 

infomed of Mg "'’°™”'|i*mltted should shoo the notification to the 
lutdde 5:nS^s°Ipnrtna!^ Identifying agency and official notified, as 
well as date and time notified. 

I (4) IDOJlhas advised that in order to tultlH S'” 

' ra?HQ. aAd uill ArtS%S'a 'irr ^LS3e»tandSg of 

approved. 5?“^ «£f9rt be made to 
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(5) Investigations conducted under Title 42. USC, § 1973i, 

(Voting Rights Act of 1965) are generally civil in nature. Therefor?, unless 
DOJ advises the investigation under Title 42 is criminal in nature, the 
FBI is required under the Privacy Act of 1974 to furnish each individual 
interviewed with a statement that describes certain provisions of the Privacy 
[ Act (set forth in Form FD-496). Form FD-496 should be the only[Privacy Act 
[ form]used in civil rights investigations . The FD-302 used to report results 
of these interviews should clearly state that the interviewee was furnished a 
copy of this statement. All other interviewees (third party sources), when 
feasible, should be apprised of the purpose for which the information is 
sought and how it will be used. See Part I, 190-7 of this manual for details 
regarding express promise of confidentiality made to a third party source. 

44-9 REPORTING OF INVESTIGATION - 44C MATTERS 

(1) 44C matters alleging use of force or violence are to be re- 
ported in the same manner as a 44A case. 

(2) 44C matters which do not allege use of force or violence are 
to be reported in the same manner as a 44B case . 

[ 44-10 [ ADMINISTRATIVE INSTRUCTIONS 

[ 44-10.1 Submission of the FD-610 

[ (1) The purpose of the FD-610 is to promptly provide FBIHQ with a 

[ complete set of pertinent facts for each civil rights case investigated by the 
[ FBI (Classifications 44, 50, 173, 177. 189, 204, and 214). "Purpose" and 
[ "Instructions" are also listed on the reverse side of the FD-610. Data 
[ contained on the form is entered directly into a computer which assists in a 
[ more effective, efficient, and economical management of the Civil Rights 
[ program by FBIHQ and the field. Field divisions may request that FBIHQ 
[ provide information/analysis based on data provided from the FD-610. 

[ (2) Initial Submission . Instructions are set forth on the 

( reverse of the FD-610. Upon receipt of a complaint or request for 
[ investigation which requires the initiation of a civil rights case, the 
[ initial FD-610 must be submitted within five (5) workdays. Every effort 
[ should be made to complete items (1-9) on the FD-610. If the complaint is 
[ received by an auxiliary office, the auxiliary office should obtain sufficient 
[ facts to submit the initial FD-610 to FBIHQ with two (2) copies also being 
[ sent to the office of origin. 

[ (3) Supplemental Submission . Instructions are set forth on the 

[ reverse of the FD-610. A supplemental FD-610 should be submitted whenever the 
[ field office determines that additional information should be submitted to 
[ FBIHQ. This may include information which was not known previously, was 
[ previously omitted, or was previously incorrectly reported. When submitting a 
[ supplemental FD-610, provide data only for those items requiring a change. 

[ (4) The following sets forth specific instructions regarding 

[ completion of items 1 through 9 of the FD-610: 
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[ 44-10.2 Deadlines 

Investigations are to be given prompt, preferred, and continuous 
^ attention and handled in an impartial manner by mature Agents. Deadlines have 
been established primarily to limit the time period that an allegation against 
I a police officer remains unresolved. Investigations are not to be conducted 
with local law enforcement officers and are to be independently conducted by 
the FBI. Investigations of all civil rights cases are to be reported to FBIHQ 
in accordance with the following deadlines: 

[ (1) FD-610 - Upon receipt of a complaint, the receiving office 

[ must submit the FD-610 within five (5) workdays. In those instances where 
[ FBIHQ is advised by telephone or teletype of a new case, the FD-610 still must 
[ be submitted within five (5) workdays of the receipt of the complaint. 

[ (2) 44A - Substantial Case - Upon receipt of a complaint that 

[ initiates a 44A case . and the investigation has determined the matter is 
[ substantial, complete investigation and mail the report to FBIHQ within 
[ twenty-one (21) workdays. If the investigation cannot be completed and a 
[ "Closing” report mailed on or before the expiration of 21 workdays then mail 
[ an initial "Pending” report within the 21-workday deadline and follow with a 
[ final report within 21 workdays of the initial report. For further 
[ instructions regarding complex investigations , see the last paragraph in this 
[ section. 


[ 

[ 


(3) 44A - Nonsubs tantial Case - Upon receipt of a complaint that 
initiates a 44A case and investigation determined the matter was not 
substantial, submit completed investigation by report mailed within 21 
workdays . 


[ (^) Upon receipt of a complaint that initiates a 44B case, submit 

[ completed investigation by report/LHM mailed within 21 workdays. 


[ (5) Upon receipt of a complaint that initiates a 44C case, submit 

[ completed investigation by report/LHM mailed within 21 workdays. 

Initial deadlines are established utilizing the date of receipt of 
the complaint which should be noted on the FD-610. Deadlines for subsequent 
reports are based on the date of the previous communication. Under normal ^ 
conditions, 44B and 44C matters should be completely resolved and reported 
within 21 workdays. In 44A cases, every effort should be made to complete the 
investigation and submit the report within 21 workdays. If the investigation 
^ is not completed within that time frame,' a pending report should be submitted 
and contain at a minimum, the complainant and/or the victim interview(s) , and 
the police incident report. In a case in which investigation will be 
extensive and cannot be completed and mailed within 21 workdays, the field 
office should advise FBIHQ of the investigative steps to be pursued and, UACB, 
the date the results will be furnished to FBIHQ. 

/' 

( 44-10.3 Procedures when Local. State, or Federal Agencies are 
[ Investigating Same Incident 



From time to time questions have arisen concerning the procedures 
to be followed by the FBI in conducting investigations of alleged violations 
of criminal Civil Rights statutes when local or state agencies are 
simultaneously conducting an investigation of the same incident. Departmental 
policy in such circumstances is as follows: 




190.05 

11/23/87 


MIOG 


PART 1 


SECTION 44 . CIVIL RIGHTS 


[ (1) Upon receipt of information by the FBI sufficient to justify 

[ initiation of a Civil Rights investigation, an investigation shoultUbe . 

conducted regardless of the fact that a local or state investigation ^ the 

[ same incident is also being conducted. If, during the course of the rei s 

r investigation, state or local criminal charges arising out of the incident are 
[ filed against the subject(s) , the FBI's investigation should be suspended and 
[ the USA and FBIHQ should be notified of the nature of the criminal charges anc 

[ the likely timetable for prosecution of such charges. In all other 

[ situations, the investigation should continue to completion. 

[ (2) Exceptions to this procedure may be necessary on infrequent 

[ occasions. Authority should be sought from FBIHQ on such occasions before 
[ discontinuing the investigation in the absence of filing of state or local 
[ criminal charges against the subject(s) . 

i 44-10.4 Subpoena Matters 

r Upon receipt of a subpoena for Agent’s testimony, production of 

[ material or disclosure of information pertaining to a pending or closed Civil 
[ Rights investigation, the following procedures must be followed; 

r (1) Promptly notify the USA for the district in which the demand 

r arose The USA is under obligation to immediately contact the Deputy 
[ Assistant Attorney General, CRD, DOJ . for referral to the appropriate Section 
[ Chief for review of the information for which disclosure is sought. 

[ (2) Notify FBIHQ, Attention: Civil Rights Unit, Criminal 

[ Investigative Division, by appropriate communication (i.e., teletype, 

[ telephone, or airtel) of receipt of the subpoena, the results of your contact 
[ with the USA and all pertinent factors you believe appropriate tor 
( consideration in reaching a resolution to the demand. The above information 
[ will be forwarded to the CRD, DOJ for its final determination of action to be 
taken in response to the demand. CRD, DOJ will generally notify the concerned 
f USA directly of its decision concerning the subpoena and advise FBIHQ or its 
[ instructions to the USA. FBIHQ will then advise the concerned field office of 
[ this information. The original and one copy of the airtel with three copies 
[ of the subpoena must be provided to FBIHQ. 

[ (3) In all instances, keep FBIHQ advised of all developments 

[ concerning each subpoena. 

[ (4) No release of information should be made without FBIHQ and 

[ DOJ authority. 

( 44-10.5 Assignment of Special Agents to Civil Rights Investigationg 

[ Situations may dictate that certain FBI Agents not be assigned 

[ civil ri^ts cases. Those situations are as follows: 

[ ( 1 ) Special Agents who are former police officers, when the 

[ subject(s) is a law enforcement officer; 

[ (2) Special Agents who have close relatives in the agency 

[ involved; 

t (3) Special Agents who have close working or personal 

( relationship with the officers who are the subjects of a civil rights 
[ investigation; 
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[ (4) Special Agents who have a close working relationship^with the 

[ specific law enforcement agency involved and a question of propriety may be 
[ involved; and, 

[ (5) Special Agents assigned to a Resident Agency who fall into 

[ categories (1), (2), (3), or (4). Resident Agents may conduct the initial 
[ inter\’iew of the victim(s) and/or complainant (s) and obtain records for any 44 
[ case in their territory. Unless unusual circumstances exist, Resident Agents 
[ may be assigned to 44B and 44C cases involving agencies in their territory. 

f Special Agents falling into the above categories can be assigned 

[ to investigate all other matters within the Civil Rights program such as 
[ voting, housing and the Civil Rights Act of 1964. They can also assist in 
[ noninterview assignments in police misconduct cases by conducting police 
[ record checks, obtaining medical records, and/or court documents. 

[ 44-10.6 Miscellaneous 

[ (1) Promptly advise FBIHQ of any imminent prosecution, criticism, 

[ controversy, or extensive publicity arising in connection with Civil Rights 
[ cases. 

[ (2) If victim or complainant indicated he/she is in fear for 

[ his/her life or safety, ensure that the appropriate local authorities are 
• advised without revealing the source of the complaint. This notification 
[ should be documented in the field office file and should be provided to FBIHQ 
[ only when a civil rights case is initiated. 

[ (3) If victim(s) or witnesses are confined to hospitals or 

[ institutions and cannot be interviewed except in the presence of chose charged 
[ with their custody, interviews should not be conducted and FBIHQ should be 
[ advised of such information. 

[ (4) A subject, victim, or other witness may refuse to be 

[ inter'/iewed except in the presence of his/her attorney. The SAC may authorize 
[ an interview of this nature if, in the opinion of the SAC, such an interview 
[ is necessary. 

[ (5) Obtain FBIHQ authority prior to contacting a judge or a 

[ judicial officer in a civil or criminal action to determine disposition of a 
[ matter which may be pending before the court. Advise FBIHQ precisely why such 
[ information cannot be obtained from sources other than the court or judicial 
[ officer and furnish recommendation of SAC as to whether or not a particular 
[ judge should be interviewed. This information will be conveyed to the DOJ for 
[ review. Upon receipt of DOJ approval, the field division will be notified by 
( FBIHQ. This course of action is necessary inasmuch as the CRD, DOJ, 

[ prosecutes the majority of civil rights cases and has supervisory 
[ responsibility for almost all criminal civil rights prosecutions . Therefore, 

[ the DOJ must be made aware of such contacts. 

[ (6) In certain urgent situations the auxiliary office receiving a 

[ civil rights complaint should notify FBIHQ and the office of origin by 
[ teletype and/or telephone prior to submission of the FD-610. The auxiliary 
[ office should forward the victim/coraplainant interview, FD-302s, inserts, or 
[ other pertinent information to the office of origin within ten (10) workdays . 

[ If the investigation in the auxiliary office is extensive and such that the 
[ information caimot be furnished to the office of origin in ten workdays, mail 
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th. decaiU o£ Che original 

workdavs and mail ^ _ initiated by an auxiliary office. 

S SSh ^Sutdn^fu^iKr,'«:pi"rthV.scU-lv. repocc co, 

FBIHQ within 21 workdays . 

(7) No arrests are to be made or complaints filed without prior 
CRU, FBIHQ notification. 

(8) «hen edibles. £5‘"ne 

rp/:f tS SiM? S”? mes. including phocogr.ph negaclves. 

(9) Inter^’iews of victims, subjects, and witnesses should be 
reduced to a signed statement only in the following instances. 

(a) Upon specific instructions from FBIHQ. 

(b) Upon specific request of USA. 

(c) Upon specific request of DOJ . 

(d) When deemed appropriate by the Special Agent during the 
course of the inteir\^iew. 

Interv'iews should be conducted even though a person declines co 
furni.h a algnrd’^s'acjhanc . If cha Incerciauea is tequascad to pcoMda . 
Signed stateLnt and declines, note this in the FD-302. 


*-11 


PEN.AI,TIES 


(1) Title 18. use, § 241 - maximum of $10-000 
than 10 years. If death results, any term of years or for lif • 

^9^ Title 18 use § 242 - maximum of $1,000 and/or not more th 
1 va.faud i/Ldaf'ln5u^.''rasulcs, finad and/or not .or. chan 10 yaars.) I 
death results, any terra of years or for lite. 

(3) Title 18, use, § 243 - maximum of $5,000 fine. 

(а) Title 18. use, § 244 - maximum of $500 fine. 

Title 18 use § 245 - maximum of $1,000 and/or not "tore than 

1 yaar. If ^oklJ‘l!>!u^-' r.Licl .axinu. ofJlO 000 ^ hoc .ora chan 10 
yeLs. If death results, any term of years or for life. 

(б) Title 18. use. § 246 - maximum, of $10,000 and/or not more 

than 1 year. 

/-i\ Tirlp 18 use § 247 - if death results, a fine in accordant 

with this title and im.pri;onme;t for any ^erm of years a°d ' 

if serious bodily injur, results a fine in ^,her case, a 

Sr?nSrS^cnirth^^?icL>':S”i.;risl™»n^ for noc^.or, chan 1 yaar 
or both. 
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[(8)] Title 42, USC, § 19731 - maximum of $10,000 and/or not more 
than 5 years . 

[(9)] Title 42, USC, § 1973dd - maximum of $5,000 and/or not more 
than 5 years . 

^'^-12 character > CIVIL RIGHTS : CIVIL RIGHTS - VOTING LAWS 
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SECTION 36. MAIL FRAUD 


36-1 STATUTE 

Title 18, use, Section 1341, frauds and swindles. 

"Whoever having devised or intending to devise any scheme or 
artifice to defraud, or for obtaining money or property by means of false 
or fraudulent pretenses, representations, or promises, or to sell, dispose 
of, loan, exchange, alter, give away, distribute, supply, or furnish or 
procure for unlawful use any counterfeit or spurious coin, obligation, 
security, or other article, or anything represented to be or intimated or 
held out to be such counterfeit or spurious article, for the purpose of 
executing such scheme or artifice or attempting so to do, places in any 
post office or authorized depository for mail matter, any matter or thing 
whatever to be sent or delivered by the Postal Service, or takes or 
receives therefrom, any such matter or thing or knowingly causes to be 
delivered by mail according to the direction thereon, or at the place at 
which it is directed to be delivered by the person to whom it is 
addressed, any such matter or thing, shall be fined not more than $1,000 
or imprisoned not more than five years or both. If the violation affects 
a financial institution, such person shall be fined not more than 
$1,000,000 or imprisoned not more than | 30 | years, or both." 


EFFECTIVE: 06/26/91 


36-1.1 Elements 

(1) A scheme devised or intended to be devised to defraud or 
for obtaining money or property by means of . false pretenses. 

(2) The mails must be used in furtherance of such scheme. 
EFFECTIVE: 06/26/91 
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Part I PAGE 36 - 2 

36-2 POLICY 


(1) Inspection service of U.S. Postal Service is specifically 
charged with duty of inves t igat ing use of nails in furtherance of scheme 

or artifice to defraud. 

(2) Complaints involving allegations of nail fraud only, with 
no allegation of violation over which Bureau has primary jurisdiction, 
should be referred to nearest postal inspector* 

(3) During course of investigations of ^ases within the 
Bureau's primary investigative jur isdiction, evidence of violations of 
mail fraud statute may be disclosed. In such cases, the complete 
invest! gat ion of nail fraud atatute aay be disclosed. In such cases, the 
complete investigation of mail fraud angle shall be made by Bureau as part 
of regular investigation. Agents should be on alert for mail fraud 
violations in any kind of investigation. 


EFFECTIVE; 06/26/91 

36-3 CHARACTER - HAIL FRAUD 


EFFECTIVE; 06/26/91 
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SECTION 46. FRAUD AGAINST THE GOVERNMENT, ET AL.; RENEGOTIATION ACT - 
CIVIL SUITS, ET AL.; FALSE CLAIMS - CIVIL SUITS 


46-1 FRAUD STATUTES 

Purpose - to protect the U.S. Government from any attempt 
to interfere with its lawful functions by deceit or dishonesty; not 
only where a pecuniary loss may be involved, but whenever the 
Government's functions are defeated by misrepresentations. The 
following are only the most commonly used statutes in prosecuting 
these crimes. 


EFFECTIVE: 10/22/84 


46-1.1 Conspiracy to Defraud, Title 18, USC, Section 286 

Two or more persons, by agreement obtained, or aided in 
obtaining, payment from the U.S. Government through the submission of 
false claims. 


EFFECTIVE: 10/22/84 


46-1.2 False, Fictitious, or Fraudulent Claims, Title 18, USC, 

Section 287 

The elements are (1) to make or present a false claim 
against the U.S. Government while (2) knowing such claim to be false. 


EFFECTIVE: 10/22/84 
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46-1.3 False Statements. Title 18. USC. Section 1001 

To knowingly and willfully falsify a material fact; or 
make a false, fictitious, or fraudulent statement; or make/use false 
writing or documents in any matter within the jurisdiction of the U.S. 
Government. |a false complaint given to the FBI, or any other Federal 
law enforcement agency, that initiates a criminal investigation 
resulting in the expenditure of time and resources, is a matter within 
the jurisdiction of the U.S. Government and a violation of this 
statute. A false statement in an application for Federal employment 
is also a violation of this statute. A false statement in an 
application for civilian employment violates this statute if the 
applicant knows or should reasonably foresee that the application will 
be submitted to a Federal Government agency for a security check. A 
false statement may be written or oral, sworn or unsworn. This 
statute does not apply to false statements made under oath before the 
grand jury or in a judicial proceeding. False statements made in an 
interview initiated by a Federal law enforcement agency, or by an 
employee in a noncriminal personnel matter may. in some instances, 
constitute a violation of Section 1001. See 46-1.8. Policy, (3). (4) 
and (6) ♦ | 


EFFECTIVE: 10/22/84 


46 1.4 Conspiracy to Commit Offense or Defraud the United States, 

Title 18, USC. Section 371 

If two or more persons (1) conspire either to commi t any 
offense against the United States, or to defraud the United States, or 
any agency thereof in any manner or for any purpose, and (2) one or 
more of such persons commit any act to effect the object of the 
conspiracy, each shall be fined not more than $10,000 or imprisoned 
not more than 5 years or both. If, however, the offense, the 
commission of which is the object of the conspiracy, is a misdemeanor 
only, the punishment for such conspiracy shall not exceed the maximum 
punishment provided for such misdemeanor. (For additional details see 
Part I. 62-16 of this manual.) 


EFFECTIVE: 10/22/84 
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A6-1.4.1 Mail Fraud. Title 18, USC, Section 1341 

The U.S. Postal Service is specifically charged with the 
duty of investigating use of the mails in furtherance of a scheme or 
artifice to defraud. The above notwithstanding, this statute, which 
carries penalties of a $1,000 fine and/or 5 years' imprisonment, has 
been effectively used by the FBI in pursuing Fraud Against the 
Government (FAG) investigations and should be thoroughly familiar to 
Agents investigating such matters. The statute citation, key 
elements, and Bureau policy can be found in Part I, Section 36 of this 
manual captioned "Mail Fraud." 


EFFECTIVE; 10/23/86 


46-1.5 Other Fraud Statutes 

/ It is noted that Congress, when approving legislation 

^ establishing various federally funded programs, incorporated into that 

legislation specific criminal statutes which are to be used in 
prosecuting frauds against such programs or thefts of program funds. 
When program fraud allegations are received, it will be necessary to 
determine from the administering agency the identity of specific fraud 
statutes, if any, which may have been created solely to aid in 
prosecutions relative to the affected program. 

EFFECTIVE: 10/23/86 


^6-1.5. 1 Theft or Bribery Concerning Programs Receiving Federal 
Funds, Title 18, USC, Section 666 

When a state or local government or organization receives 
$10,000 or more annually in Federal funds, it is unlawful (1) for an 
agent or employee to embezzle or misapply $5,000 or more (2 for an 
agent or employee to accept a bribe in a matter involving $5,000 or 
more or (3) for anyone to offer a bribe to an agent or employee. 

EFFECTIVE; 10/23/86 


( 
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|46-1.5.2 National Organ Transplant Act (NOTA) ; Prohibition of Organ 
Purchases (Title 42, USC, Section 274e) 

(1) Section 274e, Prohibition of organ purchases, reads 

as follows: 


I "(a) Prohibition 

"It shall be unlawful for any person to 
knowingly acquire, receive, or otherwise transfer any human organ for 
valuable consideration or use in human transplantation if the transfer 
affects interstate commerce. 

I "(b) Penalties 


"Any person who violates subsection (a) of this 
section shall be fined not more than $50,000 or imprisoned not more 
than five years, or both. 

"(c) Definitions 


section: 


"For purposes of subsection (a) of this 


"(1) The term 'human organ* means the human 
kidney, liver, heart, lung, pancreas, bone marrow, cornea, eye, bone, 
and skin, and any other human organ specified by the Secretary of 
Health and Human Services by regulation. 

"(2) The term 'valuable consideration* does 
not include the reasonable payments associated with the removal, 
transportation, implantation, processing, preservation, quality 
control, and storage of a human organ or the expenses of travel, 
housing, and lost wages incurred by the donor of a human organ in 
connection with the donation of the organ. 

"(3) The term 'interstate commerce' has the 
meaning prescribed for it by section 321(b) of title 21." 

(2) Violations of the above law should be opened in 
Bureau case classification 209 (Fraud Against the Government (FAG) - 
Health and Human Services (HHS)), and captioned in communications as 
"FAG-HHS-NOTA," with the addition of Fraud by Wire, Mail Fraud, or 
others, as appropriate. 

I (3) Reporting requirements for FAG cases should be 
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I adhered to in conducting these investigations. 


EFFECTIVE; 10/23/86 


46-1.5.3 Major Fraud Against the United States (Title 18, USC, 
Section 1031) (See Also Part I, Section 206 of This 
Manual) 

1 (1) Prohibits anyone from execution or attempted 
execution of a scheme with intent: 

1 **(1) to defraud the United States; or 

’*(2) obt ain Boney or property from the United States 
by means of false or fraudulent pretenses, representations, or 
promises, in any procurement of property or services as a prime 
contractor with the United States or as a subcontractor or supplier on 
a contract in which there is a prime contract with the United States, 
if the value of the contract, subcontract or any constituent part 
thereof for such property or services is $1,000,000 or more, 
shall... be fined not more than $1,000,000 or imprisoned not more than 
ten years, or both." 

(2) Subsection B provides for a maximum fine of 
$5,000,000 if the scheme involves a conscious or reckless risk of 
personal injury. 

(3) Subsection F provides a statute of limitations of 
seven years . | 


EFFECTIVE: 02/20/90 


46-1.6 Anti-Kickback Act of 1986, Title 41, USC, Sections 51-54 

Prohibits any person, as defined in the statute, in all 
Government contracts from (1) providing or attempting or offering to 
provide any kickback to employees of a prime contractor, or higher 
tier subcontractor; or (2) soliciting, accepting, or attempting to 
accept any kickback for purposes of securing a Government contract or 
including amount of kickback in contract price charged by a 
subcontractor to a prime contractor or a higher tier subcontractor or 
in contract price charged by a prime contractor to the U.S. 
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EFFECTIVE: 02/20/90 


46-1.7 FAG-Federal Lending and Insurance Agencies (FLIa) 

Congress has passed legislation establishing a nunber of 
Federal lending and insurance agencies » some of which are independent 
agencies, while others operate within the framework of the U.S. 
Department of Agriculture (USDA) and the Department of Housing and 
Urban Development (HUD). These agencies engage in direct lending of 
Federal funds, and/or guarantee loans disbursed by private sector 
(banking/finance industry) sources. Certain agencies offer Federal 
lending insurance. The FBI's primary investigative jurisdiction 
regarding violations involving FLIA is limited to the following 
Federal agencies : 

(1) Small Business Administration (Refer to Part I, 
Section 86 of this manual.) 

(2) |Deleted| 

(3) Federal Crop Insurance Corporation - a corporation 

within USDA. 

(A) Federal Emergency Management Agency - this 
independent agency was chartered to enhance/coordinate emergency 
preparedness and response resources of the Federal, state and local 
governments with respect to the full range of emergencies - natural, 
man-made and nuclear. 


EFFECTIVE: 12/23/93 
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(1) Title 18. use, Section 212. 
or gratuity to bank examiner. 


Prohibits offer of loan 


(2) Title 18, use, Section 213. Prohibits acceptance of 
loan or gratuity by bank examiner. 

^ Title 18, use. Section 215. Prohibits receipt of 
commission or gifts or procuring loans. 

(A) Deleted 

Title 18, use. Section 217. Prohibits acceptance of 
consideration for adjustment of farm indebtedness. 


(6) Title 18, use. Section 657. Prohibits embezzling, 
abstracting, or misapplying funds, securities, etc., by officers, 
agents, employees, or receivers of lending, credit, and insurance 
insti tutions . 


7 


use, Section 658. Prohibits concealment, 
removal, disposal, or conversion to personal use of property mortgaged 
or pledged to farm credit agencies. 


(8) Title 18, use, Section 1006. 
f*oderal credit institution books, reports. 


Prohibits false entries 
and statements. 


(9) Title 18, use. Section 1011. Prohibits false 
statements and overvaluing of land in Federal land bank mortgage 
transactions . 


(10) Title 18, use. Section 1013. Prohibits making false 
pretenses or representat ions in connection with farm loan bonds and 
credit bank debentures. 


(11) Title 18, use, Section 1014* Prohibits falsif ication 
of loan applications submitted to certain FLIA. (Refer to statute.) 

(12) Title 18, use. Section 1907. Prohibits disclosure of 
information by farm credit examiner. 

d3) Title* 18, use. Section 1908. Prohibits disclosure of 
information by national agricultural credit examiner. 

(14) Title 18, use. Section 1909. Prohibits performance 
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of services for compensation by examiners. 
EFFECTIVE: 02/20/90 


46-1.8 Policy 

I 

(1) ‘ Except to the extent that investigations involve 
allegations of corruption on the part of U.S. Government employee(s). 
which require a greater degree of administrative scrutiny and more 
expeditious reporting, other policy and investigative guidelines 
appearing in this ("46") section of the manual pertain to all FAG 
violations . 


(2) FAG cases must be given prompt and continuous 
attention. The level of manpower devoted to, and the priority placed 
upon completion of these investigations should be governed by the 
circumstances of each case in relation to the entire case load. There 
is a heightened necessity to promptly resolve those allegations 
pending against Federal employees due to the fact that the affected 
Federal agency may delay, or otherwise coordinate, administrative 
action contemplated against their (subject) employees, with receipt of 
the results of the completed criminal investigation. 


(3) All FAG allegations which serve as predication for 
opening an investigation must be discussed with the U.S. Attorney 
earlv in the investigation. Should the USA concur in the initiation 
of an investigation, this PRELIMINARY PROSECUTIVE OPINION should cite 
the applicable statute(s) which applies to the alleged violation, AND 
a commitment to pursue prosecution should the allegations be 
substantiated through investigation. If the initial 

eomplaint/allegation is not sufficiently specific to enable the Agent 
to hold an informative discussion with the USA, conduct appropriate 
investigation to "round out" the allegation such that an adequately 
detailed discussion may be held. (It should not be necessary for the 
USA to request such investigation*) Regardless of whether the USA 
expresses a willingness to prosecute, or declines prosecution out of 
hand, the opinion (and all AUSA opinions) should be confirmed in 
writing. The initial 30-day LHM, or closing LHM in the event of a 
prosecutive declination, is sufficient for this purpose. 1 (See MIOG, 
Part I, 46-1.3, & 46-1 . 12 (2) .) | 


(4) With regard to referrals wherein the victim 
Government agency has conducted significant investigation in efforts 
to determine whether or not a Federal violation has been committed. 
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consideration should be given to having the agency investigator 
present during the preliminary discussions of the case with the USA. 
Much of the background can then be explained by the agency 

investiptor, thereby minimizing needless duplication of effort. 
vSee V.6; • ; | 


(5) Pay close attention to SPECIFIC TITLES of Federal, 
state and local agencies involved (defrauded) in FAG cases, as 
frequently there exist confusing similarities among such agency or 
program titles. Failure to properly identify the agency involved may 
lead to a misunderstanding of the facts. In those instances where a 
state or local agency which receives PARTIAL FEDERAL FUNDING has been 
defrauded, a Federal violation MAY have occurred. The COMINGLING of 
Federal and state (or local) funds should not ordinarily in and of 
Itself be a bar to Federal prosecution. Consideration should be given 
to advising FBIHQ of those instances wherein comingling of funds is 
indicated as the reason behind a declination of prosecution. Under 
appropriate circumstances, FBIHQ will discuss such decisions with the 
Department of Justice. 


Complaints/allegations concerning FLIA and other FAG 
violations (a) which through legislation or through mutual agreement 
are not within the FBI's primary investigative jurisdiction or (b) 
which cannot be afforded adequate inves t igat ive attention due to 
manpower constraints within division and/or the failure of thq 
allegation to "measure up" to prosecutive guidelines of the USA, 
should be referred to the appropriate local or regional office of the 
Inspector General for the affected Federal agency. Where no such 
local or regional office exists, forward the matter to FBIHQ with a 
request that the matter be referred to the national headquarters of 
the appropriate agency. (For example, violations relating to Farmers 
Home Administrat ion matters are investigated by the Office of 
Inspector General, Department of Agriculture, the FBI does, however, 
investigate violations which indicate criminal misconduct on the part 
of USDA employees.) | (See MIOG, Part I, 46-1.3.) | 


SPECIAL NQTE; In all instances wherein invest igat ive matters are 
referred by a field division to another Federal agency BASED UPON 
manpower CONSTRAINTS, FBIHQ must be advised by LHM; the cover 
communication should clearly state that pending investigative matters 
being addressed by the field division are of greater significance than 
the item of referral. A copy of each such referral should be routed 
to a special field office file entitled "Fraud Against the Government 
Matters-Referrals to other Agencies." Ensure proper indexing of such 
referrals. 
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(7) FBIHQ should be promptly notified, by telephone 
and/or teletype, of the initiation of MAJOR or OTHERWISE SIGNIFICANT 
FAG cases which may prompt news media (or other) inquiries to be 
directed to FBIHQ. 


(8) Promptly report significant investigative/prosecutive 
developments to FBIHQ in a form suitable for dissemination to the 
appropriate Government agency, as that agency may have deferred 
administrative or civil action regarding contracts, contract 
negotiations, loan or loan guarantees, etc., pending the outcome of 
the criminal investigation. 


10 


(9) FAG investigations which fail to disclose evidence 
that a Federal violation has been committed may be "closed without 
consultation with the USA, provided all logical investigation has been 
completed. Prosecutive declinations should include the underlying 
reason for same (e.g., "no Federal violation substantiated through 
investigation," "lack of prosecutive merit due to (explanation;, 
etc.). The PROSECUTIVE DECLINATION of the USA should be confirmed by 
means of the closing LHM. 


EFFECTIVE; 09/16/94 


46-1.9 


Investigative Procedure 


(1) Determine the identity of the governmental agency and 
agency program (source of funds) which has been defrauded. Based upon 
the complaint or allegation, ascertain the specific title and section 
of Federal law which may have been violated. (The United States 
Government Manual" is an invaluable guide to understanding 
departments, independent establishments and Government corporations of 
the Executive Branch of the Federal Government, as well as the 
departments and offices of the Legislative and Judicial Branches. All 
field divisions are issued a copy of this yearly manual.) 


(2) Identify those governmental officials having 
administrative responsibility for the victim agency and/or program. 
Ascertain which agency procedures have been misapplied or subverted in 
furtherance of the alleged FAG violations. Take note of any agency 
practices or procedures, formal or informal, which may adversely 
affect the investigation and/or future prosecutive action. Be certain 
to bring such items to the attention of the prosecuting attorney. 
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Oeteraine in advance the substance of testimony which Government 
officials will provide if called upon during trial. 

(3) Identify the subject (s) and verify the means by which 
the subject (s) is alleged to have defrauded the Government. 

(4) Identify and 'obtain any false or fraudulent 
documentary evidence which will prove the existence of a violation. 


(5) Gather evidence of willful intent on the part of the 
subject (s). Be mindful to obtain/ascertain: 



(6) Special Agents of the FBI are empowered to take 
signed statements’^ under oath from witnesses and subjects in those 
inves t igat i ons where a Government employee is implicated in 
criminal Imisconduct or irregularity, and in those investigations of 

I fraud on, or attempts to defraud, the United States Government.! 
Consideration should be given to obtaining such statements in those 
instances where such a form of evidence will tend to strengthen the 
findings of an investigation. It is recognized that this is a 
judgmental decision, requiring the thoughtful consideration of the 
experienced investigator. Legal/Evidentiary ramifications of such 
statements may warrant consultation with the division's principal 
legal advisor or with the prosecuting attorney associated with the 
investigation. (Statutory authority for placing witnesses and 
subjects under oath is contained in Title 5, USC, Section 303.) 

(7) Complex FAG cases frequently demand that a close 
working relationship be maintained with the USA's Office in order to 
assure that the case "develops" at a pace that will facilitate the 
prosecutor's comprehension of the complexities of the matter and 
therefore lend to a timely prosecution of the violation(s) . Keep 
alert to avoid unnecessary investigation. Consideration should be 
given to the utilization of manpower from other Government agencies to 
review (audit/examine) their in-house records when such a review does 
not threaten the integrity of the investigation. 
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EFFECTIVE: 03/28/84 


46-1.10 Venue 

(1) False claim or document - Judicial district where the 
false document was submitted to or received by the Government. 

(2) Oral false statement or the concealment of a material 
fact(s) - Judicial district where the false statement was uttered or 
where the concealment occurred. 


EFFECTIVE: 02/20/90 

46-1.11 Fraud Against the Government - Security Aspect 

There are special provisions in this manual, in addition 
to those contained within this section, with respect to FAG violations 
which have a "security" aspect. These may be found in other FBI 
investigations; e.g.. Applicant investigations. Security of Goveriment 
I Employee investigations. Domestic Security investigations concerning 
individuals, and investigations of Atomic Energy Act violations. 
Appropriate special considerations contained within this manual (as 
indicated below) should be reviewed prior to the initiation of certain 
investigations, as follows: 

(1) Applicant and Employee Investigations Conducted for 

Other Government Agencies - General Instructions: See Part II, 

Section 17. of this manual; 

(2) Atomic Energy Act of 1954 - Criminal Violations: See 

Part I, Section 117, of this manual; 

(3) Security of Government Employees: See Part I, 

Section 140, of this manual. 

EFFECTIVE: 02/20/90 
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46~1.12 Reporting Requirements 

(1) The Department of Justice has designed and 
implemented the Fraud and Corruption Tracking (FACT) System in order 
to garner and centrally locate (through automated data processing) 
certain governmental fraud and corruption CASE INFORMATION in order to 
enhance the Federal Government's efforts to combat fraud, waste, abuse 
and corruption. The FACT System is limited solely to (Federal) 
governmental fraud and/or corruption cases handled by the FBI, the 
Inspectors General or both. Preprinted, uniquely prenumbered FACT 
forms must be completed at the INITIATION, and amended at the TRANSFER 
and/or DISPOSITION stage, of ALL FAG and Corruption of Federal Public 
Officials investigations which are NOT immediately declined during 
preliminary consultation with the appropriate prosecutor. Proper 
completion of FACT forms may be effected through the exercise of due 
care and with a working knowledge of the Department of Justice "FRAUD 
AND CORRUPTION TRACKING INSTRUCTION MANUAL," which is maintained in 
field office. ALL FACT forms newly completed or amended should be 
each collected during the month and forwarded to FBIHQ, by cover 
airtel captioned, "DEPARTMENT OF JUSTICE (DOJ) , FRAUD AND CORRUPTION 
TRACKING (FACT) SYSTEM," on the first workday of the following month. 

SPECIAL NOTE; In genuinely sensitive investigations (e.g., undercover 
operations and high profile, ongoing Corruption of Federal Public 
Officials investigations) FACT forms must be completed on a timely 
basis. However, submissions to FBIHQ may be delayed until such time 
as the sensitive circumstances no longer exist, PROVIDED this fact is 
made known to FBIHQ in an "Administrative" section of the monthly FACT 
airtel, SUPRA. 

(2) Submit a letterhead memorandum (LHM) (original and 
four copies) within 30 days of receipt of a FAG complaint/al legation. 

The LHM should be suitable for dissemination to (a) the Department of 
Justice, (b) the Office of Personnel Management (in those instances 
where a Federal employee is the SUBJECT of the investigation) , and (c) 
the Federal agency(s) affected by the allegation/investigation. The 
initial LHM should, at a minimum, detail the predication for opening 
the investigation, summarize the investigation conducted in order to 
"round out" the allegation(s) and reflect the preliminary prosecutive 
opinion obtained (see 46-1.8(3) above). Be CERTAIN to DATE the 
receipt of the complaint and ALL other significant events. 

(3) The LHM is the main vehicle utilized for conveying 
notification of the initiation, status and disposition of FBI 
investigations to affected Federal agencies, as well as the Department 
of Justice. Inclusion of Rule 6(e) (Federal grand jury source) 
material in an LHM will most often preclude dissemination of that 
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conounication outside of the Department of Justice. Thus, Rule 6(e) 
material should be excluded from LHMs, absent a Federal court order 
authorizing access to other interested parties/agencies * The LHM is 
NOT to serve as a prosecutive or invest igative report* 

(4) Federal agencies (Offices of Inspector General) have 
a statutory right to be informed of the existence of investigations 
affecting their agencies* Requests for withholding disseminat ion 
indicated in (2) above must be SUBSTANTIAL and documented in the 
’’Administrative*' section of the cover airtel* 

(5) The decision regarding preparation of a "prosecutive 
report" is left to the discretion of the SAC/Field Supervisor and 
should be considered on a case^by^case basis* The complexity of the 
investigation and needs of the prosecuting attorney may be determining 
factors in this decision* USAs' requests for prosecutive reports 
should be honored in all instances* Prosecutive reports are not 
routinely disseminated outside of the Department of Justice* 

(6) Preparation of interim, advisory LHHs MAY be 
warranted in certain high profile invest igations or in those 
inves t igat ions which are being followed closely by the affected 
Federal agency* 

(7) TITLE CHANGES should be noted in the opening 
paragraph of LHMs, in order to assist recipients (Offices of Inspector 
General, etc.) in referencing prior LHMs or correspondence regarding 
the investigative subject. Other identifiers, agency "titles" or file 
numbers when known, should be included in LHMs to assist in 
referencing other agency files* 

(8) In those invest igations where the USA declines 
prosecution AND the subject is a Federal employee, obtain a specific 
comment from the USA as to the merits of administrative and/or civil 
remedies against the Federal employee who is the subject of the case 
in which prosecution is being declined* Ensure the specific comments 
are confirmed in writing. The comment must be included in the closing 
LHM. If the USA advises no merit exists, so state. If the USA 
advised merit does exist, a statement such as "the foregoing 
declination is made due to the matter not meeting the standards 
required for Federal prosecution by the USA* It should not be 
construed by your agency, or by other affected agencies, in such a way 
as to preclude the initiation of such administrative and/or civil 
remedies as may be appropriate" is suitable* 

(9) |Deleted| 
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(10) A CLOSING LHM must be prepared for each investigation 
which has been concluded. This final LHM MUST restate the predication 
for opening the investigation, summarize investigative findings and 
detail the disposition of the investigation. Prosecutive action 
should be DETAILED from indictment, information or complaint, through 
pI®* acceptance, trial disposition and/or sentencing, as appropriate. 
Ensure that a FULL DESCRIPTION of the subject (s) is included in this 
communication. Again, be certain to DATE all significant events. In 
209 a matters involving health care providers, one copy of pertinent 
FD~302s which do not contain grand jury information protected pursuant 
to Rule 6(e) of the Federal Rules of Criminal Procedure or information 
that would jeopardize an informant or confidential witness should be 
sent to FBIHQ for dissemination to the Department of Health and Human 
Services-Office of the Inspector General (HHS-OIG) . The FD-302s 
should be attached to one copy of the LHM and listed as enclosures for 
dissemination to HHS-OIG. The FD-302s should be listed by date and 
name on the cover airtel. This could assist the HHS-OIG to recover 
funds pursuant to the Civil Monetary Penalties Law of 1981. This law 
can be found at Section 1128A of the Social Security Act or at Title 
42, use. Section 1320— 7a. It authorizes the HHS~ OIG to impose civil 
monetary penalties on health care providers who have defrauded HHS. 

The HHS-OIG will report these recoveries to FBIHQ. FBIHQ will 
thereafter notify the office of origin, or in accordance with the 
Manual of Administrative Operations and Procedures, Part II, 3-5. 2. 7, 
(2) (b) , "Joint Investigation Recoveries," a recovery may be claimed 
by the appropriate field division. 

(11) SPECIAL NOTE: Every effort should be made to furnish 

the victim Federal agency with constructive criticism concerning 
weaknesses within the agency's procedures or internal controls which 
may predispose the agency to fraudulent practices or limit the 
agency's ability to uncover fraudulent acts after the fact. Such 
observations on the part of the investigating Special Agent are 
valuable, and the inclusion of same within the closing LHM (or a 
separate LHM, if appropriate) is to be encouraged in all instances. 


EFFECTIVE: 12/23/93 
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46-1.13 

Penalties 

(Max 

imuffl) 




(1) 

Title 

18, 

use. 

Section 286 

- $10,000 and/or 10 years 


(2) 

Title 

18. 

use. 

Section 287 

- $10,000 and/or 5 years 


(3) 

Title 

18. 

use. 

Section 371 

- $10,000 and/or 5 years 

for felony 

; if misdemeanor 

, no 

more than penalty for misdemeanor 


(4) 

Title 

41, 

use, 

Sections 51-. 

54 - A fine in accordance 

with Title 

18, Section 

3571 ET 

SEQ. (a fine 

of not more than $250,000) 

and/or 10 

years . 







(5) 

Title 

18. 

use. 

Sections 212 

& 213 - $5,000 and/or 1 

year and fined a 

further sum equal to money 

loaned or gratuity given 


(6) 

Title 

18. 

use. 

Section 215 

- $5,000 and/or 5 years. 

if amount 

involved does not exceed $100, then $1,000 and/or 1 year. 


(7) 

Title 

18. 

use. 

Section 217 

- $1,000 and/or 1 year 


(8) 

Title 

18. 

use. 

Sections 657 

& 658 - $5,000 and/or 5 

years, if 

amount 

involved 

does 

not exceed $100, then $1,000 and/or 1 

year 








(9) 

Title 

18. 

use. 

Section 666 

- $100,000 and/or 10 years 


(10) 

Title 

18. 

use, 

Section 1001 

- $10,000 and/or 5 years 


(11) 

Title 

18. 

use. 

Section 1006 

- 1 $1,000, 000 1 and/or 1 20 1 

years 








(12) 

Title 

18. 

use. 

Section 1011 

- $5,000 and/or 1 year 


(13) 

Title 

18, 

use. 

Section 1013 

- $5,000 and/or 1 year 


(14) 

Title 

18, 

use. 

Section 1014 

-l$l,000,000|and/orl20| 

years 








(15) 

Title 

18. 

use, 

Sections 1907-1909 - $5,000 and/or 1 

year 








(16) 

Title 

42. 

use. 

Section 274e 

- $50,000 and/or 5 years 


|(17) 

Title 

18. 

use. 

Section 1031 

- $1,000,000 and/or ten 


years ($5,000,000 if conscious or reckless endangeroent) | 
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EFFECTIVE: 02/20/90 


46-1.14 Character (See MAOP, Part II, 3-1.1 & 3-1.2; MIOG, 
Introduction, 2-1. 5. 3; Part I, 206-6 & 207-2.) 

(1) With the exception of 209 cases. Fraud Against the 
Government — followed by (a) the name of the Federal department or 
agency concerned and (b) (Identity of the program or activity where 
fraud occurred) . 


(2) Unique classification numbers have been assigned to 
FAG cases pertaining to certain major Government agencies. 

Instructions for these classif ications are the SAME as contained 
within this section. The "46" classification will be used for all FAG 
cases involving Government agencies not specifically identified below 
(NOTE: BE CERTAIN to include the appropriate ALPHA DESIGNATION within 

the classif ication "number." Refer to the substantive section of this 
manual for the dis^tinction between such alpha components of the 
classif ication "number.") 


17 A&B 
46 A&B 
86 A&B 
147 A&B 

Development (HUD) 

206 A&B 

Branch of Military 


FAG - Department of Veterans Affairs (VA) 

FAG - Agency involved 

FAG - Small Business Administration (SBA) 

FAG - Department of Housing and Urban 

FAG - Department of Defense (DOD) - Appropriate 


206 

C&D 

206 

E&.F 

206 

I&J 

207 

A&B 

207 

C&D 


Administration (NASA) 


FAG - Department of Agriculture (USDA) 

FAG - Department of Commerce (DOC) 

FAG - Department of Interior (DOI) 

FAG - Environmental Protection Agency (EPA) 
FAG - National Aeronautics and Space 
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207 

E&F 

FAG - Department 

of Energy (DOE) 

207 

G&H 

FAG - Department 

of Transportation (DOT) 

208 

A&B 

FAG - General Services Administration (GSA) 

209 

A&B 

Health Care Fraud 

210 

A&B 

FAG - Department 

of Labor (DOL) 

213 

A&B 

FAG ~ Department 

of Education (DOED) 


EFFECTIVE: 12/23/93 

46-2 RENEGOTIATION ACT - CIVIL SUITS 

EFFECTIVE: 01/31/78 


46-2.1 Background 

(1) The Bureau conducts invest igat ion in Renegotiation 
Act (Civil) suits brought under the Renegotiation Act of 1951 - Title 
50, use, App., Section 1211 et seq. 

(2) The Renegotiation Act of 1951, in general, provides 
that Renegotiation Board is to review the total profit derived by a 
contractor during a year froo all of his renegotiable contracts and 
subcontracts in order to determine whether or not this profit is 
excessive. The Board is empowered to eliminate those profits, found 
to be excessive in accordance with certain statutory factors. Thus, 
renegotiation is determined with respect to all receipts or accruals 
from renegotiable contracts and subcontracts of a contractor during a 
year. 

(3) The renegotiation process allows an after-the-fact 
review of the profits on renegotiable contracts and subcontracts 
relating to the national defense and space contracts and related 
subcontracts. This is a renegotiation of a contractor's fiscal-year 
aggregate profits on these contracts; thus, it is completely different 
from price adjustments or redeterminations with respect to individual 
contracts . 
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(4) Petitions for redeterninations of excessive profits 
determined by the Renegotiation Board are filed with the U. S* Court 
of Claims. The Court of Claims has exclusive jurisdiction to 
^determine the amount of excessive profits' received or accrued by a 
contractor or subcontractor in these cases. The Court of Claims may 
determine that the amount of excessive profits is less than, equal to, 
or greater than the amount determined by the Board. 

(5) The proceeding in the Court of Claims is not a 
proceeding to review the determination of the Renegotiation Board, but 
is a de novo proceeding. The decision of the Court of Claims is 
subject to review only by the Supreme Court upon certiorari in the 
manner provided in the United States Code for the review of other 
cases in the Court of Claims. 


EFFECTIVE: 01/31/78 


46“2.2 Policy 

(1) Investigations are requested by Assistant Attorney 
General in charge of the Civil Division. 

(2) These requests, which contain detailed instructions 
as to what is desired, usually are accompanied by the renegotiation 
file and certified copies of all pertinent tax returns and a 
memorandum entitled, "General Instructions to the Auditor," which are 
forwarded to assist the Agent in the accounting investigation. 


EFFECTIVE: 01/31/78 


46*2.3 Investigative Procedure 

(1) These investigations are of a civil nature resulting 
from actions filed by contractors against the U. S. Government in the 
Court of Claims. These suits pertain to instances where unilateral 
determination has been made by Government at to the amount of 
excessive profits realized by the contractor under renegotiation. 

(2) In usual cases, all negotiations between plaintiff 
and Renegot iat ion Board are based on unverified accounting submissions 
supplied by plaintiff. It is imperative that a thorough audit be 
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made, and all accounting data be verified or reasons given as to why 
it could not be verified. 


EFFECTIVE: 01/31/78 


^6~2.3.1 Renegotiable v. Nonrenegotiable Sales 

(1) Government is primarily concerned with profits made 
on plaintiff's renegotiable business. Unless total sales are broken 
down between renegotiable and nonrenegotiable sales, no determination 
can be made as to amount of excessive profits earned by plaintiff for 
year under review. Experience has indicated it is often difficult to 
classify some portion of plaintiff's sales; therefore, investigating 
Agent must make some decision in this respect. Various methods of 
arriving at this decision can be suggested and a few are set out 
below. 


(a) What is opinion of company officials and 
accountants, including outside auditors who may have prepared 
plaintiff's renegotiation reports and forms? 

(b) Were companies to whom the sales were made 
renegotiated and, if so, what percentage of renegotiable business was 
arrived at in these cases? 

(c) If it is necessary to obtain this information 
from other sources, leads should be set forth for appropriate offices. 
Do purchase orders or other records relating to purchase of materials 
used in construction of items sold show this material was obtained for 
defense or space contracts and related subcontracts? 

(2) Examination should be made of cost records to 
determine whether direct and indirect costs are properly attributed to 
renegotiable and nonrenegotiable sales. Basis for plaintiff's 
allocation of overhead and other indirect costs should be commented 
on. If any costs are improperly attributed, adjustments and reasons 
therefore should be clearly indicated. There is no objection to 
discussing the determination of these sales and related costs with 
company officials. Should company's stand as to this determination be 
unreasonable. Agent should point out his reason for believing the 
stand unreasonable but should not enter into any controversy with 
officials or their counsel. Agent should, at all times, be in 
position to support his contention when appropriate time arrives. 


Sens i t ive 
PRINTED: 03/1A/94 


Sensitive 




Manual of Investigative Operations and Guidelines 

Part I PAGE A6 - 21 

EFFECTIVE: 01/31/78 


46*2.3.2 Foreign Contracts 

The 1951 act provided Renegot iation Board nay specifically 
enumerate contracts ta be exempted from renegotiation. Any sales so 
exempted should be listed separately. 


EFFECTIVE: 01/31/78 


A6-2.3.3 Profit and Loss Statements 

(1) The profit and loss statement should be comparative 
statement separated as to renegotiable and nonrenegot iable business, 
setting forth in adjoining columns the accounting data obtained from 
the plaintiff's submission, the defendant's audit and the differences. 
A breakdown should be shown as to total business, renegotiable 
business and nonrenegot iable business; for the plaintiff, the 
defendant, and the differences. All differences from one column to 
another should be explained. Where difference is appreciable, account 
where difference occurs should be analyzed to explain this difference. 
Comments should be made on accounting theories applied by plaintiff in 
reallocation of items of income and expense. It is only necessary to 
submit summary schedules. Auxiliary schedules will be contained in 
Agent's work papers. The report should emphasize discussion of 
discrepancies. 


EFFECTIVE: 10/16/90 


A6-2.3.A Prior Years 

The memorandum from the Civil Division will request 
balance sheets and profit and loss statements for certain years prior 
to the year for which the plaintiff was renegotiated. Usually it is 
also requested that comparative statements for this prior period be 
prepared. The prior period serves as a guide in determining what 
percentage of profit the plaintiff should be allowed in the 
renegotiable year under review. 
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EFFECTIVE; 10/16/90 


^”“2.3.5 Accounting Working Papers 

Copies of all accounting working papers and schedules 
prepared should be made and forwarded to FBIHQ as an enclosure to the 
accounting report for transmittal to Civil Division. When a closing 
I report is received from Washington|Metropolitan|Field Office original 
working papers should then be forwarded to FBIHQ by cover LHM for 
transmittal to Civil Division for completion of their file. 


EFFECTIVE: 10/16/90 


^6-2. 3.6 Office of Origin 


FBIHQ will designate office of origin. The office of 
completion of its investigation, is to submit a letter to 
FBIHQ with a copy to the Washington |Metropol i tan | Field Office 
requesting that the Washington|Metropolitan|Field Office be designated 
office of origin and instructing the Washington|Metropolitan|Field 
Office to follow the|Claims Court|docket until a final decision has 
been rendered. Included in the letter should be a brief background of 
the case and the amount involved in the suit. It is not necessary to 

I furnish Washington|Metropolitan|Field|Office|copies of all reports 

upon being designated origin inasmuch as these reports serve no useful 
I purpose. All cases are to be followed by Washington|Metropolitan| 
Field Office until a decision is rendered by the court. 


■EFFECTIVE: 10/16/90 


A6-2.A Privacy Act - Requirements 

j (1) I When interviewing anyone in the above 
classification, in order to solicit information about jhimself /herself I 
or|his/her (own activities, the interviewing Agent must follow the 
procedures described in MIOG, Part I. 190-5, subparagraphs (2) and 


information 


I (2) I When 
concerning 


interviewing an individual to solicit 
someone other than the interviewee (thereby 
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classifying that individual as a source of information) the 
interviewing Agent must follow the procedure relating to promises of 
confidentiality as described in MIOG, Part I, 190-7. 


EFFECTIVE: 10/16/90 


A6-2.5 Character - Renegotiation Act - Civil Suits 


EFFECTIVE: 10/16/90 

46-3 FALSE CLAIMS - CIVIL SUITS 

EFFECTIVE: 01/31/78 


46-3.1 Statutes 

Title 31, use, Section 231; Title 41, USC, Section 119; 
Title 40, USC, Section 489 

EFFECTIVE: 01/31/78 


46-3.2 Section 231 

EFFECTIVE: 01/31/78 
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46~3.2.1 Elements 

(1) Person liable to suit must be civilian. 

(2) Claim is present. 

(3) Claim involved must be upon or against U. S. 
Government or any department or officer thereof. (In conspiracies to 
defraud U. S., there is no requirement that claim, payment, or 
allowance of which conspiracy seeks to achieve, be upon or against 
U.S.) 


(4) Claim must be false, fraudulent or fictitious. (If 
claim itself is not fraudulent, enumerated documents used to aid in 
obtaining payment of claim against U. S. must contain fraudulent or 
fictitious statement or entry.) 

(5) Person liable to suit had knowledge of false, 
fraudulent or fictitious character of claim or supporting documents. 


EFFECTIVE: 01/31/78 


46-3.2.2 Liability of Persons Making False Claims, Section 231, 

States That 

"Any person not in the military or naval forces of the 
United States, or in the militia called into or actually employed in 
the service of the United States, who shall make or cause to be made, 
or present or cause to be presented, for payment or approval, to or by 
any person or officer in the civil, military, or naval service of the 
United States, any claim upon or against the Government of the United 
States, or any department or officer thereof, knowing such claim to be 
false, fictitious, or fraudulent, or who, for the purpose of obtaining 
or aiding to obtain the payment or approval of such claim, makes, 
uses, or causes to be made or used, any false bill, receipt, voucher, 
roll, account, claim, certificate, affidavit, or deposition, knowing 
the same to contain any fraudulent or fictitious statement or entry, 
or who enters into any agreement, combination, or conspiracy to 
defraud the Government of the United States, or any department or 
officer thereof, by obtaining or aiding to obtain the payment or 
allowance of any false or fraudulent claim, or who, having charge, 
possession, custody, or control of any money or other public property 
used or to be used in the military or naval service, who, with intent 
to defraud the United States or willfully to conceal such money or 
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other property, delivers or causes to be delivered, to any other 
person having authority to receive the same, any amount of such money 
or other property less than that for which he received a certificate 
or took a receipt, and every person authorized to make or deliver any 
certificate, voucher, receipt, or other paper certifying the receipt 
of arms, ammunition, provisions, clothing, or other property so used 
or to be used, who makes or delivers the same to any other person 
without a full knowledge of the truth of the facts stated therein, and 
with intent to defraud the United States and every person who 
knowingly purchases or receives in pledge for any obligation or 
indebtedness from any soldier, officer, sailor, or other person called 
into or employed in the military or naval service any arms, 
equipments, ammunition, clothes, military stores, or other public 
property, such soldier, sailor, officer, or other person not having 
the lawful right to pledge or sell the same, shall forfeit and pay to 
the United States the sum of $2,000, and, in addition, double the 
amount of damages which the United States may have sustained by reason 
of the doing or committing such act, together with the costs of suit; 
and such forfeiture and damages shall be sued for in the same suit/* 


EFFECTIVE: 01/31/78 

c 

A6-3.3 Section 119 


EFFECTIVE: 01/31/78 


46-3.3.1 Elements 


(1) Any person is liable to suit. 

(2) Claim is present. 


(3) Claim is presented, or caused to be presented, to any 
officer agent or employee of any U.S. Government agency. 


(4) Claim is false, fraudulent or fictitious. 


(5) Person or persons, for purpose of benefiting any 
person in connection with contract procurement, performance, 
negotiation, cancelation or termination have knowledge of false, 
fraudulent or fictitious statements or entry; or endeavor to cover up 
or conceal a material fact; or use or engage in any other fraudulent 
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EFFECTIVE: 01/31/78 


46-3.3.2 Liability of Persons Making False Claims Under Contract 
Settlement Act. Section 119 States That 

Every person who makes or causes to be made, or presents 

or causes to be presented to any officer, agent, or employee of any 

Government agency any claim, bill, receipt, voucher, statement, 
account, certificate, affidavit, or deposition, knowing the same to be 
false, fraudulent, or fictitious or knowing the same to contain or to 
be based on any false, fraudulent, or fictitious statement or entry, 
or who shall cover up or conceal any material fact, or who shall use 

or engage in any other fraudulent trick, scheme, or device, for the 

purpose of securing or obtaining, or aiding to secure or obtain, for 
any person any benefit, payment, compensation allowance, loan, 
advance, or emolument from the United States or any Government agency 
in connection with the termination, cancelation, settlement, payment, 
negotiation, renegotiation, performance, procurement, or award of a 
contract with the United States or with any other person and every 
person who enters into an agreement, combination, or conspiracy so to 
do, (1) shall pay to the United States an amount equal to 25 per 
centum of any amount hereby sought to be wrongfully secured or 
obtained but not actually received, and (2) shall forfeit and refund 
any such benefit, payment, compensation, allowance, loan, advance, and 
emoulent received as a result thereof and (3) shall in addition pay to 
the United States the sum of $2,000 for each such act, and double the 
amount of any damage which the United States may have "sustained by 
reason thereof, together with the costs of suit." 


EFFECTIVE: 01/31/78 


A6-3.A Section A89 


EFFECTIVE: 01/31/78 


Sensitive 
PRINTED: 03/1A/9A 



Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 

46-3.A.1 Elements 


PAGE A6 - 27 


(1) Any person is liable to suit. 

(2) Person has participated in fraudulent trick, scheme, 

or device. 

(3) The fraudulent trick, scheme, or device is for 
purpose of obtaining some payment, property or other benefit from U.S. 
Government or any U. S. Government agency in connection with 
procurement, transfer or disposition of U. S. Government property. 


EFFECTIVE: 01/31/78 


A6-3.A.2 Liability under Federal Property and Administrative 
Services Act of 19A9. Section 489 States That, 

"...Every person who shall use or engage in, or cause to 
be used or engaged in, or enter into an agreement, combination, or 
conspiracy to use or engage in or to cause to be used or engaged in, 
any fraudulent trick, scheme, or device, for the purpose of securing 
or obtaining, or aiding to secure or obtain, for any person any 
payment, property, or other benefits from the United States or any 
Federal agency in connection with the procurement, transfer, or 
disposition of property under this chapter, chapter IIB of Title 5, 
chapter 4 of Title 41, and chapter 11 of Title 44 — 

"(a) shall pay to the United States the sum of 
$2,000 for each such act, and double the amount of any damage which 
the United States may have sustained by reason thereof, together with 
the cost of suit; or 

"(b) shall, if the United States shall so elect, pay 
to the United States, as liquidated damages, a sum equal to twice the 
consideration agreed to be given by the United States or any Federal 
agency to such person or by such person to the United States or any 
Federal agency, as the case may be; or 

"(c) shall, if the United States shall so elect, 
restore to the United States the money or property thus secured and 
obtained and the United States shall retain as liquidated damages any 
property, money or other consideration given to the United States or 
any Federal agency for such money or property, as the case may be..." 
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^6*3.5 Suits by Individuals 

(1) Statutory provisions (Title 31, USC, Section 232) 

(a) Suits nay be brought and carried on by any 
person at his own expense in name of U. S« but cannot be withdrawn or 
discontinued without written consent of judge and USA, 

(b) Copy of complaint must be served upon USA for 
district in which suit is brought and copy of complaint with written 
disclosure of evidence and information material to prosecution of suit 
must be sent to Attorney General, Washington, D. C., via registered 
mail. 


(c) U. S. has 60 days after service within which to 
enter appearance in suit. Person filing suit may carry it on if U. S. 
fails to enter suit during that period. If U. S. enters case within 
the 60*day period, suit will be carried on solely by U. S. 

(d) In carrying on suit, U. S. is not bound by 
action taken by person bringing suit except that, in event U. S. does 
not carry on suit with due diligency within six months from date of 
its appearance or within time allowed by court, person bringing suit 
may carry it on. 

(e) Court shall have no jurisdiction to proceed with 
suit by person if suit was based upon information or evidence in 
possession of agency, officer, or employee of U. S. at time suit was 
brought. 


(f) Court may award person bringing suit, if suit is 
carried on by U. S., fair and reasonable compensation not to exceed 
lOZ of proceeds of suit or settlement. 

(g) Court may award person bringing suit and 
prosecuting it to final judgement or settlement a fair and reasonable 
amount not in excess of one fourth of proceeds of suit or settlement 
in addition to reasonable expenses incurred and court costs. 
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EFFECTIVE: 01/31/78 


46“3.6 Handling of Complaints 

(1) From sources other than FBI to effect that private 
individual has filed a civil suit 

(a) Check field office records to determine whether 
there is or has been criminal investigation. 

(b) Furnish FBIHQ with pertinent facts in court 
action and results of search of indices. 

(c) If no prior investigation has been undertaken, 
contact individual filing suit and obtain all evidence in his 
possession regarding alleged fraud. Forward information to FBIHQ and 
take no further action unless specifically authorized by FBIHQ. 

(2) Departmental letter transmitted to field office by 
FBIHQ. Obtain facts with regard to claim and nature of fraud 
immediately since Department has limited time in which to consider 
whether U. S. Government will become party to the suit. 


EFFECTIVE: 01/31/78 


46~3.7 Policy 

Case in which criminal investigation has been undertaken 
or completed. No action should be taken regarding civil phases of 
case unless one of two following actions occurs: 

(1) Receipt of FBIHQ authority based upon written letter 
from Civil Division of Department usually containing outline of 
alleged Palse claim, statute under which proceeding, facts available, 
and specific information desired* 

(2) Receipt of request for investigation from USA based 
upon instructions from Civil Division. In this instance FBIHQ should 
be immediately notified upon receipt of request and communication 
should state that investigation will proceed UACB. 

(3) Receipt of request for investigation from USA without 
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I instructions from Civil Division. USA has authority on {his/her | own 
initiative to handle civil fraud aspect of following: 

(a) Claias arising under Dependents. Assistance Act 

of 1950 


(b) Claims against veterans arising out of 
educational provisions of Servicemen's Readjustment Act but excluding 
educational institutions 

(c) Claims against applicants for {Department of 
Veterans Af fairs {hospitalization, dental care, medical care, and 
domiciliary care 


(d) Cla ins against applicants for unenploynent and 
self-employment benefits under Servicemen's Readjustment Act 

(e) Claims against applicants for {Department of 
Veterans Af fairs | pension and disability compensation 

(4) In these instances FBIHQ should be immediately 
notified upon receipt of request and communication should state that 
invest igat ion will proceed UACB. 

(5) Case in which investigation is requested by Civil 
Division and it is found that no previous complaint of a criminal 
nature has been received relating to activity to be investigated in 
civil action. Inves t igat i on should have as purpose the development of 
both civil and criminal phases. FBIHQ will transmit copies of reports 
to both Criminal Division and Civil Division of Department. 


EFFECTIVE: 10/16/90 


46-3.8 Investigative Procedure 

(1) Essential data to be obtained 

(a) Proof of fraud involved 

(b) Aggregate amount of fraud which can be included 

in civil suit 


Government 


(c) Proof of damages* if any, suffered by U. S. 
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(d) Itemization of individual claims involved 

(e) Pertinent details regarding contracts and 
contract specifications including type of contract involved 

(2) Handling of original statement, exhibits, and 
evidence. Do not destroy any original investigation of sabotage and 
fraud against the Government cases, even though statute of limitations 
has appeared to run under false claims statute, without presenting 
such matters to FBIHQ for referral to the Civil Division. 

(3) Maintain case in pending status to report results of 
civil suit even though all requested investigation has been conducted. 


EFFECTIVE: 10/16/90 


46-3.9 Statute of Limitations 

(1) ^alse Claims statute (Title 31, USC, Section 235) - 
suit must be commenced within six years after commission of the act. 

(2) Contract Settlement Act (Title 4-1, USC, Section 119) 

- no limitation 

(3) Federal Property and Administrative Services Act of 
1949 (Title 40, USC, Section 489) - U. S. Court of Appeals, Sixth 
Circuit, held 3-22-54, in U. S. v. Witherspoon (211 F. (2nd) 858) that 
suit must be commenced within five years from date when claim first 
accrued, pursuant to Title 28, USC, Section 2462. Court ruled that 
exception exists in regard to any suit pertaining to offenses 
involving fraud or attempted fraud against U.S. during war, in which 
case statute of limitations is suspended until three years after 
termination of hostilities as proclaimed by President or Congress 
(Title 18, USC, Section 3287). 

(4) U. S. Court of Appeals, Fifth Circuit, had previously 
held in U. S. v. Weaver (207 F. (2nd) 796) that there was no 
applicable statute of limitations under section 26 (b) of the Surplus 
Property Act (Title 50, USC, Section 1635 (b) which was repealed and 
re-enacted as section 209 (b) of the Federal Property and 
Administrative Services Act of 1949 (Title 40, USC, Section 489). 

(5) The Civil Division has advised Bureau that policy of 
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the Department will be to press the issue as to appl icability of 
five-year statute before other circuit courts and to urge soundness of 
decision in U. S. v. Weaver. 

(6) Common law action - no limitation on action by U. S. 
for actual damages arising out of fraud against it. 

EFFECTIVE: 10/16/90 


46-3.10 Privacy Act - Requirements 

I (1) I When interviewing anyone in the above 
classif ication, in order to solicit information about (himself/herself | 
or |his/her I own activities, the interviewing Agent must follow the 
procedures described in KIOG, Part 1, 190-5, subparagraphs (2) and 
(3). 


I (2) I When interviewing an individual to solicit 
information concerning someone other than the interviewee (thereby 
classifying that individual as a source of information) the 
interviewing Agent must follow the procedure relating to promises of 
confidentiality as described in MIOG, Part I, 190-7. 


EFFECTIVE: 10/16/90 

46-3.11 Character - False Claims - Civil Suits 


EFFECTIVE: 10/16/90 
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SECTION 62. 


ADMINISTRATIVE INQUIRIES, ET AL 


[ 62-1 MISCONDUCT INVESTIGATIONS OF[FBI EMPLOYEES, JOFFICERS AND EMPLOYEES 

"DEPAR T MENT OF JUSTfCE aNB FEDERAL JOPlC nRY : 

62-1.1 Policy 

(1) Allegations concerning misconduct on the part of officers or 
employees of the Department of Justice or of the Federal judiciary which do 
not Involve violations of any statute within the Bureau's investigative 
jurisdiction should be forwarded to FBIHQ Immediately by letterhead memorandum 
CLHM) or by more expeditious means if the circumstances warrant. (If teletype 
or telephone is used, follow with LHM. ) 

(2) No investigation Is to be conducted without FBIHQ authority. 

(3) Iflien authority Is granted, the office to which the matter Is 
referred by FBIHQ will be the office of origin and, upon completion of 
Investigation, that office should submit a closing report. 

(4) Reports are not to be furnished to USAs unless FBIHQ so 

directs. 

(5) Investigations are to be handled in an expeditious manner. 

( [(6) Allegations concerning misconduct on the part of an FBI 

[ employee will be handled as set forth in the MAOP, Part 1, Section 13, 

( entitled "Disciplinary Matters."] 

62-1.2 Other Investigations of Government Employees 

62-1.2.1 Policy 

(1) Administrative investigations involving Government officials 
or employees shall not be conducted without prior FBIHQ authority. 

(2) Prior FBIHQ authorization is not necessary in the investiga- 
tion of alleged criminal violations by Government officials or employees when 
the alleged activities are unrelated to their official duties, except when 
such officials or employees are highly placed. 

(3) FBIHQ authorization is not necessary in investigations of 
criminal violations within our primary jurisdiction by any official or 
employee of the Department of Justice even though the activities are related 
to their official duties. 

(4) In any event FBIHQ should be immediately advised by LHM 
transmitted by airtel, or by teletype, as the exigencies of the case dictate, 
of the full facts of the complaint and the action being taken. (If teletype 
is used, also submit LHM by airtel immediately.) 

(5) Investigation of violations of statutes within the Bureau's 
investigative jurisdiction by Treasury Department employees and other persons 
in matters within the administrative control of the Treasury Department are 
conducted by the Bureau under a Justice Department agreement with that 
Department dated 2-5-55. This agreement supplements Public Law 725, 83rd 
Congress (approved 8-31-54), which confers upon the Attorney General and FBI 
the authority to investigate violations of Title 18, USC, on the part of 
Government employees unless such authority is otherwise assigned by another 
provision of law. 
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(6) Because of certain provisions of the Internal Revenue Code 
relative to corruption violations involving employees of the Treasury 
Department, an agreement was necessary to bestow exclusive jurisdiction upon 
the FBI in these matters. Prior to this agreement, the Bureau was esTopped 
from conducting investigations of allegations of bribery and fraudulent 
practices on the part of employees of the Treasury Department by the 
provisions of Public Law 79, 82nd Congress, .approved by the President on 
7-16-51. The Bureau is to be informed immediately of the receipt of 
complaints of violations within the Bureau's jurisdiction on the part of the 
Treasury Department personnel or in Treasury Department matters. A brief 
statement of the facts of the complaint and the action being taken is to be 
forwarded to FBIHQ by Air Mail Special Delivery letters, airtel, teletype, or 
telephone depending upon the urgency of the circumstances. (If teletype or 
telephone is used, follow with LHM.) In a complaint involving a Treasury 
Department employee, the initial communication to the Bureau should identify 
thfe employee, his/her position, and the Treasury branch where he/she is 
employed. Any instances of delay on the part of the Treasury Department in 
referring complaints, encroachment by the Treasury Department of the Bureau's 
investigative jurisdiction, or lack of cooperation by Treasury Department 
officials or employees should be immediately referred to FBIHQ. Submit four 
copies of an LHM in all cases in which investigation is instituted. 
Dissemination of the LHM will be made in Washington, D.C. , and no copies of 
LHMs are to be furnished on a local level other than to USAs. 

62-1.3 Misconduct Investigations of FBI Employees 

62-1.3.1 Policy 

(1) Allegations of criminality or serious misconduct on the part 
of FBI employees. 

(2) Inquiries will be conducted and reported as described in 
MAOP, Part I, Section 13, entitled "Disciplinary Matters." 

[ (3) Inquiries will be placed in a separate(263]classification 

[ file, both in the field division and FBIHQ, and stored in the SAC's safe in 
the field and in the secure personnel file section at FBIHQ. 

62-1,4 Privacy Act - Requirements 

(1) When interviewing anyone in the above classification, in 
order to solicit information about himself/herself or his/her own activities, 
the interviewing Agent must follow the procedures described in Part I, 190-5, 
subparagraphs (2) and (3), of this manual. 

(2) When interviewing an individual to solicit information 
concerning someone other than the interviewee (thereby classifying that 
individual as a source of information) , the interviewing Agent must follow the 
procedure relating to promises of confidentiality as described in Part I, 
190-7, of this manual. 

[ 62-1.5 Character - Administrative Inquiries 

The character "Administrative Inquiry," which is applicable to 
investigations of personnel of the Department of Justice and the Federal 
judiciary only, should be used until such time as FBIHQ instructs that it be 
changed to some substantive violation. In the event the allegation is against 
( an FBI employee, the character will be ["Office of Professional Responsibility 
[ Matter (OPRM)" and should be dealt with in accordance with Part I, Section 
[ 263, of this manual.] 
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SECTION 77. BACKGROUND INVESTIGATION - PRESIDENTIAL APPOINTMENT 

WITH SENATE CONFIRMATION; - U.S. COURTS; - DEPARTMENT 
OF JUSTICE; - U.S. ATTORNEY’S OFFICE STAFF; 

- CONGRESSIONAL STAFF; - U.S. ATTORNEY’S OFFICE; 

- DEPARTMENT OF JUSTICE * REIMBURSABLE; 

I BACKGROUND REINVESTIGATION - DEPARTMENT OF JUSTICE | 


77-1 GENERAL INSTRUCTIONS 

These instructions supplement those outlined in Part II, 
Section 17 of this manual and pertain to the following 
I I subclassifications and [positions : 


EFFECTIVE: 07/02/93 


77-1.1 77A: Background Investigation - Presidential Appointment 

with Senate Confirmation - Nonreimbursable (See MAOP, 

Part II, 3-1.1, 3-1.2 and 10-23; MIOG, Part I, 77-3, Part 
II, 17-2; Correspondence Guide-Field, 1-17.) 

(1) Supreme Court Justice 

(2) U.S. Court of Appeals Judge 

(3) U.S. District Court Judge 

(A) Court of International Trade Judge 

(5) U.S. Claims Court Judge 

(6) Court of Military Appeals Judge 

(7) Court of Veteran Appeals Judge 

(8) Attorney General of the U.S. 

(9) Director, FBI 

(10) Administrator/Deputy Administrator, DEA 
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(11) Deputy Attorney General 

(12) Assistant Attorney General 

(13) U.S. Marshal 

(14) U.S. Attorney 

(15) Department of Justice Executive 

(16) Unspecified Position 
I (17)0ther | 


EFFECTIVE: 12/01/93 


I 77-1.2 |77B;| Background Investigation - U.S.jCourts - 15 Year| 

- Reimbursable (See MAOP, Part II, 3-1.1, 3-1.2 
I and 10-23; MIOG, Part I, 77-3, Part II, | 17-2, 17-2.1; | 

Correspondence Guide-Field, 1-17.) 

(1) Bankruptcy Judge 

(2) U.S. Magistrate Judge 

I 

The above investigations are conducted for the 
Administrative Office of the U*S* Courts. 


EFFECTIVE: 12/01/93 
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EFFECTIVE: 

77-1.4 

I 

I 

EFFECTIVE: 
I 77-1.5 

I (See NIOC. 
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|77C:| Background Investigation -|U.S. Courts - 10-15 
Year - Reiabursable | (See MAOP, Part II, 3-1.1, 3-1.2 
and 10-23; MIOG, Part I, 77-3, Part II, | 17-2, 17-2.1; | 
Correspondence Guide-Field, 1-17.) 

(1) (Circuit or District Court Executive) 

(2) (Bankruptcy Trustee) 

(3) (U.S. Probation Officer) 

(4) (Pretrial Services Officer) 


12/01/93 


)77D:( Background Investigation - U.S. (Courts - 3-10 
Year - Reimbursable ( (See MAOP, Part II, 3-1.1, 3-1.2 and 
10-23; MIOG, Part I, 77-3, Part 11,(17-2, 17-2.1;) 
Correspondence Guide-Field, 1-17.) 

((l)Public Defender 

(2) Other) 


12/01/93 


(77E:) Background Investigation -(Department of Justice -) 
Nonreimbursable (See MAOP, Part II, 3-1.1, 3-1.2 and 
10”23; MIOG, Part I, 77-3, Part II, 17-2; Correspondence 
Guide-Field, 1-17.) 

((l)Foreign Intelligence Surveillance Court (FISC) Judge 
Part II, 23-9.5) 

(2) Schedule C (Political Appointment) 
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(3) Departaental Attorney 

(4) Departaental Staff 

(5) Honor Recruit Attorney 

(6) Paralegal Assistant/Specialist 

(7) Executive Office Staff) 

EFFECTIVE: 12/01/93 


77-1.6 |77F:| Background Investigation - U.S. Attorney's 

Of f ice I (Staff) - Reiabursablej (See MAOP, Part II, 3-1.1, 
3-1.2 and 10-23; MIOG, Part I, 77-3, 77-4.3, Part II, 

1 17-2, 17-2. 1; jCorrespondence Guide-Field, 1-17.) 

|U.S. Attorney's Office Staff (Field)) 


EFFECTIVE: 12/01/93 


77-1.7 )77G:) Background Investigation -)Congressional Staff - 

Nonreiabursable ) (See HAOP, Part II, 3-1.1, 3-1.2 and 

10-23; HIOG, Part I, 77-3, Part II, 17-2; Correspondence 
Guide-Field, 1-17.) 

)Congressional Committee Staff) 


EFFECTIVE: 12/01/93 
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77-1.8 |77H;| Background! Investigation - U.S. Attorney's Office 

(Attorney) I - Reimbursable (See MAOP, Part II, 

3-1.1, 3-1.2 and 10-23; MIOG, Part I, 77-3, |77-4.3, jPart 
II,|l7-2, 17-2. 1; jCorrespondence Guide-Field, 1-17.) 

(1) {Assistant U.S. Attorney} 

(2) {Special Attorney} 

(3) {Cross Designated Attorney} 


EFFECTIVE: 12/01/93 


77-1.9 }77l:{ Background} Investigation}- Department of 

Justice - Reimbursable (See MAOP, Part II, 3-1.1, 
3-1.2 and 10-23; MIOG, Part II,} 17-2, 17-2.1;) 
Correspondence Guide-Field, 1-17.) 

(1) )U.S. Trustee} 

(2) {Assistant U.S. Trustee} 

(3) {chapter 13 Trustee} 

(4) {Administrative Law/Immigration Judge} 

(5) {other} 

EFFECTIVE: 12/01/93 
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|77J;| Background Reinvestigation - Departaent of 
Justice -|lO|Year - Reiabursable (See MAOP, Part II, 

3-1.1, 3-1.2 and 10-23; MIOG, Part I, 77-3, 77-A.ll, Part 
Ilf 17-2, 1 17-2. 1, 1 17-6.8; Correspondence Guide-Field, 

1-17.) 

(1) DOJ I Executive I 

(2) DOJ I Attorney] 

(3) Field] Attorney] 

(4) DOJ Staff 

(5) Field Staff 


12/01/93 


]77K;] Background Reinvestigation — Department of 
Justice -]7jYear - Reiabursable (See MAOP, Part II, 3-1.1, 
3-1.2 and 10-23; MIOG, Part I, 77-3, 77-A.ll, Part II, 
17-2, ] 17-2. 1 ,] 17-6.8; Correspondence Guide-Field, 1-17.) 

(1) DOJ ] Executive] 

(2) DOj] Attorney ] 

(3) Field ] Attorney] 

(A) DOJ Staff 

(5) Field Staff 

12/01/93 
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1 1 77-1. 12 77L: I Background Reinvestigation - Departnent of Justice 

5 Year - Reinbursable (See NAOP, Part II, 3-1.1, 3-1.2 
I 10-23; MIOG, Part I, 77-3, |77-A. 11, | Part II, 

I 17-2, 1 17-2. 1, 17-6.8; (Correspondence Guide-Field, 1-17.) 

(1) DOJ Executive 

(2) DOJ Attorney 

(3) Field Attorney 

(4) DOJ Staff 

(5) Field Staff 


EFFECTIVE; 12/01/93 


1(77-1.13 77M: I Background Reinvestigation - Department of Justice 

3 Year - Reimbursable (See MAOP, Part II, 3-1.1, 3-1.2 
I 10-23; MIOG, Part I, 77-3, (77-4.11, (Part II,(l7-2, 17-2. 

( 17-6.8; (Correspondence Guide-Field, 1-17.) 

(1) DOJ Executive 

(2) DOJ Attorney 

(3) Field Attorney 

(4) DOJ Staff 

(5) Field Staff 


EFFECTIVE; 12/01/93 
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77-2 INITIATION OF INVESTIGATION 

(1) Completed SF-86| (Questionnaire for Sensitive 
Positions) I forms are received from the referral agencies in most 
cases. These forms are reviewed by FBIHQ personnel | for conformance 
and completeness. Obvious deficiencies are identified and appropriate 
l**ds set forth to resolve inconsistent and/or incomplete information, 
in addition to routine investigative leads. The initial investigative 
leads are set by FBIHQ, using the SF-86 as a guide. | Any additional 
leads discovered by the field during investigation should be set out 
expeditiously (see Part II, Section 17-3.7 of this manual). 

Individuals conducting investigations should be familiar with Part II, 
Sections 17 and 23-6 of this manual and Part II, Section 10-13.3 of 
the Manual of Administrative Operations and Procedures. 

I (a) For most Presidential appointments (77 a cases) , 
the completed SF-86 is not received from the referral agency. The 
SF-86, Supplement to SF-86, Supplemental Instructions for Completing 
SF-86, and two copies of the U.S. Department of Justice Tax Check 
Waiver are sent directly to the candidate from FBIHQ. It is the 
responsibility of the field to gather these forms during the initial 
candidate interview and expeditiously forward the original documents, 
along with fingerprint cards and a copy of the candidate interview (on 
FD-302), to FBIHQ so appropriate leads may be set forth. In order to 
ensure prompt handling of the candidate's forms, the initial interview 
of the candidate should be conducted within "five (5) working days 
after receipt of instructions from FBIHQ. 

(b) Further, the field is responsible for setting 
out leads regarding information disclosed by the candidate during 
his/her initial interview which does not appear on the SF-86. | 

I (2) I Investigat ions in these categories are usually 
ordered by teletype or airtel and must be given preferential and 
expeditious attention. 


EFFECTIVE: 07/02/93 
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77-3 

I 


SCOPES OF INVESTIGATION (See MIOG, Part I, 77-1.1 
177-1.13.) I 


through 


Invest igations in these categories should include all 
investigation required in Part II, Section 17 of this aanualt unless 
otherwise noted. The type of BI will be set out in the opening 
eomaunication by subclassification. The scopes of investigation for 
77 subclassif ications are as follows: 

(1) 77a — Covers the candidate's adult life, since age 

1 O ® 


I (2) |77B|- Covers the past 15 years of the candidate's 

life or to age 18, whichever is less, but in no case less than two (2) 
years . 

I (3) |77C|- Covers I between I the pastjlO to 15|years of the 

candidate s life or to age 18, whichever is less, but in no case less 
than two (2) years. |The specific scope will be identified in the 

I opening eomaunication. | 

(4) |77d|- Covers I between I the past|3 to 10|years of the 
candidate's life 6r to age 18, whichever is|less. The specific scope 
will be identified in the opening communication* | 

I (5) |77E|- Covers the past 10 years of the candidate's 

life or to age 18, whichever is less, but in no case less than two (2) 
years . 

(6) |77F|- Covers the past 10 years of the candidate's 

life or to age 18, whichever is {less, but in no case less than two (2) 
years . | 

(7) |77G|- Covers the past 10 years of the candidate's 

life or to age 18, whichever is | less, but in no case less than two (2) 
years . | 

I (8) |77H|- Covers the past 10 years of the (candidate's 

I life, or to age 18, whichever is less.) 

I (9) (771 |- Covers the past | lOjyears of thejcandicate's 

I life, or to age 18, whichever is less.j 

I (10) |77J|- Covers the past | 10|years of the employee's 

life. 
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I (11) |77k|“ Covers the past (seven (7) (years of the 

•aployee's life. 

I ((12)(77L - Covers the past five (5) years of the 

employee's life. 

( ((13) (77m - Covers the past three (3) years of the 

employee's life. 

EFFECTIVE; 12/01/93 

( 77-3.1 (Revised and renumbered as 77-4. 3 ( 

EFFECTIVE; 07/02/93 

( 77-3.2 (Revised and renumbered as 77-4. 4( 

EFFECTIVE; 07/02/93 

( 77-3.3 (Revised and renumbered as 77-4. 5( 

EFFECTIVE; 07/02/93 

( 77-3.4 (Revised and renumbered as 77-4. 2( 
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EFFECTIVE: 07/02/93 


I 77-A I ADDITIONAL INVESTIGATIVE GUIDELINES 

I In addition to investigation required in Part II, Section 

I this aanual, the following investigation aust be conducted: 


EFFECTIVE: 07/02/93 


I 77-A.l Issues/Derogatory Inforaation Developed 

During any BI, regardless of the scope of investigation 
and/or the questions, issues or derogatory inforaation developed 
should be fully investigated and brought to a logical conclusion. 

includes a candidate's adaission of illegal or unusual activity 
prior to the scope of the BI. | 


EFFECTIVE: 07/02/93 


||77-4.2| Qualifications 

I In all cases concerning Federal judgeships (including 
U.S. Bankruptcy and U.S. Magistrate Judges), other Presidential 
appointaents and attorney positions, ascertain the overall] 
qualifications of the candidates, as well as character, loyalty, 
reputation, etc. Specific coaaents froa each person interviewed 
should be set forth in|the|report. In cases concerning|U.S. 

I Bankruptcy Judge and U.S. Trustee positions, alsojobtain coaaents 
concerning the candidate's experience in bankruptcy aatters. 


EFFECTIVE: 07/02/93 
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77-A.3 Prescreening Reports|(See MIOG, Part I, 77-1.6 L 77-1.8, 

Part II, 17-2, 17-2.1.) | 

Candidates under consideration for field positions in the 
U.S. Attorneys* Offices (77Fs and 77Hs) undergo a prescreening process 
in aost cases. Contact should be made with the U.S. Attorney's Office 
where the candidate will serve in order to review the prescreening 
report and interview the Administrative Officer to obtain any 
information of interest to our investigation. 


EFFECTIVE: 12/01/93 


(|77-4.4| Bar Nembership/Certified Public Accountant (CPA) Status 

If I the I candidate is an attorney or CPA, determine if 
|he/she|is licensed to practice in every state where the candidate has 
lived or worked since completing|his/her [professional education. 

Check grievance committee records in any state where the j candidate j is 
or has been licensed. It is not necessary to verify membership in 
voluntary associations such as the American Bar Association. When 
verifying that the candidate is licensed to practice, the following 
statement must appear: "The above-named agency is the licensing 

I agency for attorneys (or CPAs) in the State] (or Commonwealth) j of 
(state name)." 


EFFECTIVE: 07/02/93 


I |77-4.5 Judicial and Other Positions Requiring Senate 

Confirmation (See MIOG, Part I, 77-4.6 and 77-4.9.) | 

I |Captioned|positions require a more in-depth investigation 

which must encompass the following in addition to invest igative 
I instructions set out in Part II, Section 17 of this manual: 

(1) |All|names of | thejcandidate's close family nembers 
land current cohabitants, who are age 18 or older, | should be searched 
through the records of the U.S. Attorney's Office in the district 
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«dtere they currently reside. 

I (2) |Verify| the [candidate's ownership of all real estate, 
and check deed(s) for any covenants regarding race, religion, etc. 


I I (3) (Check records of county clerk (or equivalent) to 

determine if any personal, tax or mechanical liens exist. If so, 
fully explain. Do not contact | Internal Revenue Service 
details regarding Federal tax liens, as this is done by 
agencies. 


for any 
the I referral 


I |(A)When applicable, (determine the candidate's 

professional reputation, legal ability, types of cases handled, trial 
courtroom demeanor, reputation for fairness, temperament, 
bias or prejudice against any group, and ability to weigh conflicting 
testimony and make factual determinations through: 


I (a) Interviews of six (6) 

acquainted with the candidate, to include [v... vw, wii.n 

whom the candidate associates andjthree (3) (who have opposed, (or have 
appeared before, the | candidate in court; 


attorneys idio are 
three (3) | attorneys with 


I (b) Interviews of three (3) Federal, state and 
local (judges familiar with the candidate; and 


I ( (®) Interviews of thejChief Federal judge and the 

U.S. Attorney in the district where the candidate will serve, if 
appointed. 


j ( (5) (interview the candidate's personal physician 

I regarding the candidate's health] (Senate confirmation cases only).] 

( ( (6) ( Identify all organizations to which the candidate 

belongs or has belonged, including private and social clubs. Obtain 
information from an official about the membership policy of the 
organization with regard to race, religion, sex, etc. Ensure the 
possibility of de facto discrimination is explored, [if the 
organization has/had a discriminatory membership policy, determine 
whether the candidate participated in changing or attempting to change 
the policy. ( 

I , ^ ( (7) [interview local and state chairpersons of both major 

( political parties [ (Senate confirmation cases only).] 

I ^ ( (8) [interview local religious [and labor leaders in the 

I candidate's geographic[area, [only when instructed to do so by FBIHQ. [ 
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I (9) I Interview leaders of proainent ainority/civil rights 
groups such as the NAACP, {National | Urban League, NOWjor others (that 
are active injthe candidate's geographic area.j Identify the position 
held by the interviewee within the organization. 

I (10) I Interview! three (3) (local, state and/or Federal law 
enforceaent officials jin the district where the candidate will serve, 
if appointed. I Agents are encouraged to interview representatives of 
agencies other than the FBI. (See HAOP, Part I, Section 1-15.3(5).) 

I (11) (Review files of appropriate Federal regulatory agency 
if the candidate is or was eaployed in a regulated business (e.g., 
banking, brokerage fira, etc.). 

((12) (Review any articles written by, or speeches aade by 
the candidate for indications of bias or prejudice regarding race, 
color, religion, gender, etc. (Ensure that the text of any articles 
or speeches that indicate, (or could be construed to indicate, bias(are 
enclosed with the report.) 

(13) (in those cases requiring Senate conf iraation, 
Washington Metropolitan Field Office will interview the U.S. Senators 
from the state where the candidate will serve and will review U.S. 
Secret Service and, if appropriate. Office of Inspector General 
(Investigations) and Public Integrity Section, DOJ files. If 
past/current DOJ employee, also review Office of Professional 
Responsibility and personnel files as appropriate. 

(14) (Rev iew records of the state judicial review 
committee/board, if candidate is/was a city or state judge. Also, 
review county/state election commission files, if the judge was 
elected to the position.! 


EFFECTIVE: 07/02/93 
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||77-4.6 U.S. Attorney/U.S. Marshal Update Bis 

(1) An understanding has been established with the 
Department of Justice (DOJ) concerning the Bis of U.S. Attorneys and 
U.S. Marshals who are being considered for reappointment to their 
current positions, and who have been the subjects of previous FBI Bis 
as outlined in 77-A.5. 


(2) The update Bis should be limited to specific areas 
identified as follows: 

(a) Credit and arrest checks concerning the 

candidate; 


(b) U.S. Attorney's Office record checks concerning 

the candidate; 

(c) Interviews of neighbors at employee's present 
residence and other residences since the previous investigation, last 
five (5) years o^ly; 

(d) Interviews of the chief Federal judge and two 
(2) other Federal judges, and the clerk of the court in the 
candidate's district; 

(e) Interview of the U.S. Attorney in the 
candidate's district (U.S. Marshal candidates); 

(f) Interviews of the candidate's listed references 

and associates; 

(g) Interviews of at least three (3) officials of 
Federal agencies; 

(h) Interviews of at least three (3) local police 
chiefs and sheriffs in the candidate's district; 

(i) Check of appropriate DOJ records (Office of 
Professional Responsibility, Office of the Assistant Inspector General 
for Investigations, Public Integrity Section and Official Personnel 
File); 

(j) State bar and grievance checks (U.S. Attorney 
candidates) ; and 
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(k) FBI record cheeks concerning the candidate, 
close relatives and cohabitants. 


EFFECTIVE: 07/02/93 


I 77-4.7 U.S. Trustee and Other Trustee Positions 

These positions also require a aore in-depth investigation 
which Bust encompass the following in addition to investigative 
instructions set out in Part II, Section 17 of this manual: 

(1) All naaes of candidate's close family members and 
current cohabitants, who are 18 or older, should be searched through 
the records of the U.S. Attorney's Office in the district where they 
currently reside. 

€ 

(2) When applicable, determine the candidate’s 
professional reputation, legal ability, types of cases handled, trial 
experience, courtroom deneanor, reputation for fairness, temperament, 
bias (against social classes of citizens, members of any group ~ 
religious, ethnic or racial), etc., through the following: 

(a) Interviews of three (3) creditor representatives 
(a creditor representative is an individual, usually an attorney, who 
represents a creditor's interest at a bankruptcy hearing) who have 
knowledge of the candidate; 

(b) Interviews of two (2) bankruptcy judges before 
whom the candidate has appeared and/or who have knowledge of the 
candidate; 


(c) Interview of the Chief U.S. Bankruptcy Judge of 
the district in which the candidate would serve, if appointed. 

(3) Review files of appropriate Federal regulatory agency 
if the candidate is or was employed in a regulated business (i.e., 
banking, brokerage firm, etc.). 
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EFFECTIVE: 07/02/93 


I 77-4.8 Administrative Law/Immigration Judge Positions 

The Executive Office for Imigration Review is responsible 
for the a^inistration and interpretation of the iamigration laws. 

The Administrative Law and Immigration Judges act independently in 
their decision-making capacity, and their decisions are 
administratively final unless appealed or certified to the Board of 
Immigration Appeals. These quasi-judicial positions also require a 
more in-depth investigation which must encompass the following in 
addition to investigative instructions set out in Part II, Section 17 
of this manual: 

All names of the candidate's close family members and 
current cohabitants, who are age 18 or older, should be searched 
through the records of the U.S. Attorney's Office in the district 
where they currently reside. 

(2) When applicable, determine the candidate's 
professional reputation, legal ability, types of cases handled, trial 
experience, courtroom demeanor, reputation for fairness, temperament, 
bias (against social classes of citizens, members of any group - 
religious, ethnic or racial), etc., through: 

(a) Interview of the Chief Administrative Hearing 
Officer (Administrative Law Judge candidates only); 

(*>) Interview of the Chief Immigration Judge 
(Immigration Judge candidates only); and 

Interviews of three (3) developed sources 
(individuals not provided by the candidate) who have, to the extent 
practical, knowledge of the candidate's professional reputation, etc. 


EFFECTIVE: 07/02/93 


Sensitive 
PRINTED: 03/14/94 


Manual of Investigative Operations and Guidelines 
Part I 


PAGE 77 


I 77-4.9 U.S. Bankruptcy and U.S. Magistrate Judge Positions 

U.S. Bankruptcy and U.S. Magistrate Judge positions do not 
require Senate conf imation; however, they are judicial positions and 
require a more in-depth investigation. In addition to investigative 
instructions set out in Part II, Section 17 of this nanual, 
investigation as set out in 77-4.5 of this section should be conducted 
in these Bis, unless otherwise indicated. 


EFFECTIVE: 07/02/93 


I 77-4.10 FISC and Other Special Tribunal Judge Positions 

(1) The scope of the reinvestigation of a Federal judge 
under considerat ion for an appointment to a Special Tribunal is 
limited to specific areas identified as follows: 

1 (a) Credit and arrest checks concerning the 
candidate; 

(b) Interviews of the neighbors at the candidate's 
present residence and other residences since the previous 
investigation, last five (5) years only; 

1 (c) Verification of state bar membership and check 
grievance records; 

(d) Interviews of the chief Federal judge and three 
(3) other Federal judges (district and appellate) in the candidate's 
district; 

(e) Interviews of three (3) attorneys in private 
practice who have appeared before the candidate or who have knowledge 
of the candidate; 

1 (f) Interviews of the U.S. Attorney and the U.S. 
Marshal in the candidate's district; 

(g) Interview of the representative of any social 
club or organization in which the candidate holds membership to 
determine if the organization has/had a discriminatory membership 
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(h) Review of appropriate records at the 
Adninistrative Office of the U.S. Courts and the Public Integrity 
Section, DOJ; and 


(i) FBI record checks concerning the candidate, 
close relatives and cohabitants. 

(2) This BI is not an appraisal of the candidate's 
performance as a Federal judge; therefore, comments regarding judicial 
qualifications should not be elicited. This BI should seek to obtain 
cosments concerning the candidate's character, associates, reputation, 
loyalty, discretion, personal demeanor, illegal drug use, prescription 
drug/alcohol abuse, financial responsibility , and bias. As procedure 
dictates in any BI, should unfavorable information be developed during 
the course of the investigation, additional investigation will be 
conducted as necessary to resolve any issues developed. 


EFFECTIVE: 07/02/93 


77-4.11 Background Reinvestigation for DOJ Positions (77J-M) (See 
MIOG, Part 1 , 1 77-1. 10| throughj 77-1 . 13, jpart II, 17-6.8.) 

In addition to investigative instructions set out in Part 
II, Section 17 of this manual, ensure the investigation includes at 
least three (3) developed sources (individuals not provided by the 
employee) who have, to the extent practical, social knowledge of 
candidate. Developed sources may include other associates, co-workers 
(peers/support employees), etc. Also, review the Official Personnel 
File and other appropriate files at DOJ, and interview supervisor (s) 
and co-workers within the scope of the BI. 


EFFECTIVE; 12/01/93 
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I 77-5 INTERVIEW OF | CANDIDATE/EMPLOYEE | 

I lEach candidate/employee|must be interviewed« During the 
interview, |he/she I should be provided with the following information: 

I (1) The FBI will be conducting a|Bl|to develop 

information which others will consider in determining suitability for 
I I employment • appointment or reappointment • | 

(2) The FBI does not participate in such decisions and 
makes no recommendations pertaining thereto. 

I (3) The FBI is not restricted in the|Bl|only to 

information solicited by the SF-86 or any other form submitted* 

All|items|in Part II, Section 17-3.2 and 17-5.6 of this 
manual must be | covered during the interview. | 


EFFECTIVE: 07/02/93 


I I 77-6 1 REPORTING RESULTS OF INVESTIGATION 

(1) All investigation must be submitted in investigative 
report format. This is to include unsuccessful attempts to locate 
individuals for interview and any investigative results previously set 
out in airtel or teletype. All investigation in these matters is for 
other Government agencies and can only be forwarded by report. Each 
interview must contain statements regarding financial responsibility 
and whether or not the interviewee is aware of any past/present 
illegal drug use or prescription drug/alcohol abuse by the candidate. 

(2) Reports should be organized to follow in general the 
sequence presented in Part II, Section 17-6 of this manual. All 
categories of interviews (i.e., neighborhood, employment* education) 
must be preceded by headings. Additionally, block headings should 

I separate each residence and employment and should includej the|name of 
employing firm/residence address, city/state, and dates of employment 
I or residence as indicated by candidate on| the|SF”86. If a discrepancy 
is found in dates during the investigation, tne field office should 
I underline the dates obtained|during the| investigation. This will 
indicate to FBIHQ that the discrepancy is not the result of a 


Sensitive 
PRINTED: 03/14/94 


Sensitive 




Manual of Investigative Operations and Guidelines * 

Part I pace 77 - 21 

I t 3 Tpographical error. Lengthy reports | (nore than 25 pages) |ahould 
include a table of contents. If an interview would logically fall 
under several headings (i.e., a reference who is also a neighbor), 
report the interview fully under one heading and cross~reference under 
any other appropriate headings. 


EFFECTIVE: 07/02/93 


||77-7| POLITICAL I AFFILIATION I 

(1) Nonessential references to a candidate's affiliation 
with any political party should be onitted. 

(2) Essent ial ' ref erences to political affiliation should 
be included. An essential reference is one which suggests a possible 
inclination on the part of the candidate to use the position he or she 
is seeking for personal political benefit or one which would reflect 
on the candidate's ability to perform his or her duties fairly without 
regard to political affiliation or influence. Also, previous 
candidacy for or occupancy of public office or office in a political 
perty, or personal or political association with an occupant of public 
or party office would be essential. 


EFFECTIVE: 07/02/93 _ 


1 77-8 1 REQUEST FOR INVESTIGATION OR NAME CHECK FROM FEDERAL 
JUDGEl (See MAOP, Part II, 9-A.2.2(2).j 

Investigations are conducted only at the specific request 
of referral agencies and can only be initiated by FBIHQ. Any| request 
by a I Federal judge | for a Bl| should be respectful ly | forwarded to FBIHQ 
for referral to the Adninistrat ive Office of the U.S. Courts.) At the 
request of a Federal judge, the names of persons being considered for 
court positions can be searched through field office indices and 
pertinent information furnished to the judge. Care should be 
exercised in order to fully protect any informant, technique or 
source. 
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EFFECTIVE; 07/02/93 


I 1 77-9 1 STATUS INQUIRIES 

If any I outside I inquiries are received concerning the 
status of a|BI,|no comment should be made concerning the progress or 
completion of the investigation. The caller should be politely 
referred to the agency requesting the|Bl|for a determination of 
the I BI I status . 


EFFECTIVE; 07/02/93 


||77-10| PRIVACY ACT I (PA) I REQUIREMENTS 

(1) When interviewing individuals under this 
classification for information concerning themselves or their 
activities, the interviewing Agent must follow the procedures 
described in Part I, 190~5 (2) and (3) of this manual. 

I (2) When interviewing an individual to|elicit | information 

^ concerning s^meone^lse - (thereby ^lassi^ing tlut individual as a 
source of information), the interviewing Agent must follow the 
procedure relating to promises of conf identiality as described in Part 
I, 190-7 of this manual. |When the interviewee requests 
confidentiality under the PA, the level of confidentiality must be 
clearly set forth in the document recording the results of the 
interview. Refer to Part II, Section 17-5. A of this manual for 
additional instructions.! 


EFFECTIVE; 07/02/93 
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I 1 77-11 1 CHARACTER - BACKGROUND INVESTIGATION - PRESIDENTIAL 

APPOINTMENT WITH SENATE CONFIRMATION; - U.S. COURTS; - 
DEPARTMENT OF JUSTICE; - U.S. ATTORNEY'S OFFICE STAFF; - 
CONGRESSIONAL STAFF; - U.S. ATTORNEY'S OFFICE; - 
DEPARTMENT OF JUSTICE - REIMBURSABLE; BACKGROUND 
REINVESTIGATION - DEPARTMENT OF JUSTICE 


EFFECTIVE; 07/02/93 


£ 
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SECTION 137. I CRIMINAL I informants] (SEE MIOG, PART II, 

10-3; LEGAL ATTACHE MANUAL, 6-12; 

LEGAL HANDBOOK FOR SPECIAL AGENTS, SECTION 8.) | 


11 137-1 1 RESPONSIBILITY FOR THE DEVELOPMENT AND OPERATION OF 
INFORMANTS 


(1). The SAC. of each f ield . of fice_.is personally 

responsible for the establishment of informant coverage concerning] 
criminal activity of interest to the FBI within jhis/her territory. 
jParticular emphasis is to be placed on thejpriority investigative 
matters of the office. ] Informants are an integral part of the 
office's overall criminal informant and cooperative witness 
intelligence base. The SAC must ensure that his/her Agents make every 
effort to develop quality informants, and that Agents receive the 
training and guidance necessary to enable them to perform their duties 
in an effective and efficient manner. | The development and operation 
of informants must be closely supervised, because of the j significant ) 
contributij^jjdwhichj they make to] FBI investigations and because of the 
diff icultie^ihherent in their operation, j Accordingly, the SAC should 
ensure that informant files are reviewed every 60 days by a 
Supervisory ’ Special Agent.] 



(2) |Each|SUPERVIsdRY SPECIAL) AGENT is personally 
responsible for the establishment of informant coverage concerning 
criminal matters under his/her supervision. Each Supervisor must 
ensure that Agents under his/her supervision make every effort to 
develop quality informants, and that their Agents receive the training 
and guidance necessary to enable them to perform their duties in an 
effective and efficient manner. Supervisof^s will review the informant 
files of those individuals being developed or operated by Agents under 
their supervision at least every 60 days. The fact that such a review 
was conducted must be documented in the informant's file on an FD-675 
and indexed on the FD-237. The purpose of this review is to ensure 
that the informant is being operated in accordance with FBI and 
Attorney General Guidelines, and that adequate coverage is established 
for the investigative matters under his/her supervision. In 
fulfilling this responsibility, it is strongly suggested that the 
Supervisor periodically meet with the informants being operated by 
Agents under his/her supervision. When a Supervisor is either the 
case Agent or alternate Agent for an informant, the responsibility for 
administrative oversight, including the 60-day informant file reviews, 
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authorization for the informant to participate in criminal activity 
and the initial review of informant payments, belongs to the ASAC. | 

(3) Each I SPECIAL I AGENT involved in | criminal | investigative 
I activities at least 50 percent of his/her time, and not otherwise 
mitigated, is personally responsible for the development and operation 
of productive informants to address criminal matters within his/her 
investigative responsibilities. The SAC of each field office has the 
prerogative to task Agents not working criminal matters at least 50 
percent of their time with the development and operation of their 
productive informants or liaison contacts. Agents are responsible for 
ensuring that their informants are operated in a manner which is 
their consistent with FBI and Attorney General Guidelines. 

(A) The CRIMINAL INFORMANT PROGRAM MANAGER is personally 
responsible for ensuring that the program is operated in an effective 
and efficient manner, consistent with FBI and Attorney General 
Guidelines. 

(5) The CRIMINAL INFORMANT PROGRAM COORDINATOR is 
personally responsible for ensuring that the SAC and Criminal 
Informant Program Manager are made aware of all significant issues and 
developments which impact on the Criminal Informant Program. | 


EFFECTIVE: 12/20/93 


I 137-1.1 [Moved to 137-2.1 


EFFECTIVE: 12/20/93 


I 137-1.2 [Deleted 
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EFFECTIVE: 12/20/93 


II 137-2 1 DEFINITION 

I An informant is any person or entity who furnishes 

information to the FBI on a confidential basis, |The FBI will not 
disclose the identity of an informant, except as provided in 137-A.2. | 


EFFECTIVE: 12/20/93 


II 137 2.1 Categories of Informants 

Informants must be classified according to one of the 
following categories: 


(1) Organized Crime (OC) Those providing information 
concerning inves tigat ions falling within the organized crime program* 
(Classification 137A) . 



(3) Criminal (C) - Those providing information concerning 
inves t igat i ons into matters of a general criminal nature* 

(Classif ication 137B) . 


(A) Domestic Terrorism (DT) - Those providing information 
concerning investigations into persons or groups involved in terrorist 
activities within the United States, such as bombings and other 
criminal terrorist activities, on which the FBI has an open and 
approved case. (Classification 137C) . 

(5) White Collar Crime (WC) — Those providing information 
concerning violations falling within the white collar crime program. 
(Classification 137D) . 

(6) Drugs (D) - Those providing information concerning 
investigations falling within the drug program. (Classification 137F) . 
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(7) Confidential Sources (CS) “ Those providing 
information to the FBI on a confidential and regular basis as a result 
of legitimate employment or routine access to records, and not as a 
result of association with persons of an investigative interest to the 
FBI. The information provided by a Confidential Source must be 
relevant to authorized FBI investigations. The operation of a 
Confidential Source must be consistent with FBI and Attorney General 
Guidelines. A Confidential Source may be paid reasonable amounts for 
services and expenses. (Classif ication 137E) . | 


EFFECTIVE: 12/20/93 


137-'3 DEVELOPMENT OF INFORMANTS | (See MIOG, Part I, 

137-3.1.2(1).) 

The following factors must be taken into consideration in 
determining an individual*s suitability to be an informant: 

(1) Whether the person appears to be in a position to 
provide information concerning violations of law which are within the 
scope of authorized FBI investigative activity. 

(2) Whether the individual is willing to voluntarily 

furnish information to the FBI. y, 

(3) Whether the individual appears to be directed by 
others to obtain information from the FBI; 

(4) Whether there is anything in the individual's 
background which would make him/her unfit for use as an informant. 

(5) Whether the nature of the matter under investigation 
and the importance of the information being furnished to the FBI 
outweighs the seriousness of any past or contemporaneous criminal 
activity of which the informant may be suspected. 

(6) Whether the motives of the informant in volunteering 
to assist the FBI appear to be reasonable and proper. 

(7) Whether the information which the informant can 
provide could be obtained in a more timely and effective manner 


Sensitive 
PRINTED: 02/18/98 


Manual of Investigative Operations and Guidelines 
Part I 


PAGE 137 - 5 


through other sources or by a less intrusive means* 

(8) Whether the informant is sufficiently reliable and 
trustworthy, and whether there is an adequate means by which to verify 
his/her truthfulness* 

(9) Whether the individual appears to be willing to 
conform to FBI and Attorney General Guidelines regarding his/her 
operation* 


(10) Whether the FBI will be able to adequately monitor 

an d co ntrol the act iyities of the informant * 

(11) Whether his/her use as an investigative technique 
will intrude upon privileged communications or inhibit the lawful 
association of individuals or the expression of ideas. 

(12) Whether the use of the informant could compromise an 
investigation or subsequent prosecution which may require the 
Government to move foir a dismissal of the case* | 


EFFECTIVE: 12/20/93 


137“3*1 Suitability and Pertinence Inquiries 

Prior to the certification of an individual for use as an 
informant or Confidential Source, a suitability and pertinence inquiry 
(si) must be conducted* The purpose of this inquiry is to determine 
whether he/she is suitable for use as an informant or Confidential 
Source and the pertinence of the information likely to be provided. 

(1) The SI will be conducted for a period not to exceed 
120 days* An extension of the initial 120~day period may be 
authorized by the SAC* The notification] of an extension must be 
entered into CIMSjno later than ten working days prior to the 
conclusion of the initial 120-day period* It must contain the facts 
or circumstances which preclude completion of the SI during the 
initial 120-day period* If an individual cannot be certified within 
240 days from initiation of the SI, he/she should be closed* 

(2) During the SI, the Agent may accept information 
volunteered by the individual and may make reasonable payments to 
him/her for services and expenses* In addition, he/she may be paid 
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for the information. However, these individuals may not be used to 
participate in criminal activities or provide substantial assistance 
in an undercover operation during the SI period. 

(3) An informant in the SI stage of development may not 
be used in a preliminary domestic security/terrorism investigation 
without the prior approval of a Supervisory Special Agent. Such 
approval must be recorded in the file. (See 137-4(16).) 

(4) Sis should not be used to develop information 
concerning an individual for the purpose of inducing him/her to become 
an informant or a Confidential Source. 

(5) Any lawful investigative technique can be utilized in 
determining an individual's suitability to be an informant. 



EFFECTIVE: 06/08/94 


137-3.1.1 Administration of the Suitability and Pertinence 
Inquiry 


(1) Upon selection of an individual for use as an 
informant, the field office will assign a 137 field number and an 
alpha character from the Resource Management Information System. This 
alpha character will ensure the time devoted to that 137 matter is 
allocated to the appropriate program. At that time, the field office 
will also assign a sequential field office symbol number. The symbol 
number will contain the field office two-letter identifier as a 
prefix, the symbol number, the letters SI, and the suffix of either an 
OC, C, DT, WC, CS or D to indicate the primary area in which the 
informant will be providing informational assistance. Example: BA 

12345-SI-WC. 


opened. 


(2) The SI will commence on the date the 137 file is 



(3) Specific authority must be obtained from the SAC to 
conduct an SI for the individuals identified in (a) -(d) below. FBIHQ 
authority must be obtained prior to converting these individuals to 
fully operational status. This authority may NOT be obtained on a 
UACB basis. The specific restrictions concerning the development or 
operation of these individuals is set forth in Section 137-7. (See 
MIOG, Part I, 137-3.2(2).) 
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(a) Privileged informants, i,e., attorneys, 
physicians, members of the clergy, and news media personnel* 

(b) Individuals who are now or were ever in the 
Witness Security Program. 

(c) Minors (individuals under the age of 18) * 

(d) A counselor in a drug treatment program. 

Immediately upon the opening of an inforn^ant, or upon 

the conversion of a cooperative witness to an inf ormant , | enter all 
information from the opening memorandum in the CIMS database, [with the 
exception of those individuals identified in 137-7 which may require 
I FBIHQ approval. All ] memoranda | are to contain the following 
information: (See (5) below|and .137-10.) | 



(h) A statement, if applicable, that this is a 
privileged occupation informant or, if applicable, a statement 
regarding the individual's occupation or status as a Federal or state 
parolee or probationer, an inmate, a past or current participant in 
the Witness Security Program, a law enforcement officer, an elected 
official, a union official, a minor, an employee of a financial 
institution, active duty military personnel, a school employee or a 
counselor in a drug treatment program. The statement should set forth 
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the specific nature of the occupation, the type of information being 
received, how the information will be obtained and the justification 
for operating the source. The specific requirements for opening and 
operating such individuals are detailed in Section 137-7. 

(5) Immediately upon the conversion of a cooperative 
I witness to an informant, the field office must {prepare a memorandum! 

captioned with the field office two“letter identifier, symbol number 
I and file number. However, individuals identified in 137-7.1 and 
137-7.2(2) require prior FBIHQ approval. All such 

I conversion I memoranda I are to contain the information set forth in 
137-3.1.1(4) . I (See MIOG, Part I, 137-10.) | 

(6) If any of the above information is not available at 
the time the SI, the information! shouldjbe obtained andjentered into 
CIMSjprior to the conversion of the individual to a fully operational 
informant . 


EFFECTIVE: 06/08/94 


137-3.1.2 Certification of Suitability and Pertinence 

(1) At the conclusion of the SI, the supervisor must 
review the informant’s file and make a written finding, based on the 
factors outlined in 137-3, stating whether the informant appears 
suitable for use and whether the information likely to be obtained 
from the individual is pertinent to and within the scope of the FBI’s 
investigative responsibility. The supervisor’s certification must be 
documented in the informant’s file and indexed on the FD-237. (See 
MIOG, Part I, 137-3.2 (1) (j) .) 

(2) If it is determined that the individual is not 
suitable for use as an informant, the inquiry is to be immediately 
closed by {memorandum to the source file, which should include the 
specific reason(s) for the closing of the inquiry. This data should 
then be entered in the CIMS database. Additionally, if the informant 
is closed because of unauthorized criminal activity, other than for 
misdemeanor arrests, a teletype to FBIHQ, Criminal Informant Unit, is 
to be prepared detailing the date of arrest, the criminal activity, 
and the disposition of the charges. (See MIOG, Part I, 137-10.) j 
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EFFECTIVE; 06/08/94 

I 137-3.1.3 jMoved to 137-3. 1.2| 


EFFECTIVE; 12/20/93 


137-3*2 Conversion From a Suitability and Pertinence Inquiry 
to an Informant (See MIOG, Part I, 137-7.2(1) (a) •) 



(1) An individual becomes an informant once the 
supervisor certifies the individual ' s | suitabil ity. A memorandum is 
prepared, and the information is entered in CIHS. | The | memorandum! must 
contain the following information in linear paragraph form: 
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(j) Certificat ion statement by the field office 
supervisor described in 137-3.1.2(1). 

(k) If handled by a resident agency, identify 

resident agency. 

(l) A statement, if applicable, that the specific 
requirements for opening and operating individuals detailed in Section 
137-7 have been complied with. The statement should set forth 
specific details on how compliance was obtained. 

(2) In_the„ absence„of ...response_f rom_.FBIHQ, . cons ider_ the 

operation of the informant to be approved. However, those individuals 
identified in Section 137-3 . 1 . 1 (3) (a) — (d) may not be operated 
without a specific grant of authority from FBIHQ. 

(3) Authority to operate an individual described in 
Section 137-7.1 must be requested in both the SI and conversion 
teletypes. Such teletypes may not be sent on a UACB basis. 


EFFECTIVE: 06/08/94 


137-3.3 [Revised and Moved— See 137-7, 137-7.1, 137-7.1.1, 
137-7.1.2, & 137-7. 2| 


EFFECTIVE: 12/20/93 


1 1 137-3.4 [Revised and Moved — See 137-6 


EFFECTIVE; 12/20/93 
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I 137-A (operation of INFORMANTS | 

(1) jEvery effort should be Bade to control the 
informant's activities when acting at the direction of the FBI to 
ensure that his/her conduct will be consistent with FBI and Attorney 
General Guidelines.! 

(2) jAgents should not exercise inproper influence on 
individuals in an attempt to develop them as informants, including 
promising immunity or reduction of sentence to those who furnish 
information. Any representations regarding plea agreements, immunity 
or other prosecutorial consideration for an informant's assistance are 
to be made only by the United States Attorney's Office.] 

(3) When it becomes apparent that an informant's role has 
changed from informational to operational in nature, i.e., making 
consensual recordings, introducing undercover Agents, purchasing 
evidence, or otherwise part icipat ing in similar operational 
activities, he/she must be converted to a cooperative witness. 

(See (15).) Thereafter, he/she must be operated in a manner which is 
consistent with the Part I, Section 270 of the Manual of Invest igative 
Operations and Guidelines (MIOG) . | 

(A) |When it becomes apparent that an informant has 
furnished false information or that there is some other indication of 
unreliability, the Agent must promptly advise the SAC and provide 
FBIHQ with a teletype setting forth the factual background which gave 
rise to the concern. In addition, the teletype should state whether 
the informant has appeared as a witness on behalf of the Government in 
any FBI case or has furnished information which was disseminated to 
another agency. | 

(5) |a 11 investigat ive activity must be made a matter of 
record in the field office files, including negative contacts, to 
ensure that the informant's files are accurate and complete* 

However, contacts with an informant for payment purposes only, during 
which no positive information is generated, need not be reported as a 
negative contact on an FD*209. | 

(6) |An alternate Agent must be assigned at the time the 
informant is opened. The alternate Agent must handle some contacts 
with the informant and must meet or observe the informant by the 
second contact after conversion. This will ensure the continued use 
of an informant during the absence or transfer of the case Agent. Any 
deviation from this requirement must be approved personally by the SAC 
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I and docuaented in a aeaorandua in the inforaant'a fi^.| 

(7) jConstant care should be exercised to avoid any 
disclosure to anyone which aight result in the identification of an 
inforaant or cast suspicion upon an inforaant, except as described in 
137-4.2. I 


1 (8) (Agents have an affirmative responsibility to check 
the reliability of their inforaants.j 

(9) (Operat ion of informants in undercover operations 
must be in compliance with FBI policy and "Attorney General's 
Guidelines on Federal Bureau of Investigation Undercover Operations." 
The operational use of informants in long-term cases or undercover 
operations may warrant use of a personal services contract between the 
informant and the FBI. This agreement must be coordinated with the 
substantive unit at FBIHQ and approved by the Contract Review Unit, 
FBIHQ. In a situation where prosecution is pending for the informant, 
a Plea Agreement may be warranted between the informant and. the United 
States Government. Close coordination with the United States 
Attorney's Office is essential ift both of these situations.) 

(10)|a 11 representations made to an informant regarding 
his/her future prosecution in cases in which he/she is a subject, must 
be made by the United States Attorney's Office, on behalf of the 
United States Government, and not by the case Agent or others, on 
behalf of the FBI.| 

I |(ll)|Care must be exercised in handling informants to 

ensure that they are provided with no information other than that 
(which is (necessary to carry out their assignments. (Any disclosure of 
information to an inforaant obtained from criminal investigative files 
must have the express approval of the SAC and be documented in the 
informant's main file. All disseminat ions to inf oraants (must comply 
with the provisions of the Privacy(Act. No(disseaination(aay(be made 
of information which is classified, which identifies other informants 
(|or cooperative witnesses , (which is Grand Jury material (see Rule 6(e), 
Federal Rules of Criminal Procedure) , or which is otherwise 
privileged. When it is decided to disseminate information regarding 
( third persons or entities froa(FBI ( files , a teletype must be submitted 
to FBIHQ, on a UACB basis, under the informant's symbol number 
( caption, setting forth the following information: ((See (g) below.) ( 

(a) That the SAC of the field office has authorized 
dissemination of information from FBI criminal investigative files. 
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(b) The nature and seriousness o^the natter being 

investigated. 

(c) Specific details outlining the need to furnish 
the infomation to the infomant. 

(d) The specific information which is to be 
furnished to the informant. 

(e) The fact that the information to be released has 
been coordinated with the appropriate field divisions that may be 
affected by such dissemination. 

I (f) In emergency situations, the SAC, or in his/her 

absence, the ASAC, may authorize the disseminat ion of such information 
from criminal investigative files and immediately thereafter advise 
FBIHQ in the manner described herein. 

If it is determined that dissemination of 
I information from either civil or applicant investigative files is 
necessary in order to give the informant credibility, particularly in 
investigative matters dealing with loss of life, destruction of 
property, or which could have other serious consequences, or which may 
I contribute to the solution of a serious crime, the SAC must seek 
authority from FBIHQ prior to making such a disclosure. The request 
in this instance must include all information outlined above in 
11137-4 (ll)Ka)-(e). 

Ch) If it is determined that the information from 
FBI files which is to be given to an informant concerns an individual 
of no investigative interest to the FBI, the individual should, except 
in the situations set forth below, be contacted in order to obtain 
consent to utilize the needed information. Such contact with a third 
P®rty should not take place if to do so would jeopardize an 
investigation, disclose the identity of an informant, or when such 
contact could jeopardize the safety of the individual whose consent is 
being sought. 


(i) When it is not possible|or is otherwise 
inadvisable|to obtain the | third | party ' s consent, the SAC must obtain 
authority from FBIHQ to disseminate such information. (The request 
should also set forth the following information:] 

|l.|The nature and seriousness of the matter 

being investigated; 
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|2.|An outline of the need to furnish the 
inforaation to the inforaant; 

|3.|a list of specific inforaation to be 
furnished to the inforaant; 

|4. I Justification for not advising the 
individual to tfhoa the inforaation pertains; 

|5.|What effect such disclosure aight have on 
the individual's reputation in the coamunity; and 

|6.The personal recoamendation of the SAC. | 

(j) If it is deterained by the SaC that 
disseaination of inforaation being considered for disclosure to an 
inforaant contains derogatory inforaation regarding an individual who 
is or is not of investigative interest to the FBI, the SAC -will 
personally aake a recoaaendation to FBIHQ requesting authority to 
utilize such inforaation. 

(k) In all cases described above, wherein FBIHQ 
authority is required for disseaination of information from FBI files 
to FBI inforaants, this authority will be granted at the Section Chief 
level. All instances of such disseaination will be reviewed by the 
Director or Director's designee annually. The Directorjor Director's 
designee |wi 1 1 personally authorize the disseainat ion of inforaation to 
inforaants which is taken from applicant or civil files. Further, the 
Attorney General or Attorney General's designee |wi 1 1 | be notified of 
such|disseainations. | 

I (12) I Inf oraants (will |not be used to obtain information 
relating to legal defense plans or strategies. Whenja person has|been 
|foraally|charged with a crime and criainal proceedings are still 
pending, inforaants (will |no.t be used to|deliberately elicit] 
inforaation concerning | the criae(s) for which the person was (charged. 

(An individual is formally charged when he/she has been charged by 
indictment or inforaation or after his/her initial appearance 
following arrest.] 

j (13) ] Inforaation of value provided byjan inforaant (on 
(violations which are not of an investigative interest to the FBI] 
should be disseminated to(the appropriate law enforcement agency.] If 
full disclosure is not made for]one of the following reasons ,] then, 
whenever feasible, the field of f ice ] should (make at least limited 
disclosure to the law enforcement agency having jurisdiction. (The 
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disclosure should be (sufficient to apprise | theojof the|nature and 
extent of thefcriaiinal activity. (Full disclosure | should | be atadejto 
the appropriate law enforcenent agency as soon as the need for 
*‘**^ricting dissenination is no longer present. The action taken and 
the I jus t i f ication I f or the action should be docunented | in the 
inforaant s aain file. Factors to be considered in asking such a 
disclosure are srtiether the disclosure would jeopardize;! 

(a) (The identity of an inforaant/cooperative 

witness; | 


The lifejor personal safetyjof an FBI Agent, 
I inforaant/cooperative witness|or other persons; or 



I (15)lncreased|participation in the investigation of drug 
trafficking will logically result in expanded use of consensual 
Bonitoring techniques. Care aust^be exercised to ensure that 
inf oraants I do not participate | in consensual aonitoringjactivities. An 
inforaant Bust be converted to a cooperative witness before he/she can 
P*flicip*te in consensual aonitoring activities. Any exceptions to 
this requirement aust receive prior FBIHQ approval. Such individuals 
should be- fu:iy briefed as to the consequences of being converted to a 
cooperative witness, i.e., that they aay be required to testify at 
trial. (See (3).)| 


(16) (Doaestic terrorise inforaants aust be used in 
coapliance with the "Attorney General's Guidelines on General Criaes 
Racketeering Enterprise and Doaestic Security/Terrorisa 
Investigations." Prior to opening an inforaant in a Doaestic 
Terrorise investigation, there aust be an open and approved Doaestic 
Terrorise case. (See 137-3. 1 (3) .) | 

(17) (Undisclosed participation in the activities of an 
organization by an inforaant in a aanner that aay influence the 
exercise of rights protected by the First Aaendaent aust be approved 
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I by FBIHQ, with notification to the Departaent of Justice. | 

(18) |The lawful activities of legitiaate organizat ions 
are not subject to investigation. However, individual aenbers of such 
organizations aay be independently involved in criainal activity. In 
order to ensure that the privacy of constitutionally protected 
activities will be respected, the SAC aust approve the use of any 
individual where: 

(a) An inforaant or Confidential Source will aake 
use of foraal affiliation with an organization that has a 
predominantly legitiaate purpose, and the informant's or Confidential 
Source's formal affiliation will give him/her continued access to 
nonpublic information related to the legitiaate purposes of the 
organization. 


(b) An inforaant or Confidential Source will aake 
use of formal or informal affiliation with an organization that is 
predominantly engaged in political activities. 

(19) In determining whether to use an informant who is 
engaged in the lawful activities of legitimate organizations, the SAC 
should consider: 

(a) The likelihood of responsible behavior by the 
inforaant during the course of his/her organizational membership. 

(b) The ability of the FBI to focus the informant's 
reporting on members of the organization who are involved in criminal 
activities and to minimize adverse impact on innocent members of the 
organizat i on. 

(c) Whether the use of the informant or Confidential 
Source might inhibit free association or expression of ideas by 
innocent members of the organization in the future, or hinder the 
ability of the organization to function effectively. 

(20) In order to avoid the appearance of impropriety. 

Agents are prohibited from engaging in business or financial 
relationships with informants. If an exemption to this general 
prohibition is deemed necessary, the SAC must articulate sufficient 
background to demonstrate to FBIHQ that the relationship will not 
create an appearance of impropriety or otherwise reflect adversely 
upon the FBI. 

I (21)SensItive circumstances require particular caution. 
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eri«inal informant is operating under the direction of the FBI 
■#tter, the handling Agent and field Supervisor will review 
appropriate Attorney General's Guidelines on Undercover Operations 
Revised 11/13/92 as well as the MIOG, Part I. Section 137 and consult 
in the event that ijuestions arise regarding sensitive 
*’cuBstances . The following represent sensitive circumstances 
requiring Section Chief level approval (a discussion of extraordinary 
criminal activity is provided at 137-5.1(2); 

(*) Any investigative activity which involves the 
possibility of a criminal informant engaging in activity which 
involves sensitive circumstances" as defined herein, must be 
presented to the appropriate CIO section prior to the activity taking 
place. The section will either authorize the activity or refer it to 
the Undercover Review Committee for review/approval. For purposes of 
these guidelines, sensitive circumstances are involved if there is a 
reasonable expectation that the investigative activity will involve — 

1. An investigation of possible criminal 
conduct by any elected or appointed official, or political candidate, 
for a judicial-, legislative-, management-, or executive-level 
position of trust in a Federal, state, or local governmental entity or 
political subdivision thereof. 

2. An investigation of any public official at 
Federal, state, or local level in any matter involving systemic 

corruption of any governmental function. 

3. An investigation of possible criminal 
conduct by any foreign official or government, religious organization, 
political organization, or the news media. 

NOTE: There are some circumstances involving officials in judicial, 

legislative, management, or executive-level positions which may 
logically be considered nonsensitive. In such instances, the Section 
Chief, White-Collar Crimes Section, FBIHQ, who has a national 
perspective on matters involving public officials, must be consulted 
for a determination of sensitive circumstances . 


Manual 
Part I 

When a 
in any 


A. Engaging in activity having a significant 
effect on or constituting a significant intrusion into the legitimate 
operation of a Federal, state, or local governmental entity. 


proprietary. 


5. Establishing, acquiring, or using a 
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6. Providing goods or services which are 
essential to the commission of a crime, which goods and services are 
reasonably unavailable to a subject of the investigat ion except from 
the Government. 


7. Activity that is proscribed by Federal, 
state, or local law as a felony or that is otherwise a serious crime 
— but not including the purchase of stolen or contraband goods; the 
delivery or sale by the Government of stolen property whose ownership 
cannot be determined; the controlled delivery of drugs which will not 
enter commerce; the payments of bribes which are not included in the 
other sensitive circums tances ; or the making of false representat ions 
to third parties in concealment of personal identity or the true 
ownership of a proprietary (this exemption does not include any 
statement under oath or the penalties of perjury). 

NOTE: Some of the above activities, including the controlled delivery 

of drugs and bribe payments, are subject to specific review and 
approval procedures. These matters must be coordinated with FBIHQ. 

8. A significant risk that a person 
participating in an investigative activity will be arrested or will 
supply falsely sworn testimony or false documentation in any legal or 
administrative proceeding. 

9. Attendance at a meeting or participation in 
communicat ions between any individual and his or her lawyer. 

10. A significant risk that a third party will 
enter into a professional or confidential relationship with a person 
participating in an investigative activity who is acting as an 
attorney, physician, clergyman, or member of the news media. 

11. A request to an attorney, physician, member 
of the clergy, or other person for information that would ordinarily 
be privileged or to a member of the news media concerning an 
individual with whom the news person is known to have a professional 
or confidential relationship. 

12. Participation in the activities of a group 
under invest igat ion as part of a Domestic Security investigation or 
recruiting a person from within such a group as an informant. 

13. A significant risk of violence or physical 
injury to individuals or a significant risk of financial loss. 
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l^*Activities which could resuit in significant 
claias against the United States arising in tort, contract, or for 
coapensation for the "taking" of property. 


■15. Untrue representations by a person 
P**^^1*^P*^1**8 1** A*' investigative activity concerning the activities 
or involveaent of any third person without that individual's knowledge 
or consent . | 


EFFECTIVE: 12/20/93 


1 137-4.1 Operation of Inforaants by Task Force Members (See MIOG, 

Part I, 137-4.2(5).) 

(1) The primary purpose of these guidelines is to ensure 
that the integrity of the Criainal Informant Program is not diminished 
•• • result of the implementation of the task force concept. These 
guidelines attempt to balance the need to encourage full cooperation 
among FBI and non FBI task force personnel, while maintaining the 
level of security traditionally afforded to FBI informants. To attain 
this balance. Agents should limit the disclosure of the identities of 
FBI informants to non— FBI task force members to those situations where 
it is essential to the effective performance of their duties. 

(2) The SAC of the office of origin may authorize task 
force members to act as a co~case Agent. Task force members who have 

authorized by the SAC to act as a co-case Agent may be present at 
debriefings, witness payments, and have access to the informant's 
file. However, an alternate FBI case Agent must be assigned to handle 
the informant in the absence of the case Agent. The FBI case Agent or 
alternate Agent is ultimately responsible for the operation and 
control of the informant, including the responsibility for the 
pr®P*r*tion and submission of the necessary paperwork. A co-case 
Agent may meet with an informant without being accompanied by an FBI 
Agent, provided each such contact is fully documented. While the co- 
case Agent may make such contacts, it is recommended that the case 
^ent or alternate Agent be present during meetings with the 
informant. The presence of an Agent at such meetings not only serves 
to foster rapport, but also to ensure compliance with FBI and Attorney 
General Guidelines. 

(3) Task force members may not be provided with the 
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identity of an FBI inforaant, unless the SAC has granted appropriate 
disclosure authority or the SAC has approved him/her to be a co*case 
Agent for that specific individual. All task force members who have 
been designated as a co*case Agent must be advised of all relevant FBI 
and Attorney General Guidelines regarding the development and 
operation of FBI informants. The fact that the co*case Agent has been 
provided these instructions should be documented in the informant's 
file. 


(A) In addition to being advised of the relevant FBI and 
Attorney General Guidelines, a task force member who has been 
authorized to act as a co-case Agent must be advised that: 

(a) He/She is not to make any further disclosure of 
the identity of the informant, including to other members of his/her 
department or agency. 

(b) He/She is not to prepare, or cause to be 
prepared, any paperwork or other record, other than official FBI 
records, regarding their contacts with or payments to FBI informants. 

(c) fie/She may not provide his/her department or 
agency with any documents or information which identify or tend to 
identify an FBI informant. 

The fact that these instructions have been given to the task force 
member must be documented in the informant's file.| 


EFFECTIVE: 12/20/93 


|137-A.2 Disclosure Authority (See MIOG, Part I, 137*2 A 137-A(7), 
Part II, 3-8.. A.) 

(1) The SAC, or in his/her absence the ASAC, is 
responsible for granting disclosure authority to disclose the identity 
of an informant and will necessarily cause such disclosure of the 
release of information contained in an informant's file. In the 
decision-making process it is recommended the SAC consider the 
following issues: 

(a) The specific nature of the information to be 

disclosed. 


Sens i t ive 
PRINTED: 03/10/9A 


Sensitive 



) 


Manual of Investigative Operations and Guidelines 
Part I 


PACE 137 - 21 


(b) The naae, title and agency or department of all 
individuals who will have access to the information. 

(c) The specific nature of the request, demand or 
order which generated the disclosure request. 

(d) Whether the d isclosure will have an adverse 
impact on any individuals or FBI investigations. 

(e) The SAC’s recommendation as to whether the FBI 
should voluntarily comply with the request or whether an attempt 
should be made to assert appropriate administrative or legal 
objections to the request, demand or order. 

C2) The response to any subpoena, court order, or any 
request bearing on the identification of an informant or the 
production of any informant's file, document, data, or disclosure of 
the identity of the informant to any individual, must have prior SAC 
approval. Where appropriate, the field office should have the 
informant execute a release form (FD-746) prior to the disclosure of 
the informant's identity or any information provided by the informant. 
Should the informant refuse to sign the release, the refusal should be 
noted at the bottom of the form and the informant should be advised 
^bat the FBI may nevertheless release the informant information 
requested, as the informant privilege belongs to the FBI as opposed to 
the informant. The specific admonishment given to the informant 
should be recorded at the bottom of the form and the form should be 
witnessed by two Special Agents. 

(3) Any disclosure of information in the informant's file 
outside of the FBI, should be documented in the informant's main file, 
including the name of the person to whom the informant's identity was 
disclosed, the specific nature of the information disclosed and the 
reason for the disclostft'e. 

(4) Physical possession of the source file is never to be 
transferred to any individual outside the FBI other than a Federal 
judge for in-camera ex parte review. Any dissemination of serials 
from the source's files is to be done only after appropriate redaction 
and subsequent review by both the Principal Legal Advisor and SAC. 

(5) Members of joint FBI task forces may be provided with 
the identity of an informant on SAC authority consistent with Section 
137-4.1. 


Sensitive 
PRINTED: 03/10/94 


) 






Sensitive 


lUnuel of Investigative Operations and Guidelines . 

Part 1 PAGE 137 - 22 

(6) FBIHQ is to be subsequently advised of the facts and 
circuBstances regarding all disclosure issues. | 


EFFECTIVE: 12/20/93 


1 137-4.3 Donestic and International (Travel by Inf oraants | (See KIOG, 

Part II, 23-8.) | 

(1) DOMESTIC TRAVEL - (An SACjaay authorize travel by|an 
inforaant I within the continental United States following coordination 
with the SAC, or in | his/her (absence , the ASAC, of the f ield | of f ice | to 
be visited. (SaC authorization is only required in instances where the 
inforaant is traveling on behalf of or at the behest of the' FBI.j 
Travel aay not be approved by any other aanageaent or supervisory 
official within the field office. (Noraal travel within the 
continental United States should be confiraed by teletype to the 
affected divisions.( 

(2) INTERNATIONAL TRAVEL -(All inforaants who travel to 

an extraterritorial jurisdiction, either on behalf of or at the behest 
of the FBI, regardless of the nuaber or frequency of such travel. Bust 
adhere to the provisions of the "Attorney General Guidelines on the 
Development and Operation of FBI Criainal Inforaants and Cooperative 
Witnesses in Extraterritorial Jurisdictions." The approval aechanisa 
necessary for inforaants to travel to extraterritorial jurisdictions 
is set forth in the af oreaentiened Attorney General Guidelines and aay 
only be obtained on a request-only basis, not on a UACB basis.( 


kurrmmkTion 
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I 1 137-5 I INFORMANT PARTICIPATION IN AUTHORIZED AND UNAUTHORIZED 
CRIMINAL ACTIVITY 

|An informant may not be authorized to engage in any 
activity that would constitute a crime under state or Federal law, if 
engaged in by a private person acting without the authorization or 
approval of an appropriate FBI and United States Attorney's Office 
representative, except as authorized by this section. For the 
purposes of this section, such activity is referred to as "authorized 
criminal activity."! 


EFFECTIVE; 12/20/93 


|137-5.1 Informant Participation in Authorized Criminal Activity 
(See MIOG, Part 1, 137-5.2(1) & 137-6(1).) | 

(1) Approval for participation by an informant in 
jjauthorizedjcriminal activities of an ordinary nature (those not 
fitting the definition of extraordinary criminal activity in 
I 1 137-5. 1 (2)) , (other than the routine purchase of stolen or contraband 
goods, requires authorization at the ASAC level or above. 

Participation in the purchase of stolen goods or contraband can be 
authorized at the level of the field supervisor or above. |For the 
purpose of these guidelines, drugs are contraband.] The authorizing 
official must make a written findingjin advance of any such activity.] 
This written finding must be documented in the informant's main file 
prior to the activity and should specify the facts and circumstances 
1 relied upon in making this determination. In emergency situations, 
the ASAC or the appropriate Supervisory Special Agent may verbally 
authorize the activity and immediately thereafter document that 
I authorization in the informant's main file. ]The finding must state 
] that: (See (3) below.) 

(a) The activity is necessary to obtain information 
or evidence for (paramount (prosecutive purposes, to establish or 
maintain credibil ity(or cover (with(persons associated with criminal 
activity in connection with the investigation, (or to prevent or avoid 

(the danger of(death or serious bodily ( injury; or] 

(b) The need for participation in a criminal 
activity by an informant outweighs the seriousness of the conduct 
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involved. 

(2) (Participation by an infornant in authorized 
extraordinary crisinal activity aay only be aade by the SAC, or in the 
Sac's absence, the ASAC, after consultation with and the approval of 
the United States Attorney. Additionally, the participation of an 
infornant in any of these activities nay constitute a sensitive 
circumstance, and therefore will require prior approval of the 
appropriate Section Chief, FBIHQ. The SaC's written deternination and 
a record of the United States Attorney's approval shall be inaed iately 
forwarded to FBIHQ and to the Assistant Attorney General in charge of 
the Crininal Division or his/her designee, in a forte suitable to 
protect the identity of the infornant. The United States Attorney's 
opinion should be confirned in writing in such a nanner as to protect 
the infornant's identity. Extraordinary crininal activity is defined 
as that activity which nay involve a significant risk of violence, 
corrupt actions by high public officials or severe financial loss to 
any victin. FBIHQ nust be notified by teletype of such 
authorizations, as well as the concurrence of the United States 
Attorney. (Sensitive circumstances are discussed in detail at 
137-4(21). (See (1) above & (3) below.)] 

I (a) I If the Sac reasonably deternines that an 
emergency situation exists requiring an infornant's participation in 
extraordinary I criminal activities prior to being able to obtain the 
United States Attorney 's | opinion, the SAC nay approve the 
participation on his/her own authority but shall immediately 
thereafter notify the|United States At torney, | FBIHQ | and the Assistant 
Attorney General, Criminal Investigative Division or his/her 
designee. I Situations wherein the SAC could utilize such authority 
are: to protect lossjof life or [substantial property, to apprehend or 

identify a fleeing offender, or to protect the imminent loss of 
essential evidence. In such emergency situations, the SAC shall 
attempt to consult by telephone with a senior member of thejUnited 
States Attorney *s [Office before approving the informant's 
participation. 

(3) [Written findings made pursuant to 137-5.1(1) and (2) 
must be documented in the informant's main file prior to the activity 
and should specify the facts and circumstances relied upon in making 
this determination, the dates for which the criminal activity has been 
authorized, the concurrence of the United States Attorney and a 
description of the anticipated criminal activity expected to take 
place. In emergency situations, the documentation should be done as 
soon as possible following the activity.] 
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(A) (when it is anticipated that the informant will 
participate in authorized criminal activity incident to a Group I 
undercover operation, approval must be given in advance by an 
Assistant Director on the recosnendat ion of the Criminal Undercover 
Operations Review Committee, except that the Deputy Director’s 
approval is required for participation in authorized criminal activity 
involving a significant risk of violence or physical injury to 
individuals. All approvals must be recorded in writing.] 

|(5)|When approval is granted for an informant to 
participate in criminal activity, he/she | wi 1 1 | be | ins tructed | that under 
no circumstances (are they to (participate in any act of violence, 
initiate a plan to commit criminal acts or use unlawful techniques to 
obtain information for the FBI. 

(6) (The field office should, to the extent practicable, 
ensure that: 

(a) The adverse effect of the activity on innocent 
individuals is minimized. 

(b) The informant's participation is minimized and 
that the informant is not the primary source of technical expertise or 
financial support for the activity in which he/she will participate. 

(c) The informant's part icipat ion in the activity is 
closely supervised by the FBI. 

(d) The informant does not directly profit from 
his/her participation in the activity.] 

|(7)Any proposal by a Confidential Source to engage in 
otherwise criainal activities in order to gather infornation changes 
the status of that individual fron Confidential Source to infornant. 

(8) The alternate contacting Agent or second witnessing 
Agent Bust be present whenever the informant is briefed regarding the 
nature and extent of his/her authorized criainal activity unless 
strong written justification can be given to and approved by the SAC, 
or in the absence of the SAC, the ASAC, not to have a second Agent 
present. 


(9) The SAC Bust review all such criainal activity by 
informants at least every 90 days. The SAC's review must be 
documented in the informant's aain file or the appropriate control 
file. I 
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1 137-5.2 Inforsant Participation in Unauthorized Criminal 
Activity 

(1) While carrying out an FBI assignment, an informant or 
Confidential Source has a unique relationship with the FBI; therefore, 
his/her participat ion in any unauthorized activity in connection with 
an FBI assignment, even of a minor character, must be carefully 
scrutinized. Hence, whenever it is determined that an informant or 
Confidential Source has participated in criminal activity which was 
not authorized pursuant to Section 137-5*1, the field supervisor will 
ensure that the appropriate law enforcement or prosecutive authorities 
are advised of any violations of law and make a written determination 
of whether continued use of the informant is justified. This 
determination should be documented in the informant’s main file. 

I (a) [whenever a field office learns of the commission 
of [an unauthorized criminal actjby an informant or Confidential 
Source , I FBIHQ must be notified immediately. | A recommendation must be 
made whether to not i fy | the | appropriate state or local law enforcement 
or prosecutive authorities of any violation of law, as well as whether 
continued use of the informant or Confidential Source is justified. 

In situations where notification to state or local authorities is 
determined to be inadvisable, or where any request or recommendation 
is made to state or local authorities tojdelay or forego | enforcement 
action, the field officefmust advise FBIHQ of: 

1. The facts and circumstances surrounding the 
informant's or Confidential Source's criminal violation; 

2. The nature of the notification or request 
that was made to state or local law enforcement or prosecutive 
authorities, and the just i f ication for the notification; 

3. The nature of the information gained as a 
result of the violation; and 

4. What use will be made of any information 
gathered through the violation of law. 
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Thereafter, the FBIHQ will sake a specific deterninat ion on whether to 
continue use of the informant or Confidential Source. 

(b) A field office must notify FBIHQ whenever it 
learns of participation by an informant or a Confidential Source in an 
act of violence, even when appropriate state or local law enforcement 
or prosecutive authorities have been notified* A secure teletype must 
he submitted to FBIHQ setting forth the facts and circumstances 
concerning the informant's violent activity, what notification or 
request has been made to state or local law enforcement or prosecutive 
authorities, what use will be made of any information gathered through 
the activity; and, whether the office will continue to use the 
informant • 


(2) In determining whether to notify appropriate Federal, 
state or local law enforcement or prosecutive authorities of an 
inf ormant * s/Conf ident ial Source’s criminal activity, the following 
factors should be considered:! 


inchoate* 


(a) Whether the crime was completed, imminent or 


(b) The seriousness of the crime in terms of danger 
to life and property. 

(c) Whether the crime is a violation of Federal or 
state law, and whether a felony, misdemeanor or lesser offense. 

(d) The degree of certainty of the information 
regarding the criminal activity. 

(e) Whether the appropriate authorities already know 
I of tne criminal activity and the | inf ormant ' s/Conf ident ial Source’s! 

ident i ty. 


activity. 


(f) The effect of notification on FBI investigative 


|(3)Under no circumstances will the field office take any 
action to conceal a crime by an informant/Conf ident ial Source. 

(A) No factual representat ions or recommendations may be 
made regarding the disposition of any charges which may stem from 
unauthorized criminal conduct by the informant without prior FBIHQ 
authorization. | 
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1 1 137-61 GUIDELINES AND INSTRUCTIONS TO BE DISCUSSED WITH 
INFORMANTS 

The following Batters Bust be Bade clear to the informant 
|at the earliest opportunity, but in no event, later than the second 
contact after being converted. | These admonishments must be reiterated 
at least annually or at any time there is an indication that there is 
a need. |The fact that the informant has been so advised or readvised 
Bust be documented in his/her file and indexed on the FI>'237. The 
admonishments are as follows:] 

I (1) (assistance voluntary • I The I inf ormant * s assistance is 
strictly voluntary and will not exempt him/her from arrest or 
prosecution forjany violation of law except where such violations were 
approved by the appropriate FBI of ficial (pursuant to|Section 137-5.1. ] 

|(2)|N0T employee or I undercover I agent -jThejinformant is 
not and may not considerjor represent himself/herself | to be an 
employee or undercover Agent of the FBI. 

I (3) (confidentiality - ( The I inf ormant ’ s relationship must 
be maintained in the strictest confidence and [he/she (must exercise 
constant care to ensure that the relationship is not divulged to 
( anyone. 


I ((A) [REPORT POSITIVE INFORMATION - ( The ( inf ormant (bus t [ 

I report (all (positive inf ormation, ( both inculpatory and exculpatory ,( as 
promptly as possible. 

I (5) [ JURISDICTION * (An [ inf ormant who is providing 
information[relating to specific criminal violations ( is to be advised 
of ( the (pertinent [ legal issues related to the FBI's jurisdiction in 
that area. ( 

I ((6) (acts of VIOLENCE * Inf ormants (will (not participate in 

acts of violence. When asked to participate in an act of violence or 
when an informant learns of plans to commit (an act [of violence, the 
informant (is to take all reasonable measures to[discourage the 
(violence, and report the incident to his/her handling Agent at their 
earliest opportunity.] 
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I (7) I unlawful techniques - Inforaants |will |not use 
lunconstitutional or|unlawful techniques (e.g., breaking and entering, 
electronic surveillance, opening or tanpering with the ®ail) to obtain 
inforaation for the FBI. 

|(8)|PLAN criminal acts - Informants I will|not initiate a 
plan to coBBit criBinal acts. 

I (9)PARTICIPATI0N|WITH subjects - Informants |will [not 
Participate in criminal activities (unless specifically authorized by 
the FBI. I 


I (10) I Payments are income ~ if the informant is to be paid, 
|he/she|must be advised that [the (payments are taxable for Federal 
income tax purposes. 

((ll)GRANT OF CONFIDENTIALITY - The informant must be 
advised that the FBI will not disclose either his/her identity or the 
inforaation provided by him/her on a confidential basis which tends to 
identify him/her, unless necessitated by compelling operational, 
litigative or prosecutorial cons iderat ions . ( 

( (12) (CONFIDENTIAL SOURCE -(Need only(be advised that 
he/she is not acting as an agent or employee of the FBI and that under 
no circumstances should he/she use unlawful techniques to obtain 
inforaation. The fact that a Confidential Source has been so advised 
must be documented in the main file and indexed on the FD-237. 


EFFECTIVE: 12/20/93 


( 137-7 ( RESTRICTIONS REGARDING THE DEVELOPMENT (AND OPERATION 
OF INFORMANTS (See MIOG, Part 1, 137-3.1.1 (3) & (A), 
137-3.2(1) (1) & Part II, 3-8.6.) ( 

(sac authority(is required to initiate(an SI on an 
individual and FBIHQ authority is required to convert that individual 
to a fully operational privileged informant. For the purposes of this 
section, the following individuals are to be considered privileged 
informants: any person admitted to practice law in state court, any 

licensed physician, any practicing member of the clergy, and any 
member of the news media. ( Privileged informants that have been 
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certified as to suitability must be authorized by the Assistant 
Director, Criminal Invest igative Division] (CID) , before they can be 
converted to a fully operational inforsant. A field supervisor say 
approve the | acceptance of information fron a privileged individual on 
a one*tise basis where the information is not privileged and is not 
I collected|at the behest of the FBI.j 


EFFECTIVE: 12/20/93 


1 137-7.1 Restrictions Concerning the Development and Operation 
of Privileged Occupation Informants (See MIOG, Part I, 
137-3.1.1(5), 137-3.2(3), 137-7.1.2 £. Part II, 3-8.6.) 

(1) Acceptance of information from a privileged 
individual on a one-time basis, where the information is not 
privileged and is not collected at the request of the FBI, may be 
approved by a field supervisor. 

(2) The operation of a privileged informant may 
constitute a sensitive circumstance and therefore may require the 
prior approval of the appropriate Section Chief, FBIHQ, 

(3) I The privileged informant's value to FBI invest igat ive 
interests should be evaluated in terms of possible | Fifth and|Sixth 
Amendment and conflict of interest issues. These individuals will 
only be approved for operation when it can be clearly articulated that 

| |their|assistance will be of such significant value|to the FBI's law 
enforcement mission|that it outweighs the sensitivity of (these areas | 
of concern, and the assistance cannot be reasonably obtained in 
another manner. 


(4) (The Principal Legal Advisor (must | review the results 


of every contact with all privileged informants to ensure that 
legal or ethical issues are identified and properly addressed 


all 


|(5)|An individual in the privileged category |may|not be 
operated as an informant if he/she would be willing tojprovide 
information if his/her | conf ident ial i ty were not protected. 


I 


I (6)Privileged inforaants Bust be adviied that.: 


(a) 


In seeking inforaation froa hia/her, the FBI is 
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I not requesting hia/her to violate any legal obligation of 
I confidentiality. 


1 (b) He/She should not furnish any inforaation to the 
FBI which would violate such a privilege. 

(c) The FBI will not knowingly give hia/her any 
assignaents which will cause a violation of his/her legal or ethical 
obligations • 

i The fact that these adviseaents were given Bust be docuaented in the 
inf oraant 's file.) 

|(7)|lf it is deterained that the inforaant has furnished 
inforaation which vi olates | his/her | obi igat ion | of client 
confidentiality, |such inforaation should be recorded for the purpose 
of: 


I I (a) I Es tabl ishing that the inforaation was received 

and that the issue was recognized. 

I I (b) Docuaent ing I that no use was aade of the 

inforaation. 


I (c) Acknowledging that the | inf oraat ion received was 
I relevant to an|FBI | investigation, |and| that the inves t igat i on proceeded 
independent of such inforaation. 

I |(8)|Use of privileged or other client-related information 

will be permitted if it is furnished regarding a situation wherein 
there could be loss of life, serious physical injury, 

I destruction of|property of substantial value, result in other | serious 
consequences or which may contribute to the solution of a serious 
crime. If such a situation does develop, depending upon the exigency 
of the circumstances, the United States Attorney's Office and FBIHQ 
must be consulted prior to any use of the privileged information. If, 
because of exigent circumstances, consultation with the|United States 
Attorney's [Office and FBIHQ is not possible prior tojthejuse of the 
information, both thejUnited States Attorney's [Office and FBIHQ must 
be advised immediately after that use. Only in the most urgent of 
I circumstances should FBIHQ and the[United States Attorney's Office[ 
prior concurrence not be obtained. Use of privileged information is 
to be thoroughly documented and will be allowed only in serious 
situations where to ignore the information could be construed as 
neglect of duty, notwi thstanding the fact that such information may 
I not be admissible in a court of law. [(See HIOG, Part I, 
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I 137-7.1.1(1).) I ^ 

I I (9) (Privileged informants who have not made 

significant contributions | to FBI investigative matters (within any six- 
month period should be closed. This will preclude the continued 
operation of marginal privileged informants and limit (contacts with 
privileged sources to those which are fully justified by operational 
considerat ions • | 

I I OO) I Any change in a privileged informant's status in the 

community must be immediately brought to the attention of FBIHQ. 

These changes would include appointment or election to public office, 

I or (extensive|media attention. 


EFFECTIVE: 12/20/93 


(137-7.1.1 Additional Restrictions Regarding the Operation of 
Attorneys (See MIOG, Part II, 3*8.6.) 


The operation of an attorney as an informant presents 
a significant risk of creating the perception of conflict of interest 
due to his/her obligation to fully represent his/her client. Due to 
the sensitivity of these circumstances , the operation of attorney 
informants must be in strict adherence with the following 
instructions : 


(1) (EXCEPT FOR EXTRAORDINARY SITUATIONS AS SET FORTH IN 
137-7.1(8), |n0 information! hay I be ACCEPTED FROM AN ATTORNEY INFORMANT 
REGARDING ANY OF HIS/HER CRIMINAL OR CIVIL CLIENTS REGARDLESS OF 
WHETHER OR NOT THE INFORMATION BEING PROVIDED IS DERIVED FROM A 
PRIVILEGED COMMUNICATION. The attorney inforaant should be 
specifically advised not to furnish any information, privileged or 
otherwise, concerning his/her clients. THIS RESTRICTION APPLIES TO 
INFORMATION RECEIVED BY THE ATTORNEY INFORMANT DURING THE ATTORNEY- 
CLIENT RELATIONSHIP AND DOES NOT APPLY TO INFORMATION RECEIVED BY THE 
ATTORNEY INFORMANT PRIOR TO OR SUBSEQUENT TO THE ATTORNEY-CLIENT 
RELATIONSHIP. 


I (2) |No I payaents I for services j are j to be made to an 
attorney with a criminal defense practice {without prior FBIHQ 
approval . | 
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EFFECTIVE: 12/20/93 


|137~7.1.2 Additional Restrictions Regarding the Operation of 

Heitbers of the News Media (See MIOG, Part II, 3-8.6.) 


In addition to the restrictions set forth in Section 
137-7. 1 , I infornat ion obtained from privileged inforsants who are 
■embers of the news aedia Imust | be relevant to the FBI's investigative 
responsibilities. These individuals are not to be utilized for the 
purpose of controlling or aanipulating the news aedia. (Further, these 
individuals Bust be advised that the FBI will not knowingly influence 
or attempt to influence the editorial policy of the news media. | 


EFFECTIVE: 12/20/93 


1 137-7.2 Restrictions Concerning the Operation of Specific 

Individuals as Informants Based on their Employment 
or Status 

(1) The following informants may be authorized for 
operation by the SAC, or an individual designated by him/her, if the 
requirements set forth below are met and set forth in the opening 
teletype. This authorization must be noted in the opening teletype. 
Where such approval has been granted, the teletype aay be submitted on 
a UACB basis. If the requirements cannot be met, these individuals 
■ay be opened on a request-only basis, not on a UACB basis. 

I (a) FE/5ERAL OR STATE PROBATION OR PAROLE. | 

I Individuals on Federal or state probationjor (parole may not be 
operated as informants in violation of the conditions of their 
probation or parole. It is required that these conditions be 
determined during suitability and pertinence inquiries and the results 
( of this determination be documented in the conversion teletype(as( 
described in 137-3.2. In those cases where an individual would be in 
( violation of (probation or parole restrictions. ( if operated as an 
informant, the field office should obtain the necessary probation or 
( parole official's permission to operate the individual. (This 
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authorization Bust be docuaented in the inforsant's file*| In those 
instances where an individual *s | probat ion or parole | of ficer cannot be 
contacted, FBIHQ Bust be advised of the reason] why | this contact cannot 
be Bade, the need by the field office to use the individual and a 
request for FBIHQ to grant authority for use of the individual as an 
informant. |Where the field office deens that it would be 
inappropriate to contact either the source's probation or parole 
officer or sentencing judge, they Bay request FBIHQ authorization to 
operate the individual without the af orenentioned concurrences. Such 
a request Bust set forth sufficient facts to justify a deviation from 
the aforementioned policy*] 

||The|United States Parole Commiss ion | (USPC) | requi res | that | parolees and 
Bandatory releasees agree in writing not to act as informants or in 
other similar capacities for a law enforcement agency. This 
requirement does not preclude accepting information from such persons 
as citizen complainants * These individuals Bay be considered for 

I development as informants when | the | per iod of | thei r | parol e has expired 
or in those cases wherein the field office has obtained the necessary 
parole official's permission and] this is | document ed in the conversion 
teletype described in 137-3.2. |The operation of any Federal parolee 
must be in compliance with the USPC rules and regulations. | 

I |(b)INHATES. The|use of a cellmate informant, that 

is, one who has been placed in the cell for the purpose of gathering 
information regarding pending charges, requires | the j pri or | approval of| 
FBIHQ and the concurrence of the prosecuting |Uni ted States |Attorney's 
Office. I Cel Imate I inf ormants may only be used as listening posts and 
may not question an accused or stimulate conversations concerning 
(charged offenses. (See Legal Handbook for Special Agents, 

8-3. 3.2(1).) Any use of Federal inmates, or anyone in the custody of 
the U.S. Bureau of Prisons, even if held in a local holding faci lity, 
which results in the release or transfer of an inmate informant, in 
authorized criminal activity, or consensual monitoring involving the 
inmate wearing a body recorder, must have prior approval of Office of 
Enforcement Operations (OEO) , Criminal Division, Department of Justice 
(DOJ) • This approval should be requested by teletype to the FBIHQ 
substantive unit subsequent to opening and prior to utilization of the 
source. (If an informant becoses operational, the informant should be 
converted to a cooperative witness. Operational is defined as wearing 
a body recorder, the introduction of an undercover Agent, etc.) In 
order to facilitate the submission of the appropriate information in 
the request to DOJ, OEO, the following outline is provided so that a 
well-inforaed decision can be made: 

I 1. Location of prisoner; 
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2. Identifying data on the prisoner, e.g., date 
■of birth, place of birth, Bureau of Prisons number. Social Security 
Number, and physical description; 

3. Charges for which prisoner is incarcerated; 
including date, sentence, judicial district, and sentencing judge; 

A. Copy of prisoner's arrest record or summary 
of the arrest record must be submitted; 

. The necessity for utilizing the prisoner in 

the investigation including what other techniques have been tried and 
why they have failed; 


. . investigation and his/her 

role in the crime or organization under investigation; 

2. Describe the prisoner's relationship or 
association with the target (s) under investigation; 

Are the targets aware of the prisoner's 
incarceration status? If so, what is the prisoner's cover story to 
avoid jeopardizing his/her safety or the investigation? 

Detailed explanation of the operational role 
the prisoner is to perform; 


10. Describe 
to ensure the prisoner's safety, 
prevent the prisoner's escape; 

IKLength of 

in the activity; 


the security measures to be taken 
alleviate risk to the public, and 

time the prisoner will be needed 


12. Will the prisoner be needed as a witness and 
will he/she be considered for the Witness Security Program? 

13. Will a prison redesignation be necessary 
upon completion of the operational role? 


14. Will the prisoner remain in the custody of 
the investigative agency; be housed in jails or similar facilities at 
certain times; or will the prisoner be unguarded except for their own 
protection? 
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15. The total nuaber of law enforceaent agents 
assigned to the security detail; 

16. Has the request been endorsed by the 
appropriate Federal/state prosecutor? If not, provide a detailed 
explanation. Please provide naae, phone nuaber, and location of the 
Assistant United States Attorney endorsing the request. 

17. An interia progress report should be 
subaitted if a continuance, beyond date originally projected for 
conclusion, is necessary, and a detailed progress report should be 
subaitted at the conclusion of activity; 

18. Sealed court order(s) aust be obtained after 
the request has been approved if the prisoner is unsentenced or on 
writ status. 


(c) SWORN LAW ENFORCEMENT OFFICERS. The opening of 

a sworn law enforceaent officer as an inforaant will be peraitted only 
in those instances where the individual is providing inforaation in 
investigations into corruption within his/her eaploying governaental 
entity. A stateaent regarding the specific nature of the inforaation 
to be provided and the reason why the inforaation cannot be furnished 
to his/her departaent aust be included in the opening teletype. 

(d) ELECTED/APPOINTED GOVERNMENT OFFICIALS (FEDERAL, 
STATE AND LOCAL). These individuals aust be advised that the FBI will 
only accept inforaation concerning alleged criainal violations of law 
and will not accept inforaation concerning the political beliefs or 
personal lives of individuals within their governaental body, or the 
private or confidential deliberations of that body, unless violations 
of law are occurring. Further, the FBI will not knowingly influence 
or atteapt to influence any action of the governaental body unless in 
furtherance of a coapelling investigative interest and authorized by 
the appropriate FBIHQ official. The fact that these adviseaents were 
given aust be docuaented in the inforaant's file and set forth in the 
opening teletype. 

(e) UNION OFFICIALS. These individuals aust be 
advised that the inforaation which they provide is subject to the 
reporting provisions of the Caployee Retireaent and Incoae Security 
Act and that the FBI is not interested in, nor will it accept, 
inforaation concerning legitiaate union activities. Further, the FBI 
will not knowingly influence or atteapt to influence any action of the 
union. 
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financial institution employees. These 
individuals aust be briefed on the provisions of the Right to 
Financial Privacy Act and advised that the FBI will not knowingly 
accept inforaation which violates the provisions of that Act. 

Cg) school employees. These individuals Bust be 
advised of the provisions of Title 20, USC, Section 12326, coanonly 
known as the Buckley Aaendnent. This statute generally prohibits 
®^^^ati®nal institutions and their eaployees fron releasing 
information from records which they maintain on individuals who have 
either attended or been enployed by the institution. Such informants 
must be advised of the provisions of the law, even if the information 
they are providing is obtained independent of their employment. 

(h) ACTIVE-DUTY MILITARY. The provisions of the 
Posse Comitatus Act, Title 18, USC. Section 1385, may prevent the use 
of these individuals in certain types of investigat ions . These 
individuals must be advised that the FBI will neither seek' nor accept 
assistance or information which will violate the provisions of the 
Posse Comitatus Act. 

(2) The operation of the following informants may only be 
authorized by FBIHQ, not on a UACB basis. The opening communication 
should clearly articulate that their assistance will be of such 
significant value that it outweighs the sensitivity of operating the 
individual and that the assistance cannot be reasonably obtained in 
another manner. (See MIOG, Part I, 137-3.1.1 (5).) 

WITNESS SECURITY PROGRAM (WSP) . The operation 
of a current or past participant in the WSP requires the approval of 
the Department of Justice's Office of Enforcement Operations (OEO) . 
r t II, Section 27-13.2.) A teletype with 

the subject aust be submitted to the CriminaWnfbrmant 
Unit (CIU) , FBIHQ, with the following information: 

1. Name of source »r person relocated (source 
may be a witness or a person relocated as a result of witness’s 
cooperation such as a family member, boyfriend, or girlfriend). 

2. Alias(es) used by the witness. 

3. Approval of the appropriate headquarters' 
official of the concerned agency (will be given by the CIU when 
coousunicat ion is forwarded to OEO). 
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4. If the source is not a witness, relationship 
of source to the witness, and naae of witness. 

5. Identifying data on source, e.g., sex, date 
of birth, place of birth. Social Security Number, and Bureau of 
Prisons Register Number (if applicable). 

6. Source's employment; if unemployed, how 
source is subsisting; and extent this activity jeopardizes source's 
livelihood. 


7. Name(s) of target(s) of invest igation and 
their role in the crime or organization under investigation. 

8. Significance and/or scope of the criminal 
activity and target(s). 


9. Source's relationship or association with 
the target (s) under invest igation. 

10. Necessity of utilizing source in 

invest igation, including details about nature of use being requested. 

11 . Consideration of alternatives to source's 
use and indication of why they will not work. 

12. Detailed account of source's involvement in 
criminal activity subsequent to being approved for WSP services. 

13. Appraisal of whether request centers on 
source's new criminal involvement, and how source is aware of new 
criminal activity. 

14. The benefit that source expects in return 
for his/her cooperation. 

15. Statement as to whether source's activity 
requires him/her to testify. 

16. Indication as to whether source completed 
testimony for which he/she was placed in the WSP. If known, district 
and sponsoring AUSA. 

17.1f known, details about other agencies' use 
of source since relocation. 
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IS.Probation or parole status'^f source 
(indicate whether U«S« Probation Office and U.S* Parole Cosusission 
should be notified). 


19.Security measures to be taken to ensure 
source's safety and ainiaal risk to the public. 

20. Use of electronic devices, body recorders, 
etc. (cooperative witnesses only). 

21. Nane of case Agent or Agent specifically 
responsible for safety of source* 

22*Length of tiae source's assistance will be 
needed regarding this inves tigat ion. 

23*Whether source is incarcerated; if so, 
location and whether prosecutor and/or judge should be avoided. 

24. Whether the source will reoain in custody of 
the FBI, be housed in jails or similar facilities at certain tines, or 
whether source will be unguarded except for his/her own protection. 

25. If the source is incarcerated, whether a 
prison redesigns! ion will be necessary upon completion of activity* 

26. Whether source is represented by counsel and 
whether counsel concurs with activity. 

27. If applicable, whether activity has been 
endorsed by appropriate Federal/state prosecutor; if so, name, 
telephone number and location of prosecutor (cooperative witnesses 
only) . 


28*Whether source's activity will require 
submission of new WSP application and subsequent relocation. 

29. Whether the source will be charged/indicted 
in this investigat ion. 

(b) MINORS (INDIVIDUALS UNDER THE AGE OF 18) . 

In requesting authorization to use a minor as an informant, the field 
office must indicate whether parental consent has been obtained for 
his/her use. If such consent has not been obtained, state whether 
such consent can or will be obtained. If obtaining consent from 
his/her parents is not feasible, the field office must state the 
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justification for use of such an individual in the absence of parental 
consent. 


(c) BUREAU OF PRISONS (BOP) PERSONNEL. Utilization 
of BOP personnel requires approval of the Departaent of Justice’s OEO. 
In submitting a request for review by OEO, the field must provide the 
appropriate FBIHQ substantive unit with the following information: 

1. Name of BOP employee. 

2. Location and job title of employee. 

3. Necessity of utilizing the employee in the 
investigation. If other techniques are available, an explanation is 
required. Detail the activity in which the employee is to be engaged 
and the location and length of time the employee will be needed. 

Advise specifically whether the employee will be required to contact 
target(s), relatives, friends and associates outside the institution 
in connection with this inves t igat i on . 


A. Name(s) of target (s) of the investigation 
and their role(s) in the crimes or organization under investigation. 


5. Security measures to be taken to ensure the 

employee's safety. 


witness . 


6. Whether the employee will be needed as a 


7. Whether a job transfer will, or may, be 
necessary upon completion of the activity. 


8. Whether the activity will jeopardize the 
employee's family, and if so, how. 

9. Name(s), title(s) and location(s) of any BOP 
personnel and phone numbers with whom this matter has been, or will 
need to be discussed. 


This does not apply to routine interviews of BOP personnel where the 
employee is not asked to perform an operational role in furtherance of 
an FBI investigation. 

(d) COUNSELORS IN DRUG TREATMENT PROGRAMS. Federal 
law prohibits the opening of these individuals for the purpose of 
obtaining information on matters relating to the counseling of 
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I patients. 


EFFECTIVE; 12/20/93 


||137-8I PAYMENTS TO INFORMANTS | (See MIOG, Part II, 32-1.) | 

I (1) The SAC is (personally responsible for all payments to 
informants. All payments must be requested by|the submission of a 
*^*’*^^ request form and a (memorandum to the SAC. (The memorandum (must 
contain the(case title, (total amount previously paid to the informant 
(during the Fiscal Year (FY),(the date the informant file (was (opened, 
and the information jus t i f ying ( the ( reques ted payment. These requests 
should be closely scrutinized to ensure that they are commensurate 
( with [ the [value (of the (( inf ormat i on ( received. This responsibility 
rests with the field office ®anagement* 

I (2) I Payment s to informants for services and expenses must 
be made from(his/her case (funds based on SAC or, in his/her absence, 
ASaC authority, and not from(the substantive (case fund payment 
authority, (in resolving whether a payment should be charged to the 
informant or substantive case fund, it is useful to determine who 
derived the primary benefit of the payment, and whether the expense 
was incurred as a direct cost of operating the informant. Khere the 
payment is made for the purpose of conferring a benefit to the 
informant or is made as a direct result of operating the informant, it 
should be charged against the informant's case fund authority and not 
the substantive case authority. ( 

(3) (The alternate contacting Agent or a second witnessing 

Agent must be present «t all payments to an informant unless strong 

written justif ication can be given to and approved by the SAC, or in 

the absence of the SAC, the ASAC, not to have a second Agent present. ( 

(4) (An individual who has requested confidentiality may 

be paid one time for services rendered and/or expenses incurred under 
SAC authority without being opened as an inform^t. This one-time 

payment under SAC authority can be up tofl||H|^ Should the person 

be paid a second time, he/she should be opened as an informant. This 
one-time payment policy may be waived by FBIHQ when necessary to 
maintain an individual for security or trial purposes. Payments to 
one-time nonsymbol sources are charged to the field office informant 
budget using the substantive case file number. Payments are therefore 
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payaents to 


(5) The Sac or, in his/her absence, an AS AC, | may approve 
|an inf oraant I f or expenses in obtaining information, the 
performance of services, or information on a C.O.D. basis up to 

FY.| In situations where|an inf ormant | wi 1 1 incur expenses, 
suci^as travel , in|connection with his/her operation or|in order to 
obtain information for the FBI, the SAC may authorize payment | of an 
advance|for these expenses prior to | the | expenses | actual ly | being 
incurred by the informant. |Where funds are advanced in this manner, 
the field office must ensure that the actual expenses incurred by the 
informant are determined and reconciled with the advanc e of funds .] 
When the total of such payments to an informant i^^achesmim^^ 
additional payment authority must be obtained from FBIHQ before any 
further payments or advances can be made. Subsequent requests for 
ad^^^nal payment authority should be submitted in increments of 
mHlim^or the amount re quired fo r the current FY, whichever is less. 
Such requests may exceed where operational considerations 

necessitate an enhanced authority level. In these situations, the 
request should set forth adequate justification for the enhanced 
authority level . | 

|(6)|lhe request f or | an | addi t ionaimHHI^payment 
authority should be submitted by | secure | teletype j to the CIU, FBIHQ, 
under the pert inent | inf ormant caption on a | reques t*only | bas i s . The 
teletype must include: 

(a) A specific request that an additional: 
payment authority be granted. 

(b) |The total amount paid to the informant to date 
for the current FY, broken down by services, expenses and total 
payments . | 


i | (c) A|concise summary of the information or services 
provided by the inf ormant , | in chronological order, | for which he/she 
has been paid since the last authorization. This summary should 
I include the title and character of each case, the general nature of 
the information or service provided by the source in the 
investigat ion, and a statement as to the value of the information or 

I service provided by the|source, including .-s tat ist ical accompl ishments 
attributed to the informant as a result of the information provided.) 
Immediately following this information, set forth a separate paragraph 
showing the dates of payments under the prior authorization and the 
amount paid on each date, divided into the amounts paid for services 
I and the amounts paid for expenses. |For the benefit of the requesting 
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I A*ent, this information is available in the field 'office through on- 
I line inquiry of the Financial Management System (FMS) . | 

I I Payments to Informants by an Auxiliary Office (AO) 


When an inforsant provides services to an office 
other than his/her Office of Origin (00), care must be taken to record 
each payment using the informant's file number. This may be 
accomplished in one of two ways: 


(*) IP the individual is expected to provide 
services or information to another office for an extended period of 
time, close the informant file at the 00 and reopen it at the new 00. 

(b) If the individual is providing only temporary 
assistance, the AO may make payment (s) through the draft system using 
the informant’s file number assigned by the 00 up to the maximum 
amount authorized for the FY . The AO must coordinate with the 00 to 
ensure that payments do not exceed the informant's authorisation 
level . 


(c) Note that payments to informants will be charged 
to the informant uudget of the field office making the payment. 

I (8) I Lump-sum payments 

(a) |Each field office is encouraged to submit 
requests for lump-sum payments for the informant at the conclusion of 
any case in which he/she has made significant contributions to FBI 
investigative matters. These requests must be personally approved by 
the SAC or, in his/her absence, the ASAC. The SAC and ASAC should 
closely review lump-sum requests to ensure that all payments are 
justified and that the amount requested is appropriate under the 
circumstances. Requests for lump-sum payments should be furnished to 
FBIHQ by teletype captioned with the informant's symbol number, sent 
to the attention of the CIU, FBIHQ. | 

(b) Furnish the title and character of the|FBl|case 
and all pertinent details which will justify a lump-sum payment. (Each 
funding request concerning any investigat ive program will be 
considered strictly on the merits of the case and the significance of 
the informant’s contributions to that investigation. The following 
issues must be addressed in any request for a lump-sum payment: 

1. Significance of the investigation. 
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2. Degree of assistance renderd^ by the 
informant. The following factors should be addressed: 

a. Whether the informant was responsible 
for the initiation of the case. 


the informant. 


b. Quality of the information furnished by 

c. Whether the information was available 


from other sources. 

d. Length of time which the informant 
devoted to the investigation. 

e. Whether the informant participated in 
consensual monitoring activities. 

f. Whether undercover Agents were 
introduced by the informant. 


g. Potential risk for violence toward the 
informant or his/her family. 


h. Whether the informant was able to 
continue his/her normal employment while assisting in the 
investigation. 

i. Whether the informant suffered any 
financial loss as a result of his/her cooperation. 

j. Value of seized or forfeited property 
obtained as a result of his/her cooperation. 

k. Statistical accompl ishments attributed 
to information or assistance provided by this informant. 

l. Whether the informant will testify. 

m. Potential for long-term investigative 
contributions by the informant. 

n. If the informant is to testify, whether 
the Federal prosecutor concurs in the payment. 

o. Whether the informant has or will 
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receive any paynent for services or expenses from any other law 
enforcement agencies in connection with the information or services 
tfhich he/she provided to the FBI.| 

I |(9)|Regul ar Pay 

RecoBmendat ions for inforaants to receive regular 
paynents should contain full jus tif ication and|a proposed ImaxiBuo) 
amount to be paid to the informant] on a regular basis. Such requests 
should contain the same information as provided in a request for 
additional payment authority and should be submitted by teletype to 
FBIHQ. I The request for regular payment authority should specify the 
length of tine for which the authority is sought and] thejspecific 
reasons why the | individual | should be paid on a regular basis rather 
than by SAC authority. Communications requesting renewal of regular 
payment authority must be submitted at least one week prior to the 

I expiration of the currently authorized period. 

I I (10) jReceipts 

^ receipt must be obtained from all informants 
at the time of each payment. |The receipt is to be signed by the 
informant using his/her code name, and witnessed by the case Agent or 
alternate Agent and a witnessing Agent. Both the paying Agent and 
the witnessing Agent Bust sign the receipt for all informant payments. 
Approval for not obtaining a receipt would be rare and must have the 
personal endorsement of the SAC or, in his/her absence, the ASAC. In 
the event that a receipt cannot be obtained, a certification, signed 
by the paying Agent and witnessing Agent, may be submitted as 
documentation for the payment.] 

. ](b)]lf]it becomes ] necessary to makeja correction on 
a receipt, (such corrections must be initialed by the inf ormant jusing 
his/her code name initials , ]and not by the Agent. 

J (c) ]Receipts should be forwarded to FBIHQ]in 
accordance with the provisions of the CONFIDENTIAL FUNDING GUIDE. A 
copy of the receipt attached to the request memo is to be maintained 
in the informant’s main file.] 

I j(d)]Where payments are to be made to a Spanish 

speaking informant. Form FD-777, Spanish/Engl ish Receipt for 

I Informant and ] Inf ormant ]Payments , should be executed to ensure that 
the terms and the amount of the payment are fully understood by the 
recipient. 
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|(11)A gift Bay be made to an inforaant in lieu of a 
paynent for services with the prior approval of the SAC, or in his/her 
absence, the ASAC. In reviewing such requests, care Bust be taken to 
avoid the appearance of iapropriety and to ensure that the gift is to 
be given for strictly operational reasons. Purchase of the gift Bust 
be charged to the file number of the informant being paid as a payment 
for services. Agents are not to accept gifts from informants.) For 
restrictions on financial, business and other dealings with 

I informants, refer tojthe Manual of Administrative Operations and 
Procedures, jPart I, 1-lA.l. 

I I (12) I If private individuals or representatives of private 

industries or insurance companies offer a reward to an informant as a 
result of information supplied by the informant, they should be 
provided the pertinent information furnished by the informant if 
I |he/she {agrees. SAC approval is necessary before participating in such 
payments. If it is necessary for an Agent to be involved in the 
reward payment in order to protect the informant, the transaction must 
be fully documented and appropriate receipts obtained. jThese 
transactions must adhere to all informant payment requirements.) FBIHQ 
should be advised of the details of all such transactions. 

) ) (13) {income tax {considerations ) 

(a) )a 11 { informants who receive compensation from the 
FBI for their services {must be advised(that such compensation must be 
reported as income when filing Federal income tax forms or other 
appropriate tax forms. Complete details of any problems ( the { informant 
has encountered with the taxing authorities should be{promptly( 
furnished to FBIHQ. 

{ (b) { Informants {should set forth income received from 

the FBI on the Federal income tax return as income received from other 
{ {sources {for personal services, {internal Revenue Service { (IRS) 
regulations exempt law enforcement agencies from filing IRS Form 1099 
(Miscellaneous Income Statement) for payments made to{an informant. 

However, {FBIHQ will provide a statement of payments made to an 
informant, upon his/her request, to assist the informant in reporting 
{ his/her income to{the{lRS. 

{ { (lA)Stipulations {regarding payments made to witnesses 

(a) In trials in which{an informant or other 
individual was paid a sum of money, and is a prospective witness, 

FBIHQ will furnish receipts signed by the prospective witness when so 
ordered by the court.) Original receipts and a set of reproduced 
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I copies will be transaitted to the field office in|the district where| 
the trial will take place. In order for FBIHQ to furnish these 
I ■»t«rials, the|appropriate|field of f ice |aust | furnish FBIHQ the 
following inf orsat ion: 


1. Correct full nase. 

2. All aliases, code nanes, and synbol 

nunbers • 


3* First date of contact by your office, 

I |4. [Tabulation of all payaents, broken down as 

to services and expenses. Although tabulations are not furnished to 
I the Departaent, (they aust reflect all aaounts contained in the FMS. | 

|5. [Listing of any advances, refunds and 
I outstanding balance of advances. [(See (b).)| 

|6.|Date of last contact by your office. [(See 


(b).)| 


1 7. I Whether I the I individual has been contactedjor 
openedjby any other j field j of fi ce . ' | (See (b) .) | 

(b) Where I the I inforaant has previously been used as 
a witness and tabulation of payaents was prepared, inforaation for 
iteas 1 137-804) (a)5 through 7|need be given only froa date of last 
trial in whi ch | the | individual was used. 

(c) Above inforaation should be subai t ted j by j 
separatejcoBaunication to the Accounting|Section, |Finance|Division. 
Interdivisional correspondence should be addressed to FBIHQ with 
copies designated for interested offices. 

inforaant is to testify, the inforaant *s 
financial condition is to be discussed with hia/her to ensure that the 
inforaant has fulfilled his/her tax obligations as reasonably as 
possible. If the inforaant has received FBI payaents for services, 
the inforaant is to be rcainded that these payaents are incoae. Any 
payaents by other law enforceaent agencies are to be fully addressed, 
^y inforaation developed or known concerning potential tax probleas 
IS to be brought to the attention of the United States Attorney's 
Office.) 


I (15) [Receipt of uneaployaent coapensation) (See FCI Manual, 
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1 Part 1, 134-4.7(8) (a).) I 

I (a) At ti«ea, informants laiay| temporarily lose their 

jobs and become eligible for unemployment compensation. Where 
unemployment regulations require listing of all sources of income as a 
prerequisite for unemployment compensation, |an informant |who| is jbeing 
paid by the|FBl|must comply wi th ] state j laws . Informants must be 
alerted to those local requirements which may impact on them. | 

I (b) Where state requires notification oflFBl] 

payments to informants that would necessitate disclosure of identity 
|of the informant, the field office should consider discontinuing 
payments during the period of unemployment compensation benefits in 
order to protect his/her identity.! 


EFFECTIVE: 12/20/93 


137-9 administration OF INFORMANTS 

(1) Each informant must be assigned a code name which is 
unique to him/her within the field office. The code name or pseudonym 
is assigned to the informant as a measure of additional security and 
must be utilized in signing payment receipts. The code name is to be 
utilized in place of the informant's true name in the field office 
payment records. Care must be taken to ensure that the choice of the 
code name does not tend to identify the informant’s true name, 
occupation, or information which is unique to the informant. 

(2) Upon the opening of an informant, all relevant data 
is to be entered into the Criminal Informant Management System (CIMS) 
within two business days. All other administrative information 
pertaining to the informant should be entered into CIMS as soon as it 
becomes available. The Criminal Informant Program Manager is 
responsible for ensuring that the data is entered into CIMS and that 
it is done in a timely manner. 

(3) Uponjentry in CIMS of the information from the 
opening memorandum concerning the informant in the suitability and 
pertinence inquiry, | FBIHQ will place a "Wanted-Flash-Cancellation 
Notice" in the Criminal Justice Information Services Division. When 
the "Wanted-Flash-Cancellation Notice" is placed, the field office 
will be advised by FBIHQ of any National Crime Information Center 
(NCIC) inquiry about the informant. In the event there is no record. 
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the field office will not receive a reply from FBIfiQ. When the 
inforaant is closed, FBIHQ will autoaatically cancel any “Wanted" 
Flash-Cancellation Notice" which aay have been placed. (See MIOG, 

Part II, 14-12.3.4.) 

(4) Inforaants are net to be advised of their symbol 
number. Where an informant furnishes information which necessitates a 
change in the category designation (i.e., OC, C, D, WC, etc.), the 
symbol number previously furnished will remain the same; however, the 
suffix Bust be changed to indicate the appropriate program 
designation. The utilization of the suffix in the reporting of 
information derived from the source is unnecessary although suffix 
utilization should be continued for administrative purposes or to 
fulfill other existing needs. < 

(5) After (entering the permanent symbol number from the 
opening memorandum into CIMS, (subsequent communi cat ions should contain 
the informant's symbol number, rather than his/her true name. The 
informant's symbol number and true name should not appear on any 
communications which are not secure. All communications concerning an 
informant's development and/or operation must be submitted by secure 
teletype . 


(6) If an informant was either born or previously 
domiciled outside the United States, the case Agent should consider 
sending a secure teletype to the appropriate Legat requesting a 
background check of the source. 

(7) If it is determined that an individual is not 
suitable for use as an informant, he/she is to be immediately closed 
by the submission of a(memorandum to the field informant file and 
entry of the data it contains in CIMS, to[ include a statement setting 
forth the specific reason for closing the individual and whether the 
individual should be considered for future use by the FBI. 

(8) Upon the closing of an informant, the case Agent must 
prepare a memorandum stating whether the source's identity was ever 
made public, i.e., whether he/she ever testified in court. The 
purpose of this memorandum is to prevent unnecessary or overbroad 
disclosure of information provided by the informant through a Freedom 
of Information Act request. In the event that the informant did 
testify, the ease Agent should set forth the general nature and 
subject matter of the testimony in the memorandum. 

(9) Where it is necessary for an informant to be utilized 
in a field office other than his/her 00, the field 00 should furnish 
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the new 00 with full background infornation, including a aunnary of 
inforaation previously provided by hia/her, descriptive data, payaent 
records, aode of travel and any other inforaation useful in the 
operation of the inforaant. Any inforaation that reflects negatively 
upon the reliability of the inforaant is to be proaptly furnished to 
the field office considering the use of his/her. services. The new 00 
should ensure that the inforaant is closed in the original 00 either 
prior to submitting an opening communication to FBIHQ or upon entering 
the inforaation into CIHS. 


(10) Whenever an individual is closed, regardless of 
his/her status, the field office must reinitiate an SI before they can 
again be operated as a fully operational informant. The opening 
communication should indicate that the individual is being reopened. 
The field office must use the same symbol number that was assigned in 
the previous SI when reopening an individual. 


EFFECTIVE; 06/08/94 


137-10 INFORMANT COMMUNICATIONS (See MIOG, Part II, 

10-10.5. 1 (2) (e) ; Correspondence Guide-Field, 2-11 & 

3-19.) 

(1) All correspondence relating to the development or 
operation of informants among field offices must be transmitted by 
secure teletype. [The opening, conversion, closing, and extension of 
informants whose operation is not restricted by their occupation as in 
MIOG, Part I, 137-7.1 through 137-7.2, are to be documented by 
memoranda in the field office file. (See MIOG, Part I, 137-3.1.1(4), 
137-3.1.1(5), & 137-3.1.2(2)). Any correspondence regarding 
additional payment authority, participation in extraordinary criminal 
activity, and unauthorized criminal activity are to be transmitted by 
secure teletype to FBIHQ. | The only exceptions to this instruction are 
existing forms and FD-209s with accompanying inserts or FD-302s 
relating to investigative matters of interest to another field office. 
Surface mail and telephone conversations between field offices and 
resident agencies regarding informants should be strictly limited. 

All documents which either identify or tend to identify an informant 
or cooperative witness must be hand-carried by an Agent. All security 
concerns should be resolved in favor of hand-carrying sensitive 
information by an Agent. 

(2) All correspondence among field offices and FBIHQ 
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requesting paynents to an informant, travel of an sjtformanti or 
involving the operation of an informant, must be transmitted by secure 
teletype under the informant's symbol number caption and not under a 
substantive case caption. 

(3) All information pertinent to FBI investigat ive 
responsibilities furnished by an informant must be promptly reviewed, 
evaluated, channelized, entered into CIMS and all other necessary 
action taken. 

(^) In criminal cases positive information must be 
recorded either on invest igat ive inserts or FD-302s. Positive 
information must not be recorded on FD~209s. 

(a) USE OF INSERTS ~ Information provided by an 
informant that will not become testimony should be recorded on an 
investigat ive insert. The insert will contain the informant's symbol 
number and the date the information was provided. The original insert 
will be filed in the informant’s subfile and a copy will be routed to 
the pertinent substantive case file. Information received on two or 
more substantive invest igat i ve matters must be recorded on separate 
inserts and filed only in the pertinent substantive investigative 
file. All information furnished by the informant must be filed in the 
informant's subfile. 

USE OF FD“302s ~ If the informant's information 
IS of evidentiary value and likely to become the subject of testimony, 
the information must be recorded on an FD-302 in the same manner as if 
the information were received from any other witness. Three copies of 
the FD-302 will be prepared. The original of the FD-302 must reveal 
the identity of the informant, but the identity must be concealed on 
all copies. Also, the informant’s file number must not appear on the 
original FD-302 or any copy. Transcripts of conversations of the 
informant will be handled in the same manner as an FD-302. If 
information from the informant is so singular in nature or reported in 
a manner which would tend to identify the informant, a succinct 
Summary of the pertinent information should be filed in the 
substantive file. The following is an example of how an original 
FD-302 and copy should be prepared. 

- ORIGINAL FD-302 - 
- EXAMPLE - 

(To be filed in informant’s main file) 

JOHN J. DOE, 123 Main Street, New York, New York, 
furnished the following information: 
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On March 12, 1984, he saw a green tractor trailer bearing 
Pennsylvania license plate XY2 111, loaded with eases of cigarettes at 
a garage at 789 West 11th Street, New York, New York. The cases were 
from the ABC WAREHOUSE, Winston-Salem, North Carolina, and were 
addressed to BELL DRUGS, 45 Maple Street, Philadelphia, Pennsylvania. 


Investigation on _3/15/84_ At _New York City_ File //_Substant ive File_ 
By AGENT'S NAMEltypist ' s inilials Date Dictated _3/16/84_ 


- COPIES OF THE ABOVE FD-302 - 
- EXAMPLE - 

(To be filed in informant's subfile and in the 
substantive case file without the true name) 

An informant, who has provided reliable information in the 
past, furnished the following information: 

On March 12, 1984, he/she saw a green tractor trailer 
bearing Pennsylvania license plate XYZ 111, loaded with cases of 
cigarettes at a garage at 789 West 11th Street, New York, New York. 

The cases were from the ABC WAREHOUSE, Winston-Salem, North Carolina, 
and were addressed to BELL DRUGS, 45 Maple Street, Philadelphia, 
Pennsylvania . 


Investigation on _3/15/84_ At _New York City_ File #_Substant ive File, 
By AGENT'S NAME: typist ’ s inilials Date Dictated ,3/16/84, 


(c) FD-209 - An FD-209 will be prepared as a cover 

sheet for inserts which are filed in the informant's subfile. The FD- 
209s must not accompany inserts routed to the substantive ease file. 

An FD-209 must also be prepared in triplicate for each FD-302. "The 
FD-209 is used in serializing the FD-302 into the informant's main 
file (original FD-302 bearing the informant's true name), the 
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informant 's subfile (copy of FD-302 identifying the^nfornant only as 
an inforaant) and the substantive case file (copy of FD-302 
identifying the inforaant only as a Confidential Source). The FD-209 
will be captioned with the inforaant 's symbol number and bear the file 
number of the informant's file and the case caption of the substantive 
case. The following warning statement must appear on the FD-209; 
"Information contained herein was obtained confidentially. The 
inforaant s name is not to be disclosed in any form unless a conscious 
decision has been made to disclose his/her identity by an appropriate 
FBI official." ^ 


(d) The FD“209 will be used to document all negative 
contacts with an informant relating to his/her inves t igat ive 
activities as an informant. However, where the informant is contacted 
for the sole purpose of making payment for services and/or expenses, 
and they do not provide any information relating to inves t igat ive 
activities, there is no need to document the contact on an FD-209. 

(5) Copies of FD-302s or inserts containing informant 
information which have been disseminated must not be filed in the 

di sseminat i on control file. These FD~302s or inserts should be filed 
in the informant s subfile and the pertinent substantive file only. 

An FD-159 reflecting dissemination should be prepared. Copies should 
be placed in the informant's main file, and the field office 
dissemination control file. 

(6) Informant information utilized in affidavits for 
Title III applications, search warrants, complaints, or any other 
court document must be reviewed by the field supervisor to ensure that 
the informant information in the document is contained in an insert or 
FD-302, in both the informant and substantive case files. On the file 
copy of the legal document in the substantive case file, the case 
Agent Bust note the substantive case file, serial number and page of 
the FD-302 or insert where the informant information can be found 
which was used in support of the legal document. This notation should 
be placed in the margins next to the informant's information in the 
legal document. 

Characterizations of informants utilized in 
affidavits or other legal documents described above should be updated 
at the filing of each legal document in which an informant's 
information is used. The serial number of the legal document 
containing the characterizations (from the substantive case file) must 
be documented in the informant's main file. This documentation is 
indexed to the FD-237 and is used in support of statistical 
accomplishments. 
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(8) All positive inforaation obtained froa an informant 
operated by one field office and which pertains to investigative 
•atters in another field office must be immediately transmitted to 
that field office. Appropriate copies of FD-209s with accompanying 
inserts or FD-302s containing that inforaation are to be sent to that 
field office as enclosures to an airtel under the substantive case 
caption. Copies of these outgoing communications must be maintained 
in the informant's main file. 

(a) Those FD-209s and accompanying inserts or FD- 
302s are to be sent to the personal attention of the SAC, or his/her 
designee, I in a sealed envelope. In instances where an entire 
informant's file, or a substantial portion thereof, is required in 
another field office, the file should be hand-carried by an Agent. 

(b) In a situation wherein an informant is being 
temporarily operated by an office other than his/her 00, original FD~ 
302s in which the informant is identified will be hand-carried by an 
Agent in a sealed envelope to the SaC of the informant's 00 for 
inclusion in the informant's file. Nothing in or on the envelope 
should identify the FD-302s as being connected to an informant matter. 
The sending office will, however, advise the 00 by teletype under the 
source's symbol number that the FD-302s are being sent. 

(c) Any transmission by facsimile of any true name 
FD-302 or other document which tends to identify the informant must be 
done by secure facsimile. 

(9) All statistics obtained as a result of an informant’s 
information should be claimed on an FD-209 and this FD-209, with 
nothing attached, should be placed in the informant’s main file. The 
FD-209, containing the substantive case title, file number and 
statistic claimed, should be indexed to the FD-237. 

(10) In instances where a criminal informant reports 
information pertinent to the FBI’s foreign counterintelligence or 
international terrorism mission, a Subfile B is to be created to 
maintain that information. The Subfile B is to be appropriately 
classified. Subsequently, the information should be disseminated to 
the proper substantive FCl/IT file. (See 137-11 (4)(c).) 
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137-11 INFORMANT FILES AND INDICES (See MAOP, Part II, 2-5.1.) 

(1) A separate and secure room is to be utilized for the 
maintenance of all informant and cooperative witness indices and 
pending informant and cooperative witness files. Where possible, all 
closed informant files should also be maintained in this room or 
otherwise maintained in a secure and locked condition. All pending 
and closed informant files are to be maintained under the personal 
authority of the SaC or a person designated by the SAC. Access to 
this room will be limited to necessary personnel and this space should 
be locked at all times when unattended. A log is to be maintained on 
persons requesting and reviewing informant files. Authority to review 
an informant's file should be restricted to the SAC, ASaC, the case 
Agent's supervisor, the Principal Legal Advisor, the case Agent, the 
alternate Agent, the co-case Agent, the Informant Coordinator, the 
CIMS Analyst and confidential file room clerk. The file will not 
leave the room, except for the express purpose of a file review by the 
supervisor or the handling Agent. Logs must have columns for "date," 
"file number," ".signature of person reviewing file." and "time file 
charged out" and "in." Informant files should not be located outside 
this room after close of business hours. 

(2) Individual files are to be maintained on all active 
informants and should be carried as pending. These files, as well as 
the closed informant files, should be bound in the green file cover 
and file back (designated as an FD~245a) . These files are to be 
assigned to the Agent who is personally responsible for the 
development and operation of the informant. 

(3) An FD-237 is to be used in the nature of a table of 
contents or index to indicate where particular data can be found in 
the file. The form should be carried as the top document in the 
informant's main file and should not be serialized. This form should 
be updated regularly as the required information changes. 

(4) All informant files should be separated into two 
sections. Administrat ive and identifying data is to be maintained in 
the main file and all information, reports, etc., furnished by the 
informant should be maintained in the subfile. 

(a) Main file items: 
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- Corraapondenca raquasting approval to open 

- lA file itams (photograph, fingerprint card, 

ate.). 

~ Indices checks (Local and FBIHQ). 

- NCIC inquiry and response. 

- Criainal Justice Information Services Division 

Report. 

- Local arrest records. 

- Credit checks. 

- FD-302s in which the identity of the 

informant has been revealed. 

- Inserts in which the identity of the 

informant is revealed. 

~ FD-209S used to claim statistical 


accompl ishments . 


- FD-209i used as a cover page for above 


mentioned FD-302s. * 

- FD-209$ containing administrative information 

that may tend to identify the informant. 

- Payment request memos. 

- Draft request forms. 

- Signed payment receipts. 

- Requests to FBIHQ for additional payment 


authority, 
authori ty. 


identify the 


- Requests to FBIHQ for lump-sum payment 

- All other administrative-type correspondence. 

— Any correspondence that identifies or tends to 
informant. 

- Documentation authorizing criminal activity. 


informant is 
informant . 


(b) Subfile A items: 

- FD-302s in which the identity of the 
concealed. 

- Inserts which conceal identity of the 

- FD-209s used as cover page for inserts. 

- Negative contact FD-209s. 

(c) Subfile B items: 


- Classified FD-302s in which the identity of 

the informant is concealed. 

- Classified inserts which conceal identity 

of the informant. 
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“ Classified FO-209s used aa^over page for 
inserts. (See 137-10(10).) 

(5) Synbol nuatber and code name. 

(a) Each informant should be assigned a permanent 
symbol number and code name unique to the field office. FBIHQ|will| 
be advised of the symbol number and the informant's code name (through 
data entry in CTNS. | The code name or pseudonym is assigned to the 
informant as a measure of additional security and is to be utilized in 
signing payment receipts. The code name is utilized in place of the 
informant's true name in the field payment ledger. 

(b) The informant is not to be advised of his/her 

symbol number. 

(c) The prefix of the symbol number should consist 
of the appropriate field office abbreviation. The suffix of the 
symbol number should identify the category of information which the 
informant is providing. 

(d) Although the informant may subsequently furnish 
information requiring a change in designation, the number previously 
assigned will remain the same; however, the suffix should be changed 
to indicate the appropriate designation, i.e., C, OC, TE. WC, DT, D or 
CS. The utilization of the suffix in the reporting of information 
derived from the source is unnecessary although suffix utilization 
should be continued for administrative purposes or other need exists. 

(e) After FBIHQ has been advised of the permanent 
I symbol number | through data entry in CIMS, and documented in the 

I opening memorandum in the source file, (subsequent communications 
should contain the informant's symbol number rather than the true 
name. The informant's symbol number and true name should not appear 
on any communications which are not secure. Any communications 
submitted to FBIHQ in connection with the operation or administration 
of the informant should be captioned under the assigned symbol number 
and not the substantive case caption. 

(f) The use of symbol numbers should be restricted 
to informants and should not be used for any other inves t igat i ve 
technique. 


(6) Indexing 

(*) The informant's true name, aliases and other 
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identifying data are to be indexed into CIMS. A nafiual index is to be 
■aintained in tile confidential file room for those infornants indexed 
prior to the cstabl iahaent of CIMS. 

(b) No indexing to the general indices should be 
done from individual informant files. All such indexing should be 
done from substantive files. 

(7) Indices 

(a) All offices should maintain an alphabetical name 
index, a symbol number index, and a code name index for all informants 
not maintained in CIMS. These indices should be maintained as above 
in a separate and secure manner under the authority of the SAC or 
person designated by that official. 

(b) SACs should ensure that all necessary searching 
of these separate indices is conducted. 

(c) The result of a search of these indices, either 
positive or negative, should not be handled in a routine manner 
similar to a general indices review. Good judgment should be utilized 
consistent with security concerns. Notification of an informant 
reference should be coordinated with the appropriate supervisor having 
responsibility for the mail being searched. 

(d) Other indices may be maintained in the 
confidential file room as deemed necessary by the office for 
convenience such as an index of informants in other divisions or an 
index broken down by activity or geographical area. Any such indices 
should be given the same security as the alphabetical, symbol number 
and code name indices. 

(8) A Form FI>-675 entitled, "Supervisor 's 60-Day 
Informant File Review Log" is to be placed immediately underneath the 
P 0-237 in the main informant file. It is to be used to document the 
Supervisor’s review every 60 days as mandated by Bureau policy. It 
should not be serialized or destroyed. Place a new FD-675 on top of 
the old form if there is a need for additional certification space. 


EFFECTIVE: 06/08/94 
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1 1 137-12 ON-SITE REVIEWS 

(1) To enhance the administrative efficiency of the 
Criminal Informant Program (CIP) at FBIHQ and in the field offices, an 
on-site review will be conducted periodically of the CIP of each field 
' office. 


(2) The purpose of the on-site review is to afford the 
Criminal Inforaant Unit an opportunity to review the field CIP from an 
overall program perspective, by identifying areas which may need 
attention, and to provide CIO with the results of the on-site 
findings. Each informant's reliability and the action taken when 
reliability is in question are to be considered during the on-site 
review. This on-site review should not only be concerned with the 
number of informants but also with the quality of information 
furnished, the priority of the invest igat ive programs in which 
information is provided, and the degree of compliance with FBI and 
Attorney General policies and guidelines. An on-site review should 
enable the Criminal Informant Unit to determine whether the field CIP 
is capable of supporting the inves t igat ive programs of the field 
office, to ensure the worthiness of each informant for continued 
operation, and to confirm that all informants are being operated 
within established operational parameters. 

(3) Prior to an on-site review, each field office should 
rate each informant utilizing the scale set forth below by individual 
investigat ive program based on information furnished and provide an 
aggregate overall evaluation for each informant. The evaluation 
should be based on both contributions consisting of statistical 
accomplishments and intelligence concerning invest igative efforts.] 

EXCELLENT 

Furnishes information of high quality on a continuing basis which 
usually could not be obtained through other means and which 
I contributes Isignificantly to the FBI ' s | investigative and intelligence 
gathering efforts. 

VERY GOOD 

Regularly furnishes quality information which contributes measurably 
to the invest igative and intelligence-gathering efforts of the Bureau. 

GOOD 
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Furnishes sufficient worthwhile infomation to remain active and 
qualified as an informant. 

FAIR 

I Furnishes I some I inf ormat ion of value for an extended period. 

POOR 


Informants in this category have furnished no information of value and 
consideration should be given to closing them. 

NEW 


Too new to evaluate. 


EFFECTIVE: 12/20/93 

i 


1 137-13 1 ATTORNEY GENERAL'S GUIDELINES ON THE USE OF 
INFORMANTS 

|(l)Attorney General guidelines on FBI use of informants 
and confidential sources are included below in these 137 guidelines. 

(2) These guidelines on the use of informants and 
Confidential Sources are set forth solely for the purpose of internal 
FBI guidance. They are not intended to, do not, and may not be relied 
upon to create any rights, substantive or procedural, enforceable at 
law by any party in any natter, civil or criminal, nor do they place 
any limitations on otherwise lawful investigative and litigative 
prerogatives of the F6I.| 

"ATTORNEY GENERAL'S GUIDELINES ON FBI USE OF 
INFORMANTS AND CONFIDENTIAL SOURCES" 

"A. Introduction 

"(1) The courts have recognized that the government's use of 
informants and confidential sources is lawful and often essential to 
the effectiveness of properly authorized law enforcement 
investigations. However, use of informants and confidential sources 
to assist in the investigation of criminal activity may involve an 
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eleaent of deception, intrusion into the privacy of^ individuals , or 
cooperation with persons whose reliability and Botivation can be open 
to question. It is proper tor the FBI to use informants and 
confidential sources in appropriate investigat ions , but special care 
Bust be taken to carefully evaluate and closely supervise their use, 
and to ensure that individual rights are not infringed and that the 
government itself does not become a violator of the law. Though 
informants and confidential sources are not employees of the FBI, 
their relationship to the FBI can impose a special respons ibi 1 i ty upon 
the FBI when the informant or confidential source engages in activity 
where he has received, or reasonably thinks he has received, 
encouragement or direction for that activity from the FBI. 

*'(2) To implement these guidelines, the FBI shall issue detailed 
instructions to all Special Agents responsible for dealing with 
informants and confidential sources. 

•*B. Definition of Confidential Source, Informant, and Continuing 

Basis 

**(1) A confidential source, under these guidelines, is any 
person or entity furnishing information to the FBI on a confidential 
basis, where such information has been obtained as a result of 
legitimate employment or access to records and is provided consistent 
with applicable law. 

(2) An informant, under these guidelines, is any other person 
or entity furnishing information to the FBI on a confidential basis. 

**(3) An informant or confidential source used on a "continuing 
basis" is one providing information or substantial operational 
assistance with some degree of regularity. This may be as infrequent 
as a few times per year, or as frequent as several times per week. 

"C. General Authority 

"(1) An informant or confidential source may be asked to provide 
information already in his possession, to provide information which 
comes to his attention, or to affirmatively seek out information, 
concerning criminal conduct or other subjects of authorized 
invest igative activity. An informant or confidential source may also 
be asked to provide operational assistance to the FBI, including 
furnishing resources or facilities. 

"(2) The FBI may only use informants or confidential sources in 
furtherance of its authorized investigative activities and law 
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enforceaent responsibilities* Inforaants and confidential sources aay 
not be used or encouraged to commit acts which the FBI could not 
authorize for its Special Agents. 

*'D. Required Findings of Suitability and Pertinence 
For Any Informant or Confidential Source Used on 
a Continuing Basis, Any Informant Authorized to 
Associate in Activities, Participation in Which 
Otherwise Would be Criminal, and Any Informant 
or Confidential Source Providing Substantial Operational 
Assistance in an Undercover Operation 

*'(1) No informant or confidential source may be used to provide 
information on a continuing basis, no informant may be authorized to 
associate in activities, participat ion in which otherwise would be 
criminal, nor may any informant or confidential source be used to 
provide substantial operational assistance in an undercover operation, 
unless the supervisory FBI official designated below has made written 
findings: 


*'(a) that the informant or confidential source appears 
suitable for such use, and 

*'(b) that the information likely to be obtained or the 
operational assistance to be provided is pertinent to authorized FBI 
investigative activity or law enforcement responsibilities . 

^'Findings of suitability and pertinence shall be made by a 
supervisory agent designated by the Director except that in the case 
of a Domestic Security Investigation, the findings shall be made by a 
Headquarters official designated by the Director. 

"(2) A finding of suitability should be preceded by a 
preliainary inquiry concerning the proposed inforaant or confidential 
source. A preliainary inquiry aay only be used to assess suitability. 
It aay not be used to develop inforaation concerning an individual for 
the purpose of inducing hia to becoae an inforaant or confidential 
source. A preliainary inquiry can use any lawful investigative 
technique except aail covers, access to tax inforaation, any technique 
requiring probable cause, such as mail openings, nonconsensual 
electronic surveillance, or searches. 

"(3) In deteraining the suitability of an inforaant or 
confidential source, the FBI shall weigh and consider the following 
factors: 
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**(a) the nature of the natter under investigat ion and the 
importance of the infornation or assistance being furnished; 


**(b) the seriousness of past and contenporaneous crininal 
activity of which the infornant or confidential source nay be 
suspected; 


^*(c) the motivation of the infornant or confidential 
source, including any considerat ion sought from the government for his 
cooperation; 


*’(d) the likelihood that the infornation or assistance 
which an informant or confidential source could provide is not 
available in a timely and effective manner by less intrusive means; 

**(e) the informant's or confidential source's reliability 
and t ruthf ulness • or the availability of means to verify information 
which he provides; 

"(f) any record of conformance by the informant or 
confidential source to Bureau instructions and control in past 
operations; how closely the Bureau will be able to monitor and control 
the informant's or confidential source's activities insofar as he is 
acting on behalf of the Bureau; 

**(g) the risk that use of informants or confidential 
sources in the particular investigation may intrude upon privileged 
communications, or inhibit the lawful association of individuals or 
expression of ideas; and 

"(h) any risk that use of informants or confidential 
sources may compromise an investigation or subsequent prosecution, 
including court-ordered disclosures of identity which may require the 
government to move for dismissal of the criminal case* 

”(A) A prelininary inquiry and written deterainetion regarding 
auitability and pertinence should be eonpleted within 120 days from 
the date the inquiry began. FBI Headquarters say authorize one or 
■ore extensions beyond 120 days, stating in writing the facts and 
circuastances precluding an earlier deteraination. 

"(5) Deterainations of suitability and pertinence shall be 
reviewed at least every 90 days by a field supervisor and at least 
annually by FBI Headquarters. 

*'(6) If it is deterained not to use a person or entity as an 
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informant or confidential source, any information collected about the 
person or entity during the preliminary inquiry without the consent of 
the person or entity shall be promptly destroyed, unless it is or may 
become pertinent to authorized investigative activity or the person is 
a potential witness in a criminal prosecution. Any decision not to 
destroy all information about the person or entity shall be recorded 
with explanatory facts and circumstances in an investigative ease file 
and shall be reviewed periodically by the SAC or designated field 
supervisor . 

"(7) At any time the FBI learns an approved informant or 
confidential source is no longer suitable to provide information or 
operational assistance, his relationship with the Bureau shall be 
promptly terminated. FBI Headquarters shall maintain records of 
informant and confidential source terminations , including a detailed 
statement of the reasons for each termination. These records shall be 
subject to periodic review by a designee of the Deputy Attorney 
General in a form suitable to protect the identity of the informants 
and confidential sources. 

"E. Required Instructions to 

"(1) Any Informant used on a Continuing Basis, Any Informant 
Authorized to Associate in Activities, Participation in Which 
Otherwise Would be Criminal, Any Informant or Confidential Source 
Suspected of Substantial Involvement in Unauthorized Past or 
Continuing Criminal Activities, and Any Informant or Confidential 
Source Providing Substantial Operational Assistance in an Undercover 
Operation: 

"Each such person shall be advised that his relationship with the 
FBI will not protect him from arrest or prosecution for any violation 
of Federal, State, or local law, except where the FBI has determined 
pursuant to these guidelines that his association in specific 
activity, which otherwise would be criminal, is justified for law 
enforcement; and that in carrying out his assignments he shall under 
no circumstances participate in any act of violence, initiate or 
instigate a plan to commit criminal acts, or use unlawful techniques 
to obtain information (e.g., illegal wiretapping, illegal mail 
openings, breaking and entering, or criminal trespass). Such persons 
shall be readvised when necessary, at least annually, and at any time 
there is reason to suspect they are engaged in serious criminal 
activity. 

(2) Other Confidential Sources Used on a Continuing Basis: 
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*'In the place of the instructions in paragraph E(l) above, each 
such confidential source shall be advised that he is not acting as an 
agent or eaployee of the FBI, that he should use only lawful 
techniques to obtain infornation, and that he should provide 
infornation only in accordance with applicable law. 

”(3) When the FBI learns that persons under investigation intend 
to conmit a violent criae, any inforaants or confidential sources used 
in connection with the investigation shall be instructed to try, to 
the extent practicable, to discourage the violence. 

*'(^) A written record shall be aade in each inforaant or 
confidential source file of the instructions noted above proaptly 
after they are given. 

"F. Authorized Participation by Any Inforaant in Criainal Activities 

"An informant or confidential source shall not be authorized to 
engage, except in accordance with this paragraph, in any activity that 
would constitute a criae under state or federal law if engaged in by a 
pri'^*te person acting without the authorization or approval of an 
appropriate government official. For purposes of this paragraph, such 
activity is referred to as 'otherwise criminal' activity. 

"(1) A determination that participation by an inforaant in 
otherwise criminal activities is justified shall be aade only by the 
supervisory FBI official designated in paragraphs F(2) and (3) below 
on the basis of his written finding that 

"(a) the conduct is necessary to obtain information or 
evidence for paramount prosecutive purposes, to establish and maintain 
credibility or cover with persons associated with criminal activity 
under investigation, or to prevent or avoid the danger of death or 
serious bodily injury; 

"(b) this need outweighs the seriousness of the conduct 

involved. 

"(2) For purposes of these Guidelines there are two types of 
otherwise criainal activities — 'extraordinary,' i.e., those 
involving a significant risk of violence, corrupt actions by high 
public officials, or severe financial loss to a victim, and 
'ordinary.' A determination that participation in activities which, 
otherwise would be 'ordinary' criainal activities is justified as part 
of an informant's sssignaent shall be aade by a field office 
supervisor or higher level official, and shall be recorded in writing 
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in advance of any such activity, except that oral a(iproval aay be 
given in an eaergency situation where confirned thereafter in writing 
as soon as possible. The SAC shall review all such crininal activity 
by inforaants at least every 90 days. 

"Oeterainations authorizing participation in such activities aay 
concern a single instance of otherwise criainal activity or a 
specified group of otherwise criainal activities. 

"The written deterainations shall be submitted annually to 
Headquarters for review, and shall be subject to review by a designee 
of the Deputy Attorney General in a fora suitable to protect the 
identity of the informants. 

"(3) A determination that participation in activities which 
otherwise would be 'extraordinary' criminal activities — is justified 
as part of an informant's assignment shall be made only by the SaC and 
only after the SAC consults with and obtains the approval of the 
United States Attorney. The consultation shall be in a form suitable 
to protect the identity of the informant. The SaC's written 
determination and a record of the United States Attorney's approval 
shall be immediately forwarded to a senior Headquarters official 
designated by the Director, and to the Assistant Attorney General in 
charge of the Criminal Division or his designee, in a form suitable to 
protect the identity of the informant. 

"If the SaC reasonably determines that an emergency 
situation exists requiring informant participat ion in activities which 
otherwise would be extraordinary criminal activities before approval 
by the United States Attorney can with due diligence be obtained, in 
order to protect life or substantial property, to apprehend or 
identify a fleeing offender, or to prevent the imminent loss of 
essential evidence, the SAC may approve the participation on his own 
authority but shall immediately notify the United States Attorney, the 
appropriate senior Headquarters official, and the Assistant Attorney 
General in charge of the Criminal Division or his designee. In such 
an emergency situation the SAC shall attempt to consult by telephone 
with a senior member of the United States Attorney's office before 
approving ^participation. 

"(4) Upon approving any participation in otherwise criainal 
activity, the FBI shall repeat to the informant the instruction 
specified in paragraph E(l). 

"The FBI shall also seek, to the extent practicable, to 

provide: 
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”(a) that the 
individuals is ainiaized; 


adverse effect of the activity on innocent 


(b) that the informant 's participation is ainiaized and 
that the informant is not the primary source of technical expertise or 
financial support for the activity in which he will participate! 


"(c) that the 
closely supervised by the 


informant's par t icipat ion in the activity is 
FBI; and 


"(d) that the informant does not 
participation in the activity. 


directly profit 


from his 


"(5) Any proposal by a confidential source to engage in 
otherwise criminal activities in order to gather information changes 
the status of that individual from confidential source to informant. 

"G. Notifying Appropriate Authorities of Unauthorized 
Criminal Activity by Any Informant or Confidential 
Source 


"(1) While carrying out an FBI assignment, an informant or 
confidential source bears a relationship to the FBI such that his 
participation in any unauthorized activity in connection with the 
assignment associated with criminal activities, even of a minor 
character, should be carefully scrutinized and severely regarded. 
Hence, whenever a Special Agent learns that an informant or 
confidential source has participated in a criminal activity in 
connection with an FBI assignment which was not authorized pursuant to 
the procedures of paragraph F of these guidelines, the Special Agent 
shall notify a field office supervisor. The supervisor shall make a 
determination whether to notify appropriate state or local law 
enforcement or prosecutive authorities of any violation of law and 
shall make a determination whether continued use of the informant or 
confidential source is justified. In exceptional circumstances where 
notification to state or local authorities is determined to be 
inadvisable, or where any request or recommendation is made to state 
or local authorities to delay or forego enforcement action, the FBI 
shall promptly notify the Assistant Attorney General in charge of the 
Criminal Division or his designee of the facts and circumstances 
concerning the informant's or confidential source's violation of law, 
what notification or request has been made to state or local law 
enforcement or prosecutive authorities, and the supporting reasons, 
what use will be made of any information gathered through the 
violation of law, and whether continued use will be made of the 
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inforsant or confidential source. 

*'(2) Informants who are in a position to have useful knowledge 
of criminal activities often are themselves involved in a criminal 
livelihood. It is recognized that in the course of using an informant 
or confidential source, the FBI may receive limited information 
concerning a variety of criminal activities by the informant or 
confidential source, and that in regard to less serious part icipat ion 
in criminal activities unconnected to an FBI assignment, it may be 
necessary to forego any further investigative or enforcement action in 
order to retain the source of information. However, whenever a 
Special Agent learns of the commission of a serious crime by an 
informant or confidential source, he shall notify a field office 
supervisor. The supervisor shall make a determination whether to 
notify appropriate state or local law enforcement or prosecutive 
authorities of any violation of law and shall make a determination 
whether continued use of the informant or confidential source is 
justified. In circums tances where notification to state or .local 
authorities is determined to be inadvisable, or where any request or 
recommendation is made to state or local authorities to delay or 
forego enforcement action, the FBI shall immediately notify the 
Assistant Attorney General in charge of the Criminal Division or his 
designee of the facts and circums tances concerning the informant's or 
confidential source's violation of law, what notification or request 
has been made to state or local law enforcement or prosecutive 
authorities, and the supporting reasons, and what use will be made of 
any information gathered through the violation of law. A 
determination to then continue use of the informant or confidential 
source must be approved by the Director or a senior Headquarters 
official, after consultation with the Assistant Attorney General in 
charge of the Criminal Division or his designee. 

"(3) Each FBI field office shall immediately notify FBI 
Headquarters whenever it learns of participation by an informant or a 
confidential source in a serious act of violence, even when 
appropriate state or local law enforcement or prosecutive authorities 
have been notified. Detailed records shall be maintained at 
Headquarters regarding each instance of informant or confidential 
source participation in a serious act of violence, and these records 
shall be subject to periodic review by a designee of the Deputy 
Attorney General in a form suitable to protect the identity of the 
informants and confidential sources. A determinat ion to continue use 
of the informant or confidential source must be approved by the 
Director or a senior Headquarters official, after consultation with 
the Assistant Attorney General in charge of the Criminal Division* 
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(A) In deteraining whether to notify eppropriate state or 
local law anforcament or prosecutive authorities of criminal activity 
by FBI informants and confidential sources, the FBI shall consider: 


"(a) whether the crime is completed, imminent or inchoate; 
seriousness of the crime in terms of danger to 

life and proper ty; 

"(c) whether the crine is a violation of federal or state 
law, and whether a felony, aisdeBeanor, or lesser offense; 

"(d) the degree of certainty of the inforaation regarding 
the criainal activity; 


"(e) whether the appropriate authorities already know of 
^*’*®i*'*l activity and the inforaant's or confidential source's 
ident i ty ; 

(f) the effect of notification on FBI investigative 

activity. 

"(5) Under no circuastances shall the FBI take any action to 
conceal a criae by one of its inforaants or confidential sources. 

"H. Inforaants and Confidential Sources Under the Obligation 
of a Legal Privilege of Confidentiality or Affiliated 
with the News Media 


"(1) A person who is under the obligation of a legal privilege 
of confidentiality or who is affiliated with the news aedia aay be 
used as an inforaant or as a confidential source only after express 
approval in writing by the Director or a designated senior 
^®®^Qvarters official^ except that a field office supervisor aay 
approve one~tiae receipt of inforaation not collected at the request 
of the FBI where the particular inforaation is unprivileged. 

"The FBI shall proaptly give written notice, or oral notice 
confiraed in writing, to the Assistant Attorney General in charge of 
the Criainal Division or his designee of any such Headquarters 
authorization. The notice shall include sufficient inforaation to 
allow aeaningful Review, and shall set forth the reasons why the 
individual should be used as an inforaant or confidential source. 

"(2) Any such person approved as an inforaant or confidential 
source shall be advised by the FBI that in seeking inforaation from 
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hia, the FBI is not requesting and does not advocate breach of any 
legal obligation of confidentiality. A record shall be aade and kept 
in the inforaant or confidential source file when the advice has been 
given. This advice shall be provided before accepting inforaation on 
a continuing basis. 

*'(3) Iff despite the advice to the inforaant or confidential 
source that revelation of privileged inforaation is not requested or 
advocated, he offers to provide inforaation that is privileged or 
arguably privileged, the offer shall not be accepted unless a field 
office supervisor deteraines that serious consequences would ensue 
froa rejection of the offer, such as physical injury to an individual 
or severe property daaage. A report concerning such inforaation and 
the circumstances that warranted its acceptance shall be promptly 
forwarded to FBI Headquarters. 

"If the inforaation is spontaneously provided by the inforaant or 
confidential source, without any offer that would alert the Special 
Agent to the nature of the inforaation, in circumstances which do not 
aeet the standard serious consequences , the inforaation aay be 
recorded in suitable fora for the purpose of establishing that the 
problem was recognized and that no use was made of the information in 
the conduct of any investigation. 

"(4) Regardless of state law, the procedures of this section 
must be followed for any licensed physician, any person admitted to 
practice law in a court of a state, any practicing clergyman, and any 
member of the news media. 

"I. Infiltration of Organization Activities by Informants 

or Confidential Sources Used on a Continuing Basis 

"(1) The lawful activities of legitimate organizations are, of 
course, not subject to investigation. However, individual members of 
such organizations may be independently involved in criminal 
activities. In order to assure that the privacy of constitutionally- 
protected activities will be respected, the FBI should carefully 
regulate use of informants and confidential sources who will make use 
of affiliations with legitimate organizations in order to gather 
information concerning the activities of individual members. 

"In particular, when, to obtain information, 

"(a) an informant or confidential source will make use of 
formal affiliation with an organization that has a predominantly 
legitimate purpose, and the informant's or confidential source's 
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forsal affiliation will give his continued access to nonpublic 
inforsation related to the legitinate purposes of the organization; or 

*'(b) an inforsant or confidential source will sake use of 
foraal or informal affiliation with an organization that is 
predottinant ly engaged in political activities, 

^he determination to use the person as an informant or confidential 
source on a continuing basis shall be made by the ASAC or SAC. 

*'(2) In determining whether the use of such an affiliated 
person as an informant or confidential source on a continuing basis is 
appropriate, the ASAC or SAC should consider: 

*'(a) the likelihood of responsible behavior by the 
informant or confidential source during the course of his 
organizational membership; 

*'(b) the ability of the FBI to focus the informant's or 
confidential source's reporting on members of the organization 
involved in criminal activities and to minimize adverse impact on 
innocent members of the organization; and 

"(c) whether the use of the informant or confidential 
source might inhibit free association or expression of ideas by 
innocent members of the organization in the future, or hinder the 
ability of the organization to function effectively. 

"(3) In approving the use of such an affiliated person as an 
informant or confidential source on a continuing basis, the ASAC or 
SAC shall establish procedures, recorded in writing, to minimize any 
acquisition, retention, and dissemination of information that does not 
relate to the matter under investigation or to any other authorized 
investigative activity. 

"(4) Nothing in this paragraph limits the authority of the FBI 
to conduct otherwise proper investigations of illegitimate 
organizations or organizat ions engaged in unlawful activities. See 
the Attorney General's Guidelines on Criminal Invest igations of 
Individuals and Organizat ions , and on Domestic Security 

I Investigat ions • " | (See MIOG, Introduction, Section 1-3 for updated AG 
Guidel ines . ) | 

\ 

"J* Minimization in Domestic Security Investigat ions 

"In approving use of an informant or confidential source to 
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infiltrate a group under investigation as part of a 0onestic Security 
Investigation, or in recruiting a person fron within such a group as 
an informant or confidential source, an FBI Headquarters official 
shall establish procedures, recorded in writing, to ainiaize any 
acquisition, retention, and dissemination of information that does not 
relate to the matter under investigation or to any other authorized 
investigative activity. 

**K. Persons Represented by Counsel 

''Whenever an individual is known to be represented by counsel in 
a particular matter, the FBI shall follow applicable law and 
Department procedure concerning contact with represented individuals 
in the absence of prior notice to their counsel. The SAC or his 

designee and the United States Attorney shall consult periodically an 

applicable law and Department procedure. 

"L* Coordination with United States Attorneys and Other 

Federal Prosecutors • 

"In any matter presented to a United States Attorney or other 
federal prosecutor for legal action (including prosecution, grand jury 
investigat ion, application for a search warrant, or application for a 

wiretap), where the matter has involved the use of an informant or a 

confidential source in any way or degree, the FBI shall take the 
initiative to provide full disclosure to the federal prosecutor 
concerning the nature and scope of the informant's or confidential 
source's participation in the matter. 

"If the FBI deems it necessary to withhold certain information to 
protect the informant's or confidential source's identity from 
possible compromise, it shall inform the prosecutor of the general 
nature of the information that is being withheld. 

"H. Compensation for Informants and Confidential Sources 

"(1) The FBI may pay informants and confidential sources a 
reasonable amount of money or provide other lawful consideration for 
information furnished, services rendered, or expenses incurred in 
authorized investigat ive activity. No payment of money or other 
considerat ion, other than a published reward, shall be conditioned on 
the conviction of any particular individual. 

"(2) In invest igat ions involving serious crimes or the 
expenditure of extensive investigat ive resources, the FBI may 
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coapensate informants or confidential sources witK^an extraordinary 
payment in excess of $25,000. The Attorney General shall be informed 
of any such extraordinary payment as he deems necessary. 

*'(3) Where practicable, compensation agreements with informants 
or confidential sources in connection with a significant FBI 
undercover operation shall provide that compensation will depend on 
compliance with the obligation of conf idential ity for investigative 
information, and shall further provide that any profits derived from a 
violation of the obligation shall be forfeited to the United States. 

*'N. Reservation 

”7^*'*** guidelines on the use of informants and confidential 
sources are set forth solely for the purpose of internal Department of 
Justice guidance. They are not intended to, do not, and may not be 
relied upon to create any rights, substantive or procedural, 
enforceable at law by any party in any matter, civil or criminal, nor 
do they place any limitations on otherwise lawful investigative and 
litigative prerogatives of the Department of Justice." 


EFFECTIVE: 12/20/93 


I 137-lA (REVISED AND MOVED -- SEE 137-4 (16) THROUGH (19) | 


EFFECTIVE: 12/20/93 
I 137-15 (deleted) 
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SECTION 139. INTERCEPTION OF COMMUNICATIONS 


([139-1 STATUTES 

Title 18. use, §§ 2510, 2511, 2512, 2513 (Public Law 9^-351, 

Omnibus Crime Control and Safe Streets Act of 1968, as amended by Public Law 
99-508, the Electronic Communications Privacy Act of 1986); Title 47, USC, 

§ 605 (Communications Act of 1934, as amended); Title 47, USC, § 501, 

(Penalties for violation Title 47, USC, § 605). 

I 139 1.1 Title 18. use. S 2510 - Definitions 

(1) Wire Communication - Any aural transfer made in whole or in 
part through the use of facilities for the transmission of communications by 
the aid of wire, cable, or other like connection between the point of origin 
and the point of reception (including the use of such connection in a 
switching station) furnished or operated by any person engaged in providing or 
operating such facilities for the transmission of interstate or foreign 
communications or communications affecting interstate or foreign commerce and 
such term includes any electronic storage of such communication, but such term 
does not include the radio portion of a cordless telephone communication that 
is transmitted between the cordless telephone handset and the base unit; 

(2) Oral Connminication - Any oral communication uttered by a 
person exhibiting an expectation that such communication is not subject to 
interception under circumstances justifying such expectation, but such term 
does not include any electronic connunication; 

(3) Electronic Communication - Any transfer of signs, signals, 
writing, images, sounds, data or intelligence of any nature transmitted in 
whole or in part by a wire, radio electromagnetic, photoelectronic or 
photooptical system that affects interstate or foreign commerce. "Electronic 
communication" is also specifically defined to exclude a wire or oral 
communication. Any and all forms of electronic communications, unless 
specifically exempted, are subject to the provisions of the statute. 

[ For additional definitions refer to Chapter 119 of Title 18, USC. 

[ 139-1.2 Title 18. USC. § 2511 - Interception and Disclosure of Wire. Oral. 

[ or Electronic Communications Prohibited 

[ This section prohibits the interception and disclosure of wire, 

[ oral or electronic communications except as otherwise specifically addressed 
[ in Chapter 119 of Title 18, USC. Any person is in violation if that person- 

[ (1) intentionally intercepts, endeavors to intercept or procures 

[ any other person to intercept or endeavor to intercept, any wire, oral or 
[ electronic communication; 

[ (2) intentionally uses, endeavors to use or procures any other 

[ person to use or endeavor to use any electronic, mechanical or other device to^ 
[ intercept any oral communication, in circumstances detailed under this Section"^ 
[ of Title 18, USC; 

[ (3) intentionally discloses, or endeavors to disclose, to any 

[ other person the contents of any wire, oral or electronic communication, 

[ knowing or having reason to know that the information was obtained through the 
[ interception of a wire, oral or electronic communication in violation of this 
t subsection; or 
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[ (4) intentionally uses or endeavors to use, the contents of any 

[ wire, oral or electronic connnunication, knowing or having reason to know that 
( the information was obtained throu^ the interception of a wire, oral or 
[ electronic communication in violation of this subsection. ^ 

[ 139-1.2,1 Exceptions 

(1) It shall not be unlawful under this chapter for an operator 
of a switchboard, or an officer, employee or agent of a provider of wire or 
electronic communication service, whose facilities are used in the 
transmission of a wire, oral or electronic communication, to intercept, 
disclose or use that communication in the normal course of his/her employment 
while engaged in any activity vdiich is a necessary incident to the rendition 
of his/her service or to the protection of the ri^ts or property of the 
provider of that service, except that a provider of wire or electronic 
communication service to the public shall not utilize service observing or 

' random monitoring except for mechanical or service quality control checks. 
Refer to Section 2511 for specific exemptions; 

(2) It shall not be xxnlawful under this chapter for an officer, 
employee, or agent of the Federal Communications Commission, in the normal 
course of his/her employment and in discharge of the monitoring 
responsibilities exercised by the Commission in the enforcement of Chapter 5, 
Title 47, use, to intercept a wire or electronic communication, or oral 

I communication transmitted by radio, or to disclose or use the information 
thereby obtained; 

[ (3) It shall not be unlawful under this chapter for a person 

[ acting under color of law to intercept a wire, oral or electronic 
[ commumication, where such person is a party to the communication or one of the 
( parties to the communication has given prior consent to such interception; 

[ (4) It shall not be unlawful under this chapter for a person not 

[ acting under color of law to intercept a wire, oral or electronic 
[ communication where such person is a party to the communication or where one 
[ of the parties to the communication has given prior consent to such 
[ interception unless such communication is intercepted for the purpose of 
[ committing any criminal or tortious act in violation of the Constitution or 
[ laws of the United States or of any state; 

[ (5) It shall not be unlawful under this chapter or Chapter 121 of 

[ Title 18, use, for any person- 

[ (a) to intercept or access an electronic communication made 

[ through an electronic communication system that is configured so that such 
[ electronic communication is readily accessible to the general public; 

( (b) to intercept any radio communication which is 

[ transmitted- 

[ 1. by any station for the use of the general public, or 

[ that relates to ships, aircraft, vehicles, or persons in distress; 

2. by any governmental, law enforcement, civil defense, 
private land mobile, or public safety comnunications system, including police 
and fire, readily accessible to the general public; 
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3. by a station operating on an authorized frequency 

within the bands allocated to the amateur, citizen band, or general mobile 
radio service; or ^ 

4. by any marine or aeronautical connnunications system; 

(c) to engage in any conduct which- 

1. is prohibited by Section 633 of the Communications 

Act of 1934; or 

2. is excepted from the application of Section 705(a) 
of the Coniiiunications Act of 1934 by Section 705(b) of that Act; 

(d) to intercept any wire or electronic communication the 
transmission of vhich is causing harmful interference to any lawfully 
operating station or consumer electronic equipment, to the extent necessary to 
identify the source of such interference; or 

(e) for other users of the same frequency to intercept any 
radio communication made through a system that utilizes frequencies monitored 
by individuals engaged in the provision or the use of such system, if such 
communication is not scrambled or encrypted; 

(6) It shall not be xmlawful under this chapter- 

(a) to use a pen register or a trap and trace device (as 
those terms are defined for the purposes of Chapter 206 of Title 18, relating 
to pen registers and trap and trace devices) ; or 

(b) for a provider of electronic comnunication service to 
record the fact that a wire or electronic communication was initiated or 
completed in order to protect such provider, another provider furnishing 
service toward the completion of the wire or electronic communication, or a 
user of that service, from fraudulent, unlawful or abusive use of such 
service; 


(7) A person or entity providing an electronic comnunication 
service to the puy.ic shall not intentionally divulge the contents of any 
communication while in transmission on that service to any person or entity 
other than an addressee or intended recipient of such communication or an 
agent of such addressee or intended recipient; 

(8) A person or entity providing electronic communication service 
to the public may divulge the contents of such comnunication - 

(a) as otherwise authorized in Title 18, USC, § 2511 (2) (a) 

or § 2517; 

(b) with the lawful consent of the originator or any 
addressee or intended recipient of sxjch communication; 

(c) to a person employed or authorized, or whose facilities 
are used, to forward such communication to its destination; or 

(d) which were inadvertently obtained by the service 
provider fin^ which appear to pertain to the commission of a crime, if such 
divulgence is made to a law enforcement agency. 
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139-1.3 Title 18. USC. S 2512 - Manufacture. Distribution. Possession, and 

Advertising of Wire. Oral or Electronic Communication Intercepting 

Devices Prohibited 

[ Except as otherwise specifically provided in Chapter 119 of Title 

( 18, USC, this section prohibits any person from intentionally- 

[ (1) sending through the mail or sending or carrying in 

[ interstate or foreign commerce, any electronic, mechanical or other device, 

[ knowing or having reason to know that the design of such device renders it 
{ primarily useful for the purpose of the surreptitious interception of wire, 

[ oral or electronic communications; 

(2) manufacturing, assembling, possessing or selling any 
electronic, mechanical or other device, knowing or having reason to know that 
the design of such device renders it primarily useful for the purpose of the 
surreptitious interception of wire, oral or electronic communications and that 
such device or any component thereof has been or will be sent through the mail 
or transported in interstate or foreign commerce; or 

[ (3) placing in any newspaper, magazine, handbill or other 

[ publication any advertisement of- 

[ (a) any electronic, mechanical or other device knowing or 

[ having reason to know that the design of such device renders it primarily 
[ useful for the purpose of the surreptitious interception of wire, oral or 
[ electronic communications; or 

(b) any other electronic, mechanical or other device, where 
such advertisement promotes the use of such device for the purpose of the 
surreptitious interception of wire , oral or electronic communications , knowing 
or having reason to know that such advertisement will be sent through the mail 
or transported in interstate or foreign conmerce, 

[ 139-1.3,1 Exceptions 

[ It shall not be unlawful for- 

(1) a provider of wire or electronic communication service or an 
officer, agent, or employee of, or a person under contract with, such a 
provider, in the normal course of the business of providing that wire or 
electronic communication; or 

(2) an officer, agent, or employee of, or a person under contract 
with, the United States, a state or a political subdivision thereof, in the 
normal course of the activities of the United States, a state, or a political 
subdivision thereof, to send througji the mail, send or carry in interstate or 
foreign commerce, or manufactxire , assemble, possess, or sell any electronic, 
mechanical, or other device knowing or having reason to know that the design 
of such device renders it primarily useful for the purpose of the 
surreptitious interception of wire, oral or electronic communications. 

[ 139-1.4 Title 18. USC. 6 2513 - Confiscation of Wire. Oral or_Electronic 
[ Communication Intercepting Devices 

(1) Hiis section provides that any electronic, mechanical or 
other device used, sent, carried, manufacrored, assembled, possessed, sold or 
advertised in violation of Title 18, USC, §§ 2511 or 2512 may be seized and 
forfeited to the United States. 
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(2) The FBI has been delegated authority to institute civil 
forfeiture proceedings pursuant to Section 2513. The Forfeiture and Abandoned 
Property manual contains the step-by-step procedure to be followed for 
seizures and civil forfeiture proceedings (judicial and administrative) 
conducted in conjunction with this violation. 

139-1.5 Title 47. USC. S 605 - Unauthorized Publication _oT Use of 

Communications 

Except as authorized by Chapter 119, Title 18, USC, no person 
receiving, assisting in receiving, transmitting, or assisting in transmitting 
any interstate or foreign communication by wire or radio shall divulge or 
publish the existence, contents, substance, purport, effect or meaning 
thereof, except through authorized channels of transmission or reception- 

(1) To any person other than the addressee, his/her agent, or 

attorney; 

(2) To a person employed or authorized to forward such 
communication to its destination; 

(3) To proper accounting or distributing officers of the various 
communicating centers over which the communication may be passed; 

(4) To the master of a ship under whom that person is serving; 

(5) In response to a subpoena issued by a court of competent 
jurisdiction; or 

(6) On demand of other lawful authority. 

No person not being authorized by the sender shall intercept any radio 
communication and divulge or publish the existence, contents, substance, 
purport, effect,* or meaning of such intercepted connnunication to any person. 

No person not being entitled thereto shall receive or assist in receiving any 
interstate or foreign communication by radio and use such comnunication (or 
any information therein contained) for his/her own benefit or for the benefit 
of another not entitled thereto. No person having received any intercepted 
radio communication or having become acquainted with the contents, substance, 
purport, effect, or meaning of such communication (or any part thereof) 
knowing that such communication was intercepted, shall divulge or publish the 
existence, contents, substance, purport, effect, or meaning of such 
communication (or any part thereof) or use such communication (or any 
information therein contained) for his/her own benefit or for the benefit of 
another not entitled thereto. 

139-1.5.1 Exceptions 

(1) This section shall not apply to the receiving, divulging, 
publishing or utilizing the contents of any radio communication which is 
transmitted by any station for the use of the general public, which relates to 
ships in distress or which is transmitted by an amateur radio station operator 
or by a citizens band radio operator; 

(2) This section shall not apply to the interception or receipt 
by any individual or the assisting of such interception or receipt, of any 
satellite cable programming for private viewing if- 

(a) the programming involved is not encrypted; 
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(b) • marketing system is established and the individuals 

receiving such programming have obtained authorization for private viewing 
under that system. 

139-2 POLICY 


(1) [Upon receipt of reliable information concerning an 
interception of communications violation falling within the 139A or 139B 

..classification, the appropriate United States Attorney (USA) should be 
, notified. The USA may request a preliminary investigation be conducted. Such 
, should consist of interviews of complainants, victims and up to three 
, witnesses, along with contact with the telephone company, when appropriate. 

. Unless circumstances indicate otherwise, investigations should also include 
interviews of subjects. USA will review results and advise on merits of the 
case. USA is authorized by DOJ to request full-field Investigation and 
initiate prosecution and forfeiture.] 

(2) [Allegations involving Federal, state or local public 

, officials as subjects or victims are classified as priority matters. Such 
matters require prompt and thorough investigation. Evidence should be 
collected in a timely and effective manner. The same applies to matters where 
, it is alleged that a Federal, state or local government agency is the victim. 
All other allegations concerning an interception of communications violation, 
not otherwise described in (3) below, are classified as nonpriority. A 
, declination policy should be established with the appropriate USA for 
, nonpriority matters, to include response to such allegations involving domestic 
marital disputes.] 

(3) [Upon receipt of reliable information concerning an 
interception of communications violation falling within the 139C or 139D 
classification (Signal Theft), an initial effort should be made to assess the 
scope of the activity. Investigations should be limited to persons or 
companies which manufacture equipment or modify existing commercially available 
equipment to facilitate the theft of communication signals by others. 

Resources should not be expended in the investigation of end users. These 
matters should be presented early for an initial prosecutive opinion and 
thereafter closely followed with the USA. ] 

(4) [Allegations Involving the interception of cable, satellite or 
electronic communications for significant commercial gain are classified as 

, priority matters. Significant commercial gain is defined as the manufacture, 

, sale or advertisement to sell any device the design of which renders it 
, primarily useful for the surreptitious interception of protected or encrypted 
communications, wherein the revenue accruing to the subject exceeds $25,000. 

, All other allegations involving interception of communication/signal theft 
matters are classified as nonpriority and should be covered in a declination 
policy with the USA. ] 

[ [(5)] Significant allegations Involving the theft of industrial or 

corporate proprietary information obtained as a result of the illegal 
interception of business electronic communications should be classified as 
Fraud By Wire (196 classification) or ITSP matters (87D classification) in 
lieu of handling under the IOC classification whenever applicable. 



prosecutions should confer with the prosecuting attorney in order to formulate 
a plan for direct examination which would confine cross-examination, and in 
order to be prepared with the appropriate objections to the exploration of 
matters on cross-examination which are not relevant and are objectionable 
under the rules of evidence. 
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((8)] Attorney General Order Mo. 919-80, dated 12/18/80, sets forth 
procedures to be followed by officers and other employees of the Department * 
when served with a subpoena or otherwise ordered to produce or disclose 
material or information contained in DOJ files or official information in the 
possession of its employees. Should Agents who are witnesses be compelled by 
the court, over objection, to give testimony concerning their traTning and 
experience, which testimony might reveal material and Information within their 
official possession or contained in DOJ files with respect to confidential 
-investigative techniques, provisions of Attorney General Order No. 919-80 
should be invoked. If appropriate, the Government's prosecuting attorney 
should advise the court that the Attorney General has prohibited disclosure of 
such information in other types of cases because revelation thereof would be 
inimical to national security and defense of the United States. FBIHQ must be 
kept promptly advised of all developments in each case where this problem 
might present itself. (See MIOG, Part II, 6-1.) 

[(9)] If complaint is based solely upon "beeps” or other unusual 
noises upon a telephone line, no investigation should be conducted in absence 
of other information indicating existence of an unauthorized wiretap and FBIHQ 
need not be notified of receipt of complaint, unless some unusual 
circ\imstances exist that would make it desirable to notify FBIHQ. 

((10)] No violation exists where one party permits a third party to 
listen to a telephone conversation without the second party's consent unless 
done for wrongful purpose (commission of crime or tort.) 

((11)] Surreptitious listening on a party line telephone and/or 
later divulgence of information obtained may be a violation and should be 
discussed with USA in same manner as complaints of other possible interception 
of communications violations. 

((12)] Generally recording telephone conversations by one party 
without the knowledge of another party is not a violation of this chapter. 

139-3 INVESTIGATIVE PROCEDURE 

(1) Check identification records and Bureau files to determine if 
subjects have prior convictions under the Interception of Communication 
statutes set forth in this section. USA should be advised of the subjects' 
prior interception of communication convictions. 

(2) In cases where full-field investigations are initiated- 

(a) Evidence must be obtained to prove there was an 
unauthorized interception, use or disclosure of a communication. 

(b) (In 139A and B matters both parties to the intercepted 
conversation must be contacted to ensure that neither consented. On 139C and D 
matters. Agents should ensure that investigation establishes the requisite 
knowledge and intent on the part of the subject to violate the statute. This 
primarily applies to retailers and advertisers.] 

(c) Consider use of physical surveillances to identify 

subjects. 

(d) Obtain photographs of installation and evidence of 
equipment used for submission to the Electronic Analysis Unit (EAU), 

Engineering Section, Technical Services Division. Normally, devices need not 
be sent to the EAU for examination until full-field investigation requested by 
USA. The same evidence handling and shipping procedures should be followed as 
in submitting evidence to the FBI Laboratory (see Part II, Section] 13-6. 7 ]of 
this manual). 
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(g) Handle search and seizures pursuant to Title 18, USC, 
§ 2513 in close cooperation and consultation with the USA. (See 139-1.4.) 


139-4 


MISCELLANEOUS 


(1) Notwithstanding any other provision of this title or section 
705 or 706 of the Communications Act of 1934, it shall not be unlawful for an 
officer, employee, or agent of the United States in the normal course of 
his/her official duty to conduct electronic surveillance as defined in Section 
101 of the Foreign Intelligence Smrveillance Act of 1978, as authorized by 
that Act. 


(2) Nothing contained in this chapter or Chapter 121, or Section 
705 of the Communications Act of 1934, shall be deemed to affect the 
^ acquisition by the United States Government of foreign intelligence 
information from international or foreign communications , or foreign 
intelligence activities conducted in accordance with otherwise applicable 
Federal law involving a foreign electronic communications system, utilizing a 
means other than electronic surveillance as defined in Section 101 of the 
Foreign Intelligence Surveillance Act of 1978, and procedures in this chapter 
and the Foreign Intelligence Surveillance Act of 1978 shall be the exclusive 
means by which electronic surveillance, as defined in Section 101 of such act, 
and the interception of domestic wire and oral comounications may be 
conducted. 

[ 139-5 VENUE 

I Wherever an offense is committed, begun or completed. 

I 139-6 REPORTING PROCEDURES 

(1) Advise FBIHQ, by appropriate teletype, the same day, when 
■ opening priority cases involving public officials and/or Federal, state or 
local government agencies. In such matters, an LHM (original and three 
copies) must be sent to FBIHQ within ten working days of the opening of the 
case. This communication should include facts predicating the case, USA's 
opinion and initial investigative steps contemplated. Additional status 
communications are at the discretion of the SAC or at the request of FBIHQ. A 
closing LHM must be prepared for all investigations involving public officials 
and/or government agencies. This final LHM must restate the predication for 
opening the investigation, summarize investigative findings and detail the 
disposition of the investigation. The USA's opinion will be Included where 
that office declines prosecution. Any prosecutive action should be detailed 
’ from indictment, information or complaint, through plea acceptance, trial 
disposition, and/or sentencing, as appropriate. 
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(2) Upon receipt of complaints alleging violations, not involving 
public officials and/or government agencies, FBIHQ should be promptly notified 
oy airtel, or by more expeditious means if good Judgment so dictates, based on 
the speciiic circumstances. Questionable status should contain 
recommendations of SAC as to action desired. If no investigative action is 
requested by the USA, the initial airtel should indicate that the 
investigation has been closed. Confirm USA's opinion by letter. If 
investigation is requested, investigative results should be furnished to FBIHQ 
- for dissemination to DOJ, Criminal Division, by LHM and/or prosecutive summary 
report. The original and three copies of an LHM should be forwarded. If 
prosecutive summary report deemed advisable, two copies should be forwarded to 
FBIHQ. 

139-7 PENALTY - MAXIMUM 

(1) Title 18, use. Section 2511 - fine or five years' imprisonment 
or both. In addition to criminal penalties, civil penalties may be applied. 

See Title 18, USC, Section 2511 for specific circumstance where criminal and 
civil penalties apply. 

(2) Title 18, USC, Section 2512 - fine up to $10,000 or 
imprisonment up to five years or both. 

(3) Title 47, USC, Section 605 - for first offense, fine up to 
$25,000 or imprisonment up to 1 year or both. For subsequent offenses, fine up 
to $50,000 or imprisonment up to 2 years or both. 

In accordance with the above sections, there is a sliding scale of 
penalties in conjunction with the nature of the offense and contingent upon 
other contributing factors. The above code sections should be referred to for 
specific penalty considerations. 


f 139-8 [COMPUTATION OF POTENTIAL ECONOMIC LOSS PREVENTED (PELP) VALUES IN 

t SIGNAL THEFT HATTLK'S 



[[139-9] CHARACTER - INTERCEPTION OF COMMUNICATIONS 


[[139-10] SUBCLASSIFICATIONS AND PRIORITY CASE INDICATORS (PCI) 

See MAOP, Part II, 3-1.1, "FBI Classifications and Subdivided 
Classifications (Noting Those Classifications Designated as Priority Case 
Indicator Matters)." 
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request letter end the response are to be maintained in the 190-0 or in a 190 
control file, rather than in a separate, substantive file. This 190 file can 
also be utilized to maintain copies of correspondence where the oi^y action by 
the field office is to forward the request to FBIHQ. 

(3) The handling of all documents concerning the use of the tip- 
1 off provisions should be[in accordance jvith procedures for the maintenance of 
— the classified and informant information these documents often contain. 

190-2.5 Field Office Records Referral Procedures 

(1) The field office receiving a request for access to FBI records 
must determine what records (files) are responsive to the request. Existing 
Bureau instructions will determine where the records are processed, l.e., at 
FBIHQ, at the office receiving the request, or at the office of origin (00). 

(2) All main files which show the investigation was reported to 
FBIHQ will be processed at FBIHQ. Unreported main files will be processed by 
the 00. All "see" references normally are processed by the office receiving 
the request. Where the request is referred to FBIHQ, the FOIPA 

I Section, I IMD, jwill process the main file records, not only in the FBIHQ file, 
but also in the files of the office receiving the request and/or the 00, which 
are responsive to the request. 

190-2.6 Seeking Access in Person 

When a Privacy Act request is presented to a field office in 
person, the requester should be advised to put the request in writing or to 
complete an FD-706, after which the field office will process the request 

f ursuant to the same time limits pertaining to requests received by mail. 

hould the individual wish to return to the field office to personally review 
processed documents, when available, it should be permitted. In addition, the 
requester is permitted to have one other person accompany him/her, providing 
the requester furnishes a statement authorizing a discussion of his/her 
personal records in the presence of this other individual. An FBI employee is 
to be present at all times during the requester's review of copies of FBI 
records in FBI space. 

190-2.7 Consultation and Referral to Other Agency 

(1) Where material to be released includes Information previously 
obtained from another Federal agency, that agency is to be consulted prior to 
release of the information. 

(2) Where the material being considered for release includes 
copies of the original documents obtained from another Federal agency, said 
docximents will be referred to that agency whether on local or headquarters 
level. The field office should inquire at the local office of the Federal 
agency as to the proper disposition of the referral. 

190-3 CONDITIONS OF DISCLOSURE 

190-3.1 Written Authorization By Subject 

The Privacy Act prohibits disclosure of personal information, with 
certain exceptions, to any person or other agency unless specifically 
authorized in writing by the person to whom the record pertains. 
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190*3.2 Exceptions 

The Act provides for twelve exceptions to this disclosure 
prohibition. The exceptions used most often by the FBI in disseminating 
information from the central records system are: 

m 

(t) Information from FBI files may be disseminated as a proper 
"routine use" without the subject's authorization to any Federal Executive 
Branch agency to the extent the information is relevant to an authorized 
function of such agency. Information also may be disclosed as a routine use 
to a member of the Fe^ral Judiciary if considered relevant to an authorized 
function of the recipient. In addition, information may be disclosed to a 
state or local criminal Justice agency for an legitimate law enforcement 
purpose. ("Routine Use" is defined in the Privacy Act as the use of such 
record for a purpose which is compatible with the purpose for which it was 
collected.) Such a routine use dissemination does not constitute any change in 
past policy or procedures as the FBI always has been authorized to disseminate 
Its records to other Government agencies for official business only. Such 
dissemination will continue under this new routine use procedure. 

^ (2) Background and descriptive information on Federal fugitives 

is disseminated as a routine use to the general public and the news media to 
assist in the apprehension of the fugitives. 

(3) News releases are disseminated as a routine use to the 
general public and the news media concerning apprehensions and other 
accomplishments. 

(4) Public source information is similarly disseminated as a 
routine use on a continuing basis. 

(5) Information is disclosed to private individuals and/or 
organizations when necessary to solicit information or cooperation for an 
authorized purpose, i.e., when it is necessary during the course of an 
official investigation to seek information from private individuals such as 
their observations, descriptions, or account of events which transpired. In 
such instances it might be necessary to disclose the nature of the crime of 
which the subject was suspect or similar personal information about the 
subject. Also, information may be disclosed to the private sector to the 
extent necessary to protect life or property. 
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190-3.3 Accounting of Disclosures 

(1) Each time a racord" pertaining to an Individual la disseminated 
to a person or other Federal, state, local, or foreign agency, whether orally 
or by any type of communication, written or electronic, an accounting of such 
dissemination, consisting of the date, nature, and purpose of each disclosure 
•* well as the name and address of the person or agency to whom the disclosure 

I is made, must be maintained for at least[8ix]years or the life of the record, 
whichever is longer, following the disclosure. 

(2) The Act provides for access by the Individual subject- 
requester to the accounting of disclosure made of records pertaining to 
him/her. Normally, the FBI will release this accounting to the individual at 
his/her request; however, the FBI is exempt from this particular statutory 
requirement and, where circumstances so dictate, the FBI will deny such a 
request, e.g., where dissemination was of a sensitive ntture to an agency such 
as National Security Agency, Central Intelligence Agency or Drug Enforcement 
Administration. 

190-4 INFORMATION COMPILED FOR CIVIL LITIGATION 

(1) The Privacy Act does not permit an individual access to any 
Information compiled in reasonable anticipation of a civil action or proceeding 
brought either by the Government or against the Government. 

(2) In order for information to be denied a requester based on 
this provision, Office of Management and Budget (0MB) has indicated the civil 
action actually must have been filed so that the agency is on notice, as the 
original intent of this provision is to protect information collected by or at 
the request of the Office of the USA in preparation for civil litigation 
brought by or against the Government. 

190-5 REQUIREMENTS IMPOSED BY THE PRIVACY ACT 

(1) Only that information about an individual which is relevant 
and necessary to accomplish a purpose authorized by statute. Executive order of 
the President, or by the Constitution is to be recorded In FBI files. 

(2) When interviewing an individual in an applicant- or civil- 
type investigation to solicit information about that individual, 

himself /herself , and not about someone else, the individual must be apprised 
in writing, of; 
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(a) The authority, tihether by statute or Executive Order, ^ 

vhich authorizes solicitation of the information and whether disclosure of 
such information is mandatory or voluntary; — 

(b) The principal purpose for which the information is 
intended to be used; 

• (c) The routine use which may be made of the information; 

(d) The effects on the interviewee, if any, of not providing 
all or any part of the requested information. 

(3) Written forms containing the above information in all of the 
suitability- and civil-type classifications are maintained in each field 
office. At the termination of the interview, the form should be left with the 

( interviewee. [Note: This requirement is not necessary in those applicant 

[ matters which are referred to the FBI by another agency or department, 

[ including the Department of Justice. The FBI conducts the interviews in these 
[ instances with the understanding that the referral agency or department 
[ notifies each person it solicits information from of the Privacy Act 
[ requirements described in subparagraph (2).) 

(4) All information about an individual is to be maintained with 
such accuracy, relevance, timeliness, and completeness as is reasonably 
necessary to assure fairness in any determination made concerning the 
individual based on such information. Only information meeting these four 
standards should be disseminated to other agencies. 

190-5.1 Restrictions on Information Relating to First Amendment Rights 

(1) The FBI is prohibited from maintaining records describing how 
any individual exercises rights guaranteed by the First Amendment unless 
authorized by statute or by the individual, or unless the particular record is 
pertinent to and within the scope of an authorized law enforcement activity. 

(2) This restriction prohibits the collection, maintenance, use 
or dissemination of information concerning an individual's religious or 
political beliefs or activities, or membership in associations or 
organizations, unless: 

(a) The individual has volunteered such information for 
[ [his/her]own benefit; 

(b) The information is expressly authorized by statute to be 
collected, maintained, used, or disseminated; or 

(c) The activities involved are pertinent to and within the 
scope of an authorized investigation, adjudication, or correctional activity. 

190-6 CRIMINAL PENALTIES' 

190-6.1 Unauthorized Disclosure 

[ Any officer or employee of any agency, who by virtue of[his/her) 

employment or official position, has possession of, or access to, agency 
records which contain individually identifiable information, the disclosure of 
which is prohibited by this Section or by rules or regulations established 
thereunder, and who knowing that disclosure of the specific material 
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PACE 196 - 1 


196-1 STATUTE 

Title 18, use, Section 1343, "Fraud By Wire." 

_ ^2) Fraud by wire, radio, or television "Whoever, having 
devised or intending to devise any scheme or artifice to defraud, or 
for obtaining money or property by means of false or fraudulent 
pretenses, representations, or promises, transmits or causes to be 
transmitted by means of wire, radio, or television communications in 
interstate or foreign commerce, any writings, signs, signals, 
pictures, or sound for the purpose of executing such scheme or 
artifice, shall be fined not more than $1,000 or imprisoned not more 
than five years, or both. If the violation affects a financial 
institution, such person shall be fined not more than $1,000,000 or 
I imprisoned not more than | 30 | years , or both." 

(3) Conspiracy to violate Title 18, USC, Section 1343 
must be prosecuted under the general conspiracy section (Title 18. 

USC, Sect i on 371) . 


EFFECTIVE: 06/26/91 


196-2 ELEMENTS 

An attempt to defraud coupled with the sending of or 
causing to be sent in interstate or foreign commerce by wire, radio, 
or television any communication, 

(1) for the purpose of executing a scheme to defraud, or 

(2) for obtaining money or property by means of false or 
fraudulent pretenses, representation, or promises. 


EFFECTIVE: 06/26/91 
196-3 POLICY 
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EFFECTIVE: 06/26/91 


196-3.1 Reporting Requirements 

Reports, in prosecutive summary form, will be required 
only when prosecutive proceedings are being initiated. Biweekly 
summary airtels with letterhead memorandum (LHM) suitable for 
dissemination to the Department of Justice are necessary in undercover 
or project-type cases. Routine cases and those where preliminary 
investigation reveals no FBI jurisdiction should be quickly resolved 
in keeping with the quality-over-quantity concept. In confidence 
scheme swindles where $5,000 or more is allegedly taken from the 
victiffl(s) and the initial facts do not reflect an interstate or 
foreign commerce aspect the Department of Justice has requested a 
preliminary investigation be conducted limited to establishing the 
presence of a Federal violation as well as identifying the alleged 
swindlers and their techniques. Reports and summary airtels should be 
submitted to the Economic Crimes Unit, White-Collar Crimes Section, 
FBIHQ. 


EFFECTIVE: 06/26/91 


196-3.2 No Federal Jurisdiction 

Facts regarding cases which involve lesser sums than 
$5,000 and no use of interstate communications may be furnished to the 
Bureau, particularly where the subjects have been apprehended or 
identified by local authorities. The purpose of furnishing this 
information is to build up the Bureau's store of knowledge on known 
con artists. 


EFFECTIVE: 06/26/91 

196-4 INVESTIGATIVE PROCEDURES 

EFFECTIVE: 06/26/91 
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196-4.1 Basic Principles 

Since the FBW Statute, enacted 7/16/52-, was patterned 
Mail Fraud Statute, nail fraud principles have been applied 
to FBW prosecutions. As in the former it is not necessary that the 
victim of the scheme be actually deceived or suffer a loss. Moreover, 
while It is necessary to show that the subject caused the use of a 
wire it is not necessary to establish that he/she directly 
participated in the use of the wire. It is sufficient if some 
communications were the foreseeable result of his/her act. 


PAGE 196 - 3 


EFFECTIVE: 07/18/86 


I 196-4.1.1 |Deleted| 


EFFECTIVE: 07/18/86 


196-4.2 Use of Credit Cards and Illegal Telephone Devices 

The fraudulent use of telephone credit cards to obtain 
service without charge is a FBW violation as is the use of so-called 
blue boxes and "black boxes." These devices are used to circumvent 
the recording of proper listing or recording of telephone locations or 
calls. Instances wherein it can be shown that individuals are 
manufacturing or selling these devices as a commercial enterprise may 
constitute a conspiracy violation of the FBW Statute. 


EFFECTIVE: 07/18/86 


196-4.3 Election Laws 

Violations of FBW involving election laws must be 
immediately brought to the attention of the United States Attorney's 
office which in turn must secure departmental authority prior to 
requesting further inves t igat i on . 


EFFECTIVE: 07/18/86 
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196-A.A Obtaining Evidence 

— (1) In proving the interstate communication, expeditious 

obtaining of Western Union or telephone company records are necessary. 
Parties to a telephone conversation may also provide evidence of the 
fact of communication, particularly as to where they placed the long 
distance calls. Recognition of the voice is not necessary to 
identification of the person with whom the conversation is alleged to 
have been had. Like any other ordinary fact, it may be established by 
direct evidence or circumstances. 

(2) The scheme or artifice to defraud through a series of 
false representations to the victim by the subject can be shown most 
directly by proving that the latter was neither capable of fulfilling 
his/her promises nor so inclined. 

(3) Often the subject uses someone else*s financial 
statement, possibly obtaining a loan commitment from another broker or 
letter of credit from bankers who are collaborators in the scheme. In 
fraud situations, the subjects seldom, if ever, make admissions of 
illegal acts or fraudulent intent. Moreover, there is seldom one 
specific act that, standing alone, is illegal. The essence of the FEW 
case is to establish the fabric of circumstantial evidence by 
comparing the represent a t i ons and promises on the. one hand and the 
actual facts on the other hand. 


EFFECTIVE: 03/23/92 


196’-A.5 Referral to Federal Communi cat i ons Commission (FCC) 

Section 13A3 of Title 18 refers to individuals who may use 
interstate or foreign communications in execution of a scheme to 
defraud and does not refer to communications companies which are 
regulated by the FCC. Complaints alleging that a company licensed by 
the FCC is knowingly permitting the transmission of messages, the 
purpose of which is the execution of a scheme to defraud, should be 
promptly referred to the FCC. 


EFFECTIVE: 03/23/92 
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196-4.6 Confidence Scheoes 

Sections 1343 and 2314 remain the principal statutes 
under which frauds by con artists are investigated. To investigate 
cases of this nature properly, it is helpful for the Agent to be 
familiar with the modus operand! and terminology of the confidence 
scheme operators. 

(2) In cases in which the loss amounts to over $5,000 or 
in which interstate or foreign communications have been used, a 
thorough investigation should be promptly initiated which should begin 
with a thorough interview of the victim, and any witnesses who saw the 
con artists. If the victim is in possession of documents, checks, 
telephone logs, or serial numbers of the currency used, they should be 
obtained in all cases. 

(3) To establish a violation of Section 2314 involving 
^*’**'*P®rt at i on of $5,000 or more, it is necessary to prove that 

one or more of the subjects actually transported $5,000 or more in 
interstate commerce. Efforts should be made to identify the con 
artists, ascertain their itinerary after the swindle, and conduct 
whatever invest igat ion possible to locate the funds in another state 
as evidence that it was transported. 

(4) |Deleted| 


EFFECTIVE: 03/23/92 


196-4.7 Conspiracy 

A violation may be established in any FEW matter even 
though no actual loss occurred, if the projected swindle was to amount 
to $5,000 or more and the proposed victim was caused to travel 
interstate either in a build-up to the swindle or to obtain funds. If 
the swindle amounting to $5,000 or more actually takes place, and the 
victim is caused to travel interstate as part of the process, a 
I violation has occurred even though the|funds are|never carried out of 
state. 


EFFECTIVE: 07/18/86 


Sens i t ive 
PRINTED: 03/14/94 


Sensitive 


Manual of 
Part I 

196-5 

completed 

EFFECTIVE 

196-6 

EFFECTIVE: 

196-7 

EFFECTIVE: 

196-8 

EFFECTIVE: 

196-9 

EFFECTIVE: 

196-10 

EFFECTIVE: 




Investigative Operations and Guidelines 


PAGE 196 - 6 


VENUE 

Any district in which the offense was begun, continued and 
(Title 18. use. Section 3237). 
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[[263-1 BACKGROUND 

[ (1) The Office of Professional Responsibility (OPR) was 

[ established in the Inspection Division in October, 1976, in order to bring 
[ about a greater awareness of professional responsibility throughout the FBI 
[ and to seek a more definitive and uniform policy in our administration of 
[ disciplinary personnel matters. OPR has three basic functions: (1) supervise 

[ and/or investigate all allegations of criminality and serious misconduct on 
[ the part of FBI employees; (2) maintain liaison with the Office of Profes- 
[ sional Responsibility, Department of Justice (OPR/DOJ); and, (3) monitor 
[ disciplinary action taken concerning all employees of the FBI. 

[ (2) It is OPR's goal to ensure that all such allegations against 

[ FBI employees are promptly, objectively, and thoroughly investigated and 
[ reported to the Administrative Services Division (ASD) in a timely fashion for 
[ their consideration and appropriate action. The maintaining of the integrity 
[ of the FBI as an institution is paramount while conducting these mandated 
[ responsibilities. The rights of our employees, however, are to be similarly 
[ guarded. 

[ 263-2 NOTIFICATION OF FBIHQ UPON RECEIPT OF ALLEGATIONS OF CRIMINALITY 

[ OR SERIOUS MISCONDUCT 

[ (1) As is set forth in Part I, Section 13 of the Manual of 

[ Administrative Operations and Procedures (MAOP) , all allegations of employee 
[ misconduct m.ust be reported to the Administrative Summary Unit (ASU) , ASD. 

[ Allegations of criminality or serious misconduct, however, must be reported 
[ simultaneously to the FBI's OPR. OPR superv^ises and/or investigates all 
[ allegations of criminality or serious misconduct on the part of FBI employees. 

[ Judicial criticism of an Agent's conduct in findings of fact, opinions, or 
[ court orders, whether oral or written, is to be considered an allegation of 
[ serious misconduct and reported to OPR as set forth below. 

[ (2) When an allegation is received concerning criminality or 

[ serious misconduct, the appropriate Assistant Director, SAC, or Legal Attache, 

[ must advise OPR of the allegation, preferably by telephone. OPR will, in 
[ turn, advise ASU/ASD. A confirming airtel, with a copy designated for the 
[ ASU/ASD, should be directed in a sealed envelope to FBIHQ, Attention: OPR. 

[ OPR will determine and advise who will conduct the investigation. In those 
[ matters involving nonserious misconduct or performance -related deficiencies, 

[ in all likelihood, the SAC will be advised to handle those matters directly 
[ with the ASU/ASD. In most cases, the Assistant Directors, SACs , or Legal 
[ Attaches will personally conduct the necessary investigation of OPR matters 
[ under the supervision and monitoring of OPR. Representatives of OPR normally 
[ investigate only those allegations involving FBIHQ officials, SACs, ASACs, and 
[ Legal Attaches, and sometimes FBIHQ and Field Supervisors, or when 
[ circumstances of a particular matter dictate. 


966.407 

10/18/88 


MIOG 




PART I 

SECTION 263. OFFICE OF PROFESSIONAL RESPONSIBILITY MATTER 


I (3) Timeliness of reporting and resolution of OPR matters are 

I extremely important. It is imperative that upon receipt of an allegation of 
I criminality or serious misconduct against an FBI employee, that OPR be advised 
[ promptly in order that appropriate instructions may be given. There should be 
I no delay in contacting OPR while attempting to "round out" an allegation of 
I possible criminality or serious misconduct. 

I _ If allegation of misconduct within the responsibility of 

[ OPR arises out of a substantive case (pending or closed), the matter will be 
I coordinated closely between OPR and the FBIHQ Division which has overall 
( responsibility for the substantive matter. FBIHQ Divisions should immediately 
[ inform OPR of allegations of possible criminality or serious misconduct which 
I come to their attention and forward that portion of the investigation to OPR 
r u ^ further processing. The allegations arising from a substantive case will 
[ be carried separately under the Office of Professional Responsibility Matter 
I caption and handled as a separate "263" classification investigation so that 
I the substantive investigation and/or prosecution is not hindered. 

( (5) The following is a list of items which for the most part are 

considered OPR matters. They are furnished for information and are not con- 
sidered all inclusive. Any question of whether the matter should be handled 
I by OPR should be resolved by contact with OPR: 

( Abuse of authority 

Arrest by local authorities (or subject of investigation by local authorities) 

1 Civil rights violations 
( Conflict of interest 

Driving While Intoxicated (both Bureau cars and personally owned automobiles) 

I Failure to advise the Bureau of contacts with law enforcement agencies 
[ False statements during applicant processing 
[ Falsification of documents 
[ False reporting 
[ Franking privilege violations 
{ Fraud Against the Government 
Improper association/relationship with criminal element 
Improper association with informants 
’ Judicial criticism 
Narcotics matters 
Outside employment 
Retaliation matters 
Sexual offenses 

Subject of a Federal criminal investigation 
: Theft 

Unauthorized disclosure of information 
Unauthorized use of a Bureau vehicle 
Unauthorized passenger in a Bureau vehicle 
’ Unprofessional conduct 
Whistleblower matters 
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(6) Other infractions, such as lost badges or minor personal 
misconduct, will continue to be handled by the ASD. These matters are well 
defined and should continue to be handled as in the past. Any question as to 
whether a matter is or is not within the responsibility of OPR must be 
referred to OPR for a determination in this regard. ”■ 

263-3 INVESTIGATION 

Investigation necessary to develop complete, essential 
tacts regarding any allegation against Bureau employees must be instituted 
promotly and every logical lead which will establish the true facts should be 
completely investigated unless such action might prejudice pending investiga- 
tions or prosecutions, in which event FBIHQ will weigh the facts along with 
the recommendation of the Division Head. 


, (2) The record of the inquiry shall include the initial allega- 
tion; the investigative results; aggravating or mitigating circumstances; 
statement of specific charge(s): and the employee's ansver(s) including 
defenses to the specific charge(s), if any. 


p) ^SACs should ensure the objectivity in personnel investiga- 
tions conducted by field offices by not assigning supervisory personnel to 
them who have a direct working relationship with the employee(s) under 
investigation. OPR is likewise alert to this possible conflict of interest 
ana will discuss this with the SACs when cases are initially reported to OPR, 

[(4) Requests to conduct audits of the computer systems activities 
®f® suspected of misconduct or improper performance of duty 
will be handled only with prior notification to FBIHQ. The term audit refers 
Doth to review and/or evaluation of prior transactions or activities of a user 
and procedures designed to monitor the ongoing activities of a user. The 
proper form for such a request is a formal written communication to FBIHQ with 
a request directed to the Technical Services Division (TSD), Systems 


U • conrirraea in writing. in instances 

where telephonic requests are authorized, the level of authority is at the ASAC 

ilrSn field offices and at the Section Chief level or above at 

piHQ, with the exception of requests emanating from OPR. Telephonic requests 
for user activities audits made by OPR will be authorized at the Supervisory 
Special Agent level. ^ 


Chi^f conduct the audits will be made at the Section 

Chief level in SDS, based on the technical feasibility and resource 
constraints. If the audit cannot be conducted or if additional information is 
needed to formulate the audit, SDS will contact the requestor. The results of 
each audit conducted will be reported on an FD-302 and disseminated to OPR and 
the requestor, should it be different from OPR. The original FD-302 will be 
forwarded to the office of origin. In those instances where exigent 
circumstances dictate that the results of the audit be telephonically 
disseminated, the results will be disseminated by TSD to OPR and to the 
requestor, should it be different from OPR, and the telephonic response 
subsequently confirmed in writing to OPR and the requestor.] ^ 


263-4 


INTERVIEWS OF EMPLOYEES 


, (1) .Interviews of employees involved in allegations of criminal- 
ity or serious misconduct should be conducted at the earliest logical time and 
in a forthright manner following coordination with OPR. There should be no 
evasiveness on the part of the Bureau official conducting the interview. 

employee should be fully and specifically advised of the 
allegations which have been made against him/her in order that he/she may have 
an opportunity to fully answer and respond to them. The employee must be 
entirely frank and cooperative in answering inquiries of an administrative 

allegations are possibly criminal in nature, the employee has the 
right to seek counsel in the same vein as any other individual. 
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(3) Such Interviews must be complete and thorough with all perti- 

nent information obtained and recorded so that all phases of the allegations 
may be resolved. The interviews must not be unduly protracted and should be 
held to a reasonable length by proper preparation and recognition of the 
purpose of the interviews. *" 

(4) The inquiry shall not be complete until the specific 
allegations which may justify disciplinary action are made known to the 
employee who may be disciplined and the employee is afforded reasonable time 
to answer the specific allegations. The employee's answers, explanations, 
defenses, etc., should be recorded in the form of a signed, sworn statement 
which should specifically include the allegations made against the employee in 
an introductory paragraph. The statement is to be prepared following an in- 
depth interview under oath of the employee by the Division Head or designated 
supervisory representative. The employee is not merely to be asked to give a 
written response to the allegations, but is to be interviewed in an interroga- 
tory fashion, and a signed, sworn statement prepared from the results by the 
intepriewing official. Since the statement represents that which the employee 
is willing to sign and swear to, he/she retains the right to make corrections 
or changes before doing so. If those changes or corrections differ materially 
from what the employee stated during the interview, that fact and the nature 
of the statements should be separately recorded. The employee should be sworn 
prior to the interview in order that the information furnished during the 
interview will have been under oath. Should there be any question on the part 
of the interviewing official as to whether a particular allegation (set of 
facts) might justify disciplinary action, he/she should contact OPR in order 
to resolve this prior to the interview so the employee will be ensured of an 
opportunity to appropriately respond. 

(5) The results of interviews of nonsubject, "witness" FBI 
employees in OPR matters should also be recorded in the form of signed, sworn 
statements. If there is some reason for not doing so, this should be 
coordinated with OPR/Inspection Division. 

(6) When interviewing employees during administrative inquiries 
to solicit information about themselves or about their own activities, the 
employee should be provided the Privacy Act notice described in MIOG, Part I, 
190-5(2), explaining the purpose of the inquiry and how the information will 
be used. 


(7) When interviewing employees, or others, to solicit informa- 
tion about the subject of an administrative inquiry,- the person interviewed as 
a source should be provided, if appropriate ana necessary, the opportunity to 
request an express promise of confidentiality, as described in MIOG, Part I, 
190-7, and SAC Memorandum 51-77(C), dated 11/15/77, in order to protect the 
source's identity should the subject of the inquiry submit a Privacy Act 
request for access to records of the inquiry. The source should be cautioned 
that if a formal adverse personnel action is taken against the subject of the 
inquiry pursuant to Chapter 75 of the Civil Service Reform Act, the informa- 
tion furnished, along with the source's identity, must, by law, be provided to 
the subject, if any information provided in that statement is used in whole or 
in part to support that personnel action. In addition, pursuant to certain 
administrative inquiries and possible judicial proceedings, it may be 
necessary to furnish the source's identity if any information provided in the 
source's statement is used in whole or in part to support a personnel 
action. The principles discussed in 263-5, infra, are also applicable to an 
Interview of an employee regarding the actions or others, to the extent such 
answers might reveal criminal misconduct on the part of the employee being 
interviewed. 
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[ 263-5 ADMINISTRATIVE OR CRIMINAL PROCEEDINGS - USE OF lOTERVTEW TORMS 

[ (1) Prior to the interview of an employee against whom allega- 

( tions of criminal misconduct have been leveled, a decision must be made as to 
( whether the goal of the interview is to obtain a statement admissible in 
( subsequent criminal proceedings or whether the goal is to compel the employee 
( to make a full statement of the facts in order to ascertain what administra- 
( tive action, if any, is appropriate. This decision is to be made by OPR in 
( coordination with the OPR/DOJ, 

[ (2) To ensure that employees being interviewed are fully and 

[ consistently aware of their ri^ts and obligations, two forms have been 
[ adopted for use in such interviews. The Office of Professional Responsi- 
[ bility, DOJ, has endorsed the use of these forms. These forms are only 
[ to be utilized during official inquiries and only when authorized by OPR. 

[ (3) Neither of these two forms (FD-644 nor FD-645) which are 

[ described below are to be routinely used during the investigation of a 
[ shooting incident. They will be used only in those shooting inquiries when 
[ instructed to do so by FBIHQ as set forth in MIOG, Part II, Section 12-1.9. 

[ The decision as to which form will be used in a particular inquiry will be 
[ made by OPR, FBIHQ, on a case-by-case basis, in accordance with the principles 
[ set forth below. For your information, there are certain prosecutive guide- 
( lines which have been agreed to by OPR/DOJ. The factual situation of any 
[ particular allegation will be considered by OPR in line with those prosecutive 
[ guidelines. 

[ 263-5.1 Criminal Proceedinjz Contemplated or Possible 

( (1) Form FD-644 captioned "Warning and Assurance to Employee 

[ Requested to Provide Information on a Voluntary Basis," is to be utilized in 
[ situations where an employee is provided an opportunity to voluntarily respond 
[ to questions concerning allegations of job- related misconduct which have the 
[ potential for criminal prosecution, but wherein the employee is not being 
[ compelled to answer questions or provide a statement. Use of this form should 
[ assure that any statements obtained will be freely and voluntarily given and, 

[ hence, admissible in any future criminal proceeding. 

[ (2) Full Miranda warnings will be given to employees only in 

[ situations where the employee to be interviewed is in custody or is signifi- 
[ cantly deprived of his/her freedom of action, an arrest is clearly intended 
[ at the conclusion of the interview, or whether in custody or not, the employee 
[ being interviewed has previously been arrested or formally charged and prose - 
[ cution is pending on a Federal offense and the questioning concerns that 
( offense or a related Federal offense. 

[ (3) Whenever Form FD-644 is utilized, an interview log should 

{ be prepared in accordance with the Legal Handbook for Special Agents, Section 

( 7-9. 
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[ 263-5.2 Inquiry Solely for Administrative Purposes 

[ . (p In a situation where the allegation, if true, has the poten- 

[ tial for criminal prosecution, but a decision has been made not to seek an 
[ admissible statement (but rather, to compel the employee to fully and candidly 
( answer all questions concerning the alleged incident). Form FD-645, captioned 
( "Warning and Assurance to Employee Required to Provide Information," should 
( be used. However, prior to the use of this form in any instance where the 
[ allegation, if true, would have potential for Federal criminal prosecution 
[ of the employee to be interviewed, OPR/Inspection Division must present the 
[ facts of the case to OPR^^TX)J and obtain an initial opinion that the matter 
[ in question should be handled administratively rather than criminally. This 
[ is necessary because any incriminating statement obtained after use of Form 
[ FD-6A5 will not be admissible in a criminal prosecution of the employee. 

[ (2) In a situation where the allegation, if true, has potential 

[ for non-Federal prosecution, and a decision has been made by FBIHQ to compel 
[ full answers from the employee regarding the matter under invest ieat ion. Form 
[ FD-645 should be used. 

1 ^ (3) In all other instances where an employee is being interv'iewed 

[ in connection with an official administrative inquiry, Form FD-645 should be 
[ used. 

[ (4) There is no Sixth Amendment right to counsel in purely 

( administrative inter\^ievs. Therefore, even if the employee specifically 
[ requests to have an attorney present during the course of the inter\U€w‘, the 
[ Bureau is not legally obliged to agree to this condition. Any administrative 
[ decision to allow the presence of counsel during an administrative inter\^iev 
[ is to be made by OPR, FBIHQ. 

[ ^ ^ (3) An interview log is not required when Form FD-645 is 

( utilized. Those conducting such acicinistrative inten.’iews of errplovees 
[ should be alert, however, to circumstances where good jud^ent might war- 
[ rant preparation of an interview log; for example, in those interviews of 
[ a particularly sensitive nature or in those concerning serious misconduct 
[ involving veterans which may ultimately be heard before a Merit Systems 
[ Protection Board. 

[ 263-6 POLYGRAPH EXAMINATIONS OF BUREAU E.MPLO^TES 

[ (1) All polygraph examinations of FBI employees and those who 

( have made allegations against FBI employees must be approved by the Assistant 
[ Director, Inspection Division, or another person designated by the Director. 

(2) Polygraph examinations of employees will be administered away 
from their own office of assignment. This procedure will help protect the 
confidentiality of the investigation/inquiry and lessen the outside pressure 
on the employee which could be associated with an examination conducted with 
knowledge of an employee's friends and associates. 
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(3) Polygraph exaainatlons of Bureau employees are to be admini- 
stered by an FBIHQ examiner. In the event an FBIHQ examiner is not available, 
the examination will be conducted by an examiner designated by the Polygraph 


See MIOG, Part II. 13-22.13.1. 13-22.13.2, 13-22.13.3, and 13-22.14 for 
additional instructions and information regarding polygraph examinations 
of employees who are subjects of a criminal investigation or administrative 
inquiry. 

263-7 REPORTING 

(1) In most Instances, after OPR has been initially notified of 
the allegation, it will be satisfactory for the responsible division head to 
report the facts pertaining to the serious misconduct or criminality by airtel 
setting forth a concise statement of the situation together with supporting 
documentation and statements. In all cases, whether or not it is believed 
administrative action is necessary, a statement that administrative action is, 
or is not, recommended must be made. 

(2) [These cases should not be opened in the Field Office 

Information Management System (FOIMS) prior to obtaining Bureau approval to 
open the investigation.] A separate file should be opened and indexed under a 
"263" classification for each OPR investigation and[the file should 
bejmaintained in the SAC[s safe. This file number should be included on all 
communications between field offices and OPR. Such communications, when 
directed to the SAC, should be to his/her personal attention and should be 
enclosed in sealed envelopes when submitted to FBIHQ, Attention: OPR. 

Proper names of individuals in OPR cases should not be entered in the title 
field in the case management system of (FOIMS.) The title field should contain 
the words "SEE SAC" only. [The Index Driven Case Title (IDCT) software will 
automatically insert the words "SEE SAC" during the data input of the index 
record. Keystroking the letter "S" in the "Special" field on the index 
record wUl generate "SEE SAC" on the first line of the title in the case 
application. It should be noted that the file number will not be displayed 
in the general Indices of the field office.) OPR cases are to be opened in 
FOIMS as auxiliary office (AO) cases utilizing the FBIHQ file number as the 

[ Universal Case File Number. These cases should be opened with a pending 
status, not as "DEAD" or "ADM" status. Upon completion of the investigation, 

[ the status should be modified to RUC. 

(3) Copies of the allegations and subsequent investigation should 
not be placed in the employee's field office or FBIHQ personnel file. Only if 
some form of administrative action is taken will there be any need to address 
the allegation in the employee's personnel file. This is satisfactorily 
handled by a designated copy of the approved justification memorandum and/or 
addendum(s) being placed in the employee's personnel file at FBIHQ as well as 
copies of the outgoing communication to the employee being placed in both the 
field office and FBIHQ personnel files. 

(4) OPR will advise SACs and Assistant Directors when the results 
of OPR investigations have been reviewed by OPR and referred to ASU/ASD for 
appropriate action. 

263-7.1 Investigative Reports 

(1) The results of most OPR Investigations may be submitted by 
cover airtel to OPR. In those matters, however, involving more complicated 
situations or matters involving criminality which may need to be discussed 
further with the Department of Justice, they should oe submitted to FBIHQ by 
investigative report which should be thorough, precise, and to the point. Any 
question concerning whether or not to submit an Investigative report should be 
resolved by consulting with OPR. 


966.413 

4/19/91 


MIOG 


SECTION 263. OFFICE OF PROFESSIONAL RESPONSIBILITY MATTER 


(2) Synopses of OPR matter investigative reports shouTO be 
complete to include all allegations, the results of the investigation, and the 
subject employee's responses to these allegations. Consideration should be 
given to including a table of contents in these investigative reports. 

(3) Three copies of the investigative report (four copies if the 

matter involves a substantive case) should be submitted by cover airtel in a 
sealed envelope to FBIHQ, Attention: OPR/Inspection Division. The cover 

airtel should contain the SAC's observations and comments, mitigating or 
aggravating circumstances, as well as the SAC's recommendations for 
administrative action. 

(4) FBIHQ is the office of origin in OPR matter investigations. 
Upon completion of an investigation, originals of signed, swoim statements, 
Forms FD-644 and FD-645, etc., should be furnished to OPR. 

263-8 CIVIL RIGHTS ATIFHATIONS AGAINST FBI PERSONNEL 

Upon receipt of a complaint involving civil rights allegations 
against FBI personnel, the following procedures are to be followed: 

(1) Advise the Civil Rights Unit (CRU) , CID, and OPR by telephone 
followed by appropriate communications so that FBIHQ may furnish appropriate 
guidance. The CRU will coordinate with OPR and other FBIHQ components and 
advise the SAC concerning the proper handling of the matter. 

(2) If a civil rights complaint arises during an administrative 
inquiry, the pertinent administrative inquiry relating only to the civil 
rights allegation must stop in order to resolve any criminal violations. 

That portion of the administrative inquiry may not resume until authorized 
by FBIHQ. 


(3) OPR and CRU/CID will coordinate the presentation of the facts 
of the allegation to OPR/DOJ and the Civil Rights Division (CRD), DOJ , to 
determine if a criminal investigation is warranted. If no criminal 
investigation is warranted, the matter will be administratively handled by 
OPR. If the CRD/DOJ requests a criminal civil rights investigation, the 
CRU/CID will advise the SAC to initiate an investigation which should be 
reported to FBIHQ pursuant to Part I, Section 44 of the MIOG, entitled "Civil 
Ri^ts," unless advised to the contrary by FBIHQ. 

263-9 DEPARTOENT OF JUSTICE OFFICE OF PROFESSIONAL RESPONSIBILITY 

See MAOP, Part I, Section 1-23. 
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